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ABSTRACT

Shared Services are no longer a concept or idea but in production
where Exchange Network partners depend on services in order to fulfill
business needs they have in common with other partners. EPA has
worked with States and Tribes to focus on and develop a range of
services where this commonality exists.

At this session, we will share four selected services that are in varying
stages of maturity. In collaboration with ourHEnaterprise and Exchange
Network partners, we will continue to seek out efficiencies and
improve upon the shared services concept and principles.




TOPICS

AVirtual Exchange Servicémplementation Experience

AShared CROMERR Serviéetranced Services and Business
Processes

AReusable Component ServieBemonstration and User Feedback
Experience

ALaws and Regulations Servic€sncept, Demonstration and
Feedback
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Background

AThe VES is a clotidised platform designed to minimize the
burden of building data exchanges by using standard
templates that define processing

AVES has been in service for two years

APartners can use VES to supplement or replace existing
nodes

AThe exchanges (e.g. I@\B) are configured, not installed

APartners can start quickly using the VES web application
wizards and powerful dataflow import functions

ANew features, such as dataflow definitions and services, are
shareable
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Why VES?

AProvides a low cost option for partners to exchange data
AEliminates the need for partner node HW/SW

AStreamlines development and maintenance of dataflows
A Updates to templates are made centrally

AMinimizes the support staff needed for a node
A You just need a database person



What are the Virtual Exchange Services?

Al aRIF Gl SEOKFYy3S a | &ASNWAOSE
services for States, Tribes, Regions, Agencies, Industry, etc.

APartners no longer deal with the complexities of
development, data formatting, dataflow logistics,
notifications, etc.

APartners import exchanges (pfiled forms) from a
template for each dataflow they deploy

AThe system generates REST and SOAP services based on
the imported templates/forms
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AUpgraded cloud infrastructure tripled the processing power
AAdded new Q/A service to speed testing of dataflows

AOptimized XML creation processes to speed throughput of large
submissions

AUpgraded taoNet Workflow v4.5

AAdded support for ORACLE stored procedures in the workflow
process

Almplemented shared transaction report system (scheduled reports)
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AAdded custom header storage support
Almplemented owner messaging (notifications/messages to all owners)
AEnhanced security policy module (access control managed by owners)

AAdded supported for tasks with dynamic parameters (rolling dates or
date ranges)

Almplemented workflow persistence and pending transaction recovery
AAdded automatic REST URL generation for Query Services



VES
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Division of Labor for VES

What You Do What VES Does For You
A Call Node Help Desk A Creates REST and SOAP Services

hSd wt aDeddnys (G sre ASEDEIUES date BEhange ¢, v
A Authenticates

A Pulls data from staging

A Formats data to XML

A Sends submission to CDX

A Logs activities

A Checks status

A Collects processing reports

A Sends notifications to you

A Establish a secure connection to staging data
A Import exchange e.g., AQS

A Map your data to the Staging Database

A Review documentation
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Configuring-a Service imthe:VES-Admin Tool

Envvircesrsental Infermation

Node 1D §f Description:
ACKE-%irtual-
Exchange-Services -
Chrn= Clark’s Demao
MNode 117252014

ratafl owe:
ICIS -Aar

Admin. Actions

Services

Mod es

Dataflicws

Disfs Sources
Document Hesders
Tasks

W oeric s

Mode Reguesks

Search Transsctions
Frovision Mode

Exportlmport Mode
Import Configurations

Register Servicebus

Fegisier Remote DE
[Test Services

e.i'{:han € Virtual Exchange Service Administrator (“LE’SA_}
Hetworh

Service Details

Service Mames:

Service Descriptiomn-

MMethod Type-
Visibility-
Service Status-
Workflow
Data Sourcea-

Stvle Sheet
Template

S0QL Statement:

Home | &bt | FAOs | Help

ACIE-“Vartmal -Exchange Services (Operational | 2.1 | Test)

SetiirFacility

Gets Adr Facil sy

[2u=ry -

|GEHE'iaQuer:,' “'1"'|

|-— S=l=ct = Dats Scurce -— ~|
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SELECT BAirFacilitsy AirFacilicyI,

FoacilitcyIditelame,
Supplemental Locati
LocationitateCode.

Locationfddre s sText, L]
SnTe=xtt, GHISCitgode=,
LocationiipTods=,

LOCN Code,, TriballandTode.,

FacilitylDescziption.

Facilityl ypeCifCwnershipTode, -
Beoximprroti ombhoesey, Szl TP s e s TS icstsor.

NMame Twpe Reguired Ciccurancse 11, |
AirFacility T [string »] [Me ] [Mualtiple Remowe
fromCate [date  w] [Mo ] [On= ~| Fosmons
toDate [date ~] [Me  w] [One ~| Bemowve
|E_1ring "H"l |N-:- "'U"l |E:Ire V| Hudd

Mame

FFDATE DELETE CAMCEL
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REST Services

AVirtual Exchange Services support REST type services for publishing data
AGetCountyCode actual REST service on my Chris Clark Production VES

AThis is what the REST service URLS look like for my VES REST services

AJSON format:

Ahttps://virtualnode.cloudapp.net/nodedataservi@mode=ChrisClarkProductio
nNodeé&Dataflow=RESTServices&request=GetCustomerList&Customerld=B&f
ormat=json

AXML format:

Ahttps://virtualnode.cloudapp.net/nodedataservi@mode=ChrisClarkProductio
nNode&Dataflow=RESTServices&request=GetCustomerList&Customerld=B&f
ormat=XML
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https://virtualnode.cloudapp.net/nodedataservice
https://virtualnode.cloudapp.net/nodedataservice

Partners and Dataflows

A Hualapai Tribe WQX A Tennessee: IGISR, ICIS NPDES

A San Joaquin Valley Air Distri¢€IS AIR A Texas: AQS, FRS

A Jefferson County Healtbept ICIS Air A Maine: ICIS Data Access (Export)

A Klamath Tribe: WQX A Gold Systems: WQX, IQIR, AQWMS

A Alabama: ICI8IR A New Hampshire: FRS, AQS, etc.

A Georgia: ICIBIR, EIS A South Dakota: TRFOUT, ICKBIR, EIS

A Region 1: Storm 3 Buoy Flow, SPCC Tanks A Pacific States Marine Fisheries Commission: Fishery
A information publishing service

Potential New Organizations
OR, CT, VT, PA,CDC, Chesapeake Bay Program,
A St. Regis Mohawk Tribe
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Data Exchanges Supported

AAQS 3.0
AICISAIR
AFACID v3.0 (FRS)
A EBeaches
AEIS
AEMTS v3.0
AENDS v2.0
AICISNPDES
ASDWIS

A ATTAINS

A CAFO

A SPCG/1.1 (Region 1)
AICISDA

A Buoy Data (Region 1)
ATRI (OUT)

AUIC

AWQX v2.1

A CROMERR
AOWIR_ATT
ARCRA5.2,5.3

A Radon

A Fishery Information Service
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Dataflow Reference Packages *Click dataflow name to download packages

AQS BioMonitoring eBeach EIS EMTS FACID
ICIS-AIR OWIR RCRA SPCC uvic WQX
BeachNotification AQS v3.0 ICIS-NPDES CAFO NHDEvent Radon

Documents click document name to download

Virtual Exchange

Getting Started Service

with Virtual Virtual Exchange Virtual Exchange Connector Virtual Exchange
Exchange Service Admin Service Installation Service Lab
Service Guide Connectivity Guide Guide

ICISAir Setup

Guide

TOOIS *Click tool name to download

VESConnector
installer
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Questions/Discussion

Contact Information:
nodehelpdesk@epacdx.net
Clark.chris@epa.gov
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Shared CROMERR Services Update

CROs#/edia Electronic Reporting Rule (CROMERR)

40 CFR electronic reporting standards for states, tribes, local governments and U.S. EPA

Shared CROMERR Services

A Advanced Web tools
A Source Code
A Web services,

A Documentation and procedures papproved by the CROMERR Technical Review Committee
(TRC)

Standards for collaboration, information integrity, reducing time, burden and costs.

http://www.exchangenetwork.net/sharegromerrservicesipt/
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Shared Services Advancements

Web
Services

IPT Charter

Sepl2db

2013 2014

Signature

Web Services

API Trace o

Shared CROME|
H

Charter =

Register Now

DEMO TOOL

Support
Services

2015

sharedcC merr:_servic@epacdxnet
Service Desk

CROMERR Toolkit

[EAccess Authority

[D Baseline CROMERR Checklist & Attachments
DCUntractual and Project Planning Package

IjDevelopment Toolkit
‘?Example Shared CROMERR Demo Application
W

L)

Tool kit

First Production
Partners

First Advance Partners

Advanced
Services

EEnterprise
Services

2017

2016

BT
i ——
.

Advanced Provisioning Services
RetrieveRoles
RetrieveRolesForDataflowAndPartner

Provisioning

Advanced User Information Services
Authenticate
AuthenticateUser

RetrieveUser

Advanced User Servicgs

RetrieveOrgani
CreatePartnerOrga
UpdatePartnerOrg
RetrievePartnarOrgan

RetrievePartnerOrganizationByExternalld

)

Advanced Organization

@ LexisNexis-

Web Services

e-Sigrd Submit



Shared Services Adoption

Web Services
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oBu/il d your own Reporting
CROMERR Web Services (5 Standard Categories)

ey Partner Registration
User r ——————————————— [ ——————————————————————
Register -
e z | User Identity/ 1 2
E:,‘::" ;l Applications/Services/Roles -y Credentials Prepare/Sign Reports
MyProfie l
Shared CRO R Services
Registration and Signature Ceremony Partner Receiving System
. Account Management Copy of Record - EleeEars
Partner Admin Tools s Sovsnmssinkia Qaaknry) |
(HEIp [kg() ChangeUserPassword CreateActivity QA Froms
Authenticate AuditEvent

Ty— llbd.yrr:l_lsr.fIﬁl.pr!m!v;-l\ A" .= ; cate @ —
Repud|at|0n >n:IFhgthl1.,,;A.(van-. SlgnatUI'e Devlce lidateCo
. Znagnen ngens = Attestation
Cha et ANSWerS SecondFactorAuthenticationService

; SignatureAndCorService
Incident A

Management

1d/ KBQ/
20-5-1

v

» E-Sign

RepudiateCor Password

? 2 Options

SignAndStoreCor

Set( ntion$S
Identity Management Crea
Stoielor
IdentityProofingService - '
GetResult AuvditEvent
CreateSession "

CreateActivity
De dCor

Authenticate 5
SearchForCor

Open Source: https://encromerrdev.epacdxnode.net/shareckomerrdownload/action/public/login
Training Demo: https://dev.epacdx.net/SharedCromerrServicesDemo
Web Services: http://encromerrdev.epacdxnode.net/sharedromerrws/services



http://encromerrdev.epacdxnode.net/shared-cromerr-ws/services
https://dev.epacdx.net/SharedCromerrServicesDemo
https://encromerrdev.epacdxnode.net/shared-cromerr-download/action/public/login

Recent Service Adoption Successes

A Oklahoma Department of Environmental Quality 09/15/2016

Mujiba Zaman mujiba.zaman@deq.ok.gov @ LoxisNexis
Alowa Department of Natural Resources 01/05/2017
LeAnn LarsenLeAnn.Larsen@dnr.iowa.gov @ LexisNexis'
A Ohio Environmental Protection Agency 02/03/2017

PelayoMontoto - pelayo.montoto@epa.ohio.qov @ LexisNexis
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Enterprise Integration

Advanced Services

Partner or3™ Party System

Loging Profiles
Single Sign On
Organizations
e-Sigri Records

Advanced CROMERR Services

Registration Help Desk Administration Tools

Profile Lexis Web Publish
Alése_r Agrg_ Id Proof Iillecozd Interface S_Ipzon;sor News&
- min min Reportg gm Themes oois Alerts
Id Proofing
Signature User ToolsX Services
Agreements eSign
Dash Edit Record| | Record| | In-band News Sl
Partner Board | | Profile | | History| | History Mail Alerts | |o iced
Service Role$ i

Advanced Tools: https://dev.epacdx.net/EpaSharedServicesPortal/

Web Services:

https://encromerrdev.epacdxnode.net/shareckomerrws/services

Single Sign On

Single Sign On

m

Mmw— 0D TVTOM-—-ZmM
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Business Process Models

CONVENTIONAL TAX SOFTWARE MODEL-TIME SUBMIT

: .. 4 4 4
Service Model Decisions: e g A
gistration Preparatlon Preparatlon
A Register then Prepare?
A FormseSignedDirectly? . -
Administration Registration
A Third Party Forms signed
separately? =
A High Volume or Time Use? Prer(erzltion o o

I Form Form Regulated
Certification Certification Collection

' Record

Regula_ted Regula_ted Managemerg
Collection Collection i
Repudiation

' Record ' Record

Managemer& Managemer&
Repudiation Repudiation




System/Service Integration

Statéd Local
System

Registration

Login

Org Mgmt
Form Prep
eSign Docs

File Upload

Help Desk
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Record Keeping
|

Log UserldPswd Hash

Id Proof return & log

Offer Log Signature Devic
(Questiony Answen)

Retrieve CoR

ReValidate CoR

—_—_————— e —— — a1

Single Sign O(Get Validate Token

Business Process Model
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ldentity Proofing Services & Invoicing

Partner Partner Web Service Lexis Partner
System Calls SaaS Finance Dept
-3
A 0
S ) N
scs, i A
Acct ™.,
Lexis Partner ‘Ag:ct
Lexis Partner A% RUIES of~l\3‘eha.§‘/|or LexisNexis
1 Forms Configure Partner Account
. Authentiat
1 Permissible Use uthentiate
1 Permissible Addendum
1 Government Application
f Contract

SCS Help Desk

Invoice
[ |




