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INTERCONNECTION SECURITY AGREEMENT

SECTION 1: INTERCONNECTION STATEMENT OF REQUIREMENTS

The requirements for interconnection between “Organization A” and “Organization B” are for the express purpose of exchanging data between “System A,” owned by Organization A, and "System B,” owned by Organization B. Organization B requires the use of Organization A's "XYZ database" and Organization A requires the use of Organization B's "ABC database," as approved and directed by the Secretary of "Agency" in "Proclamation A," dated (date). The expected benefit is to expedite the processing of data associated with "Project R" within prescribed timelines..


SECTION 2: SYSTEM SECURITY CONSIDERATIONS

General Information/Data Description:  
The information exchanged between the CDX servers and the eGRET servers is two- 
The interconnection between System A, owned by Organization A, and System B, owned by Organization B, is a two-way path. The purpose of the interconnection is to deliver the XYZ database to Organization B's Data Analysis Department and to deliver the ABC database to Organization A's Research Office. 

Services Offered: 
No user services are offered. This connection only exchanges data between Organization A's system and Organization B's system via a dedicated in-house connection. 

Data Sensitivity:  
The sensitivity of data exchanged between Organization A and Organization B is Sensitive-But-Unclassified

The FIPS 199 system categorization for System A and System B is (Categorization level).  

User Community:  
All Organization A users with access to the data received from Organization B are U.S. citizens with a valid and current Organization A background investigation. All Organization B users with access to the data received from Organization A are U.S. citizens with a valid and current Organization B background investigation. 

Information Exchange Security:  
The security of the information being passed on this two-way connection is protected through the use of FIPS 140-2 approved encryption mechanisms. The connections at each end are located within controlled access facilities, guarded 24 hours a day. Individual users will not have access to the data except through their systems security software inherent to the operating system. All access is controlled by authentication methods to validate the approved users. 

Trusted Behavior Expectations:  
Organization A's system and users are expected to protect Organization B’s ABC database, and Organization B's system and users are expected to protect Organization A’s XYZ database, in accordance with the Privacy Act and Trade Secrets Act (18 U.S. Code 1905) and the Unauthorized Access Act (18 U.S. Code 2701 and 2710). 


Formal Security Policy:  
Policy documents that govern the protection of the data are the following:
· EPA Directive 2195, Information Security Manual
· EPA Agency Network Security Policy (ANSP) – 11/27/2007 
· EPA Cross-Media Electronic Reporting Regulation (CROMERR)  
· Federal Information Security Management Act (FISMA) of 2002
· FIPS 199, “Standards for Security Categorization of Federal Information and Information Systems”
· FIPS 200, “Minimum Security Requirements for Federal Information and Information Systems”
· NIST SP 800-37 rev 1, “Risk Management Framework” 
· NIST SP 800-53 rev 3, “Recommended Security Controls for Federal Information Systems” 
· NIST SP 800-53A, “Guide for Assessing Security Controls in Federal Information Systems” 
· NIST SP 800-60, “Guide for Mapping Types of Information and Information Systems to Security Categories” 
· NIST SP 800-18, Revision 1, “Guide for Developing Security Plans for Federal Information” 
· OMB A-130, “Appendix III:  Security of Federal Automated Information Resources”
· Government Paperwork Elimination Act (GPEA) of 2000
· Privacy Act of 1974
· Paperwork Reduction Act of 1995

Incident Reporting:  
The party discovering a security incident will report it in accordance with its incident reporting procedures. In the case of EPA systems, the party discovering or suspecting a security incident or violation must report it in accordance with established incident reporting procedures.  Any security incident that would affect either system and/or NCC must be reported immediately to: 
· Computer Security Incident Response Capability (CSIRC) Center via the EPA 24 hour hotline at 1-866-411-4372

Contact information for both parties can also be found in Attachment A - Points of Contact.

Audit Trail Responsibilities:  
Both parties are responsible for auditing application processes and user activities involving the interconnection. Activities that will be recorded include event type, date and time of event, user identification, workstation identification, success or failure of access attempts, and security actions taken by system administrators or security officers. Audit logs will be retained for one (1) year. 

SECTION 3: TOPOLOGICAL DRAWING

(Insert a drawing here)

SECTION 4: SIGNATORY AUTHORITY

This ISA is valid for one (1) year after the last date on either signature below. At that time it will be updated, reviewed, and reauthorized. Either party may terminate this agreement upon 30 days’ advanced notice in writing or in the event of a security incident that necessitates an immediate response.

Organization A Official	Organization B Official


___________________ ________			___________________ ________

Signature		Date				Signature		Date



Attachment A

Points of Contact
Organization A



Organization B 
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