Risk Management Plan (RMP) Flow Configuration Document

[image: image1.jpg]Sead
- <xsd

|
angenelwor%_ e,

I XML 3.0 Point dataxsd:documer

Available:htt,
cumentation>

PR

espace="http:/
"httpi/ /www.)
="EN_NEI http: ffwww.

i Def

mat</xsd:documentation>
t 1>Application: Varies by
1entation
) steloped By:

“UTE-8" e
Wil x

/\A}wv»/.\,v3.org/20. /XMLSche I

epa.gov/ angenetwork"”
ied" attributeFormDefault

pa.gov/e ang

tation>
Current Ver:
! /www.ej ov/

>Description: The NEI
ol
l:documentat 4
Application: Varies by
 tation> -

Environmental Information

e)@nhange

etwork





THIS PAGE INTENTIONALLY LEFT BLANK

Table of Contents

3Table of Contents


41
Component Alignment


41.1
Flow Component Versions Currently Supported


52
Introduction


52.1
Flow Identification


52.2
Background


52.3
Data Flow Overview


72.3.1
Dataflow Physical Architecture


72.4
Flow Access and Security


72.4.1
User Access and Security


82.4.2
Data Flow Security


82.5
Flow-level Business Rules


92.6
Additional Flow Tools and Resources


103
Data Processing


103.1
RMP Data Submission from EPA to Recipient Node


103.1.1
RMPREPORT Data Collection


134
Submission Process


134.1
Web services and end point URLs


134.1.1
CDX Node Frontend web services endpoint URLs


134.1.2
CDX Node Backend web services endpoint URLs


134.1.3
NAAS 3.0 web services endpoint URLs


134.2
Configuration of the Dataflow and Recipient Node


134.3
Configuration of the Data Collection Task


144.4
Submission Steps


205
Web Services


205.1
Authenticate


205.2
CentralAuth


215.3
Validate


215.4
Submit


225.5
Notify


236
Schema Information


236.1
Schema Structure


236.2
Schema Components




1 Component Alignment

1.1 Flow Component Versions Currently Supported

	Component
	Version(s) Supported
	Explanation (optional)

	FCD
	1.0
	Initial version

	Schema
	1.0
	Initial version

	DET
	1.0
	Initial version


2 Introduction

2.1 Flow Identification

Flow Name: Risk Management Plan (RMPREPORT)
Flow Owner: U. S. Environmental Protection Agency, Office of Solid Waste and Emergency Response, Risk Management Program

Flow Owner Contact Information: Peter Gattuso, Email:   Gattuso.Peter@epamail.epa.gov, Phone:  (202) 564-7993

2.2 Background

The purpose of this Flow Configuration Document (FCD) is to describe the operation of the Risk Management Plan (RMP) flow (RMPREPORT) across the Central Exchange Network (CDX) to a recipient code. This is a process that will allow an EPA-approved recipient to receive RMP data from United States Environmental Protection Agency’s (USEPA’s) RMP database.  Recipients could include EPA regions, states, or Local Emergency Planning Committees that meet RMPREPORT receipt requirements.
An FCD is intended to describe the operational aspects of an Exchange Network data exchange.  The specifications included in this document define the supported data services, the approaches, and processes that are used to transfer information between EPA and RMPREPORT recipients.

This document will describe the data exchange process by which CDX will submit XML files to recipient nodes.  EPA intends to offer outbound services that will allow partners to obtain data collected and managed by RMP in XML report format.

The scope of this document is limited to the process of submitting electronically reported RMP data to a CDX compliant EPA recipient node.

2.3 Data Flow Overview

The RMPREPORT flow is designed to submit RMP data to a recipient node. The RMPREPORT flow will periodically obtain Recipient related RMP, generate an XML, and submit it to the Recipient Node.

The RMPREPORT flow diagram (Figure 1) describes process steps of a successful submission:
1. CDX RMP periodically archives Recipient RMP Data in the RMP Database.

2. CDX Node obtains Recipient RMP Data from RMP Database via a scheduled periodic job with a configurable timeframe. 

3. CDX Node converts Recipient RMP Data into XML format and zips the XML.
4. CDX Node generates CDX Node Transaction ID and archives the report in the CDX Node Database.

5. CDX Node sends the XML report to Recipient Node via Submit web service.  CDX Node passes the security token along with the web service.  Refer to the Authentication and Authorization Diagram for more detail on security procedures.

6. Recipient Node receives the XML report, generates the Submission Transaction ID, and archives the report to Recipient File System. 

7. Recipient Node returns the Submission Transaction ID to the CDX Node.
8. CDX Node archives Submission Transaction ID in the CDX Node Database.  Submission Transaction ID and CDX Node Transaction ID will be tied to the CDX Node Database. 
The following Recipient Node steps are asynchronous

9. Recipient Node obtains the XML report from the Recipient File System.  Recipient Node loads the report into the Recipient Node Database.

10. If data loading is successful, Recipient Node notifies CDX Node about successful processing.  Alternatively, if data loading fails, Recipient Node notifies CDX Node about the failure along with the error details.  Refer to the Authentication and Authorization Diagram for more detail on security procedures.

11. CDX Node updates Transaction Status (to ‘Completed’ or ‘Failed’).
12.  Recipient-approved users view the RMP data.
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Figure 1: RMPREPORT Data Flow Diagram.
2.3.1 Dataflow Physical Architecture

The physical architecture of the RMPREPORT Dataflow is displayed in Figure 2.
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 Figure 2: Physical Architecture RMPREPORT Data Flow Diagram.
2.4 Flow Access and Security

2.4.1 User Access and Security

The Recipient Node users are required to register with the Network Authentication and Authorization Server (NAAS) and obtain a user account before an RMPREPORT data submission can be made. Furthermore, a NAAS policy that allows the account to invoke specific methods on the Recipient Node for CDX is established.
USEPA-approved CDX users are authorized through a user ID and password.  When users enter CDX, their privileges are authenticated. This form of security applies to web services and related data flows.

A token is a string of numbers and characters. Before a web service can be performed, a security token is created by the NAAS. The recipient will obtain and retain the token.
Web service calls are issued.  Every web service call has a security token and a parameter (such as submit report or notify success/failure). Refer to the Data Exchange Process Diagram for more detail parameters.
The NAAS checks the token (which signifies an authenticated and authorized user) with each call, along with the consistency of the token’s Internet Protocol (IP) address.  If validation is successful, the desired action is carried out in CDX.  If validation fails, a Simple Object Access Protocol (SOAP) Fault will be returned to the Recipient Node.
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Figure 3: RMPREPORT Authentication and Authorization Process Diagram.
In order for recipient nodes to participate in the RMPREPORT flow, the recipient organization must have the appropriate NAAS security policies in place, provide the Recipient Node end point URL for the EN 2.0 web services data exchange, and receive authorization to participate through the RMP Reporting Center at (703) 227-7650.

2.4.2 Data Flow Security

Security Socket Layer (SSL) is enabled to secure the RMPREPORT data while the submission is transferring through Internet. 

2.5 Flow-level Business Rules

Current Business Rules:  None other than those documented in the RMPREPORT XML Schema and DET.
Fault Follow-up Actions: In the case that the recipient identifies one of the errors identified below, the recipient will return descriptive error messages to the submitting node. The submitter will investigate and correct the error in the case that the error is verified.

· The zipped document transmitted to the recipient does not contain an xml document

· The zipped document transmitted to the recipient contains more than one xml document

· The xml document transmitted to the recipient does not conform to the RMPREPORT XML schema

2.6 Additional Flow Tools and Resources

 None other than those documented in the RMPREPORT XML Schema and DET.
3 Data Processing

The RMPREPORT data flow submit service will transmit RMP data from the RMP database to the recipient node. Submission to a recipient node will transmit all relevant plans from EPA. Subsequent submissions will occur on a configurable schedule and transmit all relevant plan data.

3.1 RMP Data Submission from EPA to Recipient Node 

The RMPREPORT data flow consists of a Submit service that pushes data from EPA to recipient nodes. For a description of the processing operation functions refer to Section 2.3 and Figure 1, RMPREPORT Data Flow Diagram.

3.1.1 RMPREPORT Data Collection

Type: Submit

Data Service-level Business Rules: Not Applicable

XML Header Usage:  
Header Elements, Description and Examples
Any network exchange for RMPREPORT must use the Header Document structure in order to meet EPA CDX and RMPREPORT processing requirements and prior Exchange Network agreements. The Exchange Network Header version 2.0 is required for documents submitted with this service. Refer to the Exchange Network documentation for the header for more information.  The Header Document begins with a "Document" tag and contains two sections: "Header" and "Payload". The Header section contains information about the submission. The Payload contains the RMP data. The RMPREPORT data flows allow for multiple payloads in one document. The Payload must conform to the RMPREPORT standard schema for data submissions. 

The following table describes the Header Document elements and attributes and how they are utilized for the purpose of a RMPREPORT submission. 

	Element
	Required?
	Example
	EN Header Version

	1. AuthorName
	Yes
	Jane Doe
	2.0

	2. OrganizationName
	Yes
	Environmental Protection Agency
	2.0

	3. DocumentTitle
	Yes
	“RMPREPORT”
	2.0

	4. CreationDateTime
	Yes
	2003-01-01T12:12:12 

(where date is a valid XML date 

format string) 
	2.0

	5. Keywords
	No
	
	2.0

	6. Comment
	No
	
	2.0

	7. DataFlowName
	No
	RMPREPORT
	2.0

	8. DataServiceName
	No
	
	2.0

	9. SenderContact
	No
	Jane Doe

503 123 4567 

jdoe@epa.gov 
	2.0

	10. ApplicationUserIdentifier
	No
	
	2.0

	11. SenderAddress
	No
	jdoe@epa.gov
	2.0

	12. Property
	No
	
	2.0

	13. Signature
	No
	
	2.0


The following excerpt from a RMPREPORT XML Submission File demonstrates the use of the header document: 

<?xml version="1.0" encoding="utf-8"?>
<Document xmlns:xsd="http://www.w3.org/2001/XMLSchema" id="_123456789" xmlns="http://www.exchangenetwork.net/schema/header/2" xmlns:ds="http://www.w3.org/2000/09/xmldsig#" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="http://www.exchangenetwork.net/schema/header/2

http://www.exchangenetwork.net/schema/header/2/header_v2.0.xsd">

<Header>
 

<AuthorName>Jane Doe</AuthorName> 

 

<OrganizationName>Environmental Protection Agency</OrganizationName> 

 

<DocumentTitle>RMPREPORT</DocumentTitle> 

 

<CreationDateTime>2014-04-05T09:30:47-05:00</CreationDateTime> 

 

<Comment>This is a test file</Comment>
 

<DataFlowName>RMPREPORT</DataFlowName>
 

<SenderContact>Jane Doe, 503 123 4567, jdoe@epa.gov</SenderContact>
 

<SenderAddress>jdoe@epa.gov </SenderAddress>

</Header>

<Payload>

<Submission xmlns="http://www.exchangenetwork.net/schema/RMPReport/1" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="http://www.exchangenetwork.net/schema/RMPReport/1 http://www.exchangenetwork.net/schema/RMPReport/1/index.xsd">
 


<RiskManagementPlan> 
 


... 
 


</RiskManagementPlan>


</Submission>

</Payload>
</Document>
Custom Header Elements, Description and Examples


The RMPREPORT data flow does not use any custom header elements.

Payload Requirements:

1. An RMPREPORT payload must contain a single file.
2. The Payload must be wrapped in a specified Header Document.

3. Data must conform to the RMPREPORT_Submission_v1.0.xsd format requirements.

4. The XML should be zipped.
Data Service Parameters, Order, and Format:

	Parameters
	1. SecurityToken: The authentication token obtained from Authenticate service through NAAS, which enables the data provider to invoke the Submit service.

2. TransactionID: N/A.

3. Dataflow: RMPREPORT
4. Documents: Single Node document structure attached to message containing Document Header and the RMPREPORT Payload.
5. DocumentType: ZIP

	Return on Success
	TransactionID

	Return on Fail
	Simple Object Access Protocol (SOAP) Fault


Return Method: Return a transactionID.
Payload Format: The naming Convention used for RMPREPORT flow is RMPREPORT_<agency code>_ <4 digits of the year>_<month#>_<day#>.zip, for example, RMPREPORT_NJDEP_2014_05_01.zip. Each RMPREPORT submission has only one single payload XML file that contains RMP data for one agency. There should not be more than one agency RMP data included in one payload.

4 Submission Process

4.1 Web services and end point URLs

CDX Node will support EN 2.0 protocol for communicating with Recipient Nodes.
4.1.1 CDX Node Frontend web services endpoint URLs
· Test: http://testngn.epacdxnode.net/ngn-enws20/services/NetworkNode2Service  

· Prod: https://cdxnodengn.epa.gov/ngn-enws20/services/NetworkNode2Service 

4.1.2 CDX Node Backend web services endpoint URLs
· Test: https://testngn.epacdxnode.net/ngn-enws20/services/Dataflow2Service 

· Prod: https://cdxnodengn.epa.gov/ngn-enws20/services/Dataflow2Service
4.1.3 NAAS 3.0 web services endpoint URLs
· Test: http://naas.epacdxnode.net/xml/auth_v30.wsdl 
· Prod: https://cdxnodenaas.epa.gov/xml/auth_v30.wsdl 
4.2  Configuration of the Dataflow and Recipient Node

5. RMPREPORT data flow will be configured via CDX Node Administration Web UI on Test and Prod NGN. Following parameters will be specified:

· Name: “RMPREPORT”
· Node: “CDX”
6. Recipient Node participant(s) will be configured via CDX Node Administration Web UI on Test and Prod NGN. Following parameters will be specified:

· Name: Recipient Node Name

· Url: Recipient Node endpoint URL

· Category: State/Region

· Properties: N/A
4.3 Configuration of the Data Collection Task 

Submission process is a repeatable job which will be configured via CDX Node Administrative Web UI on Test and Prod NGN. Following parameters will be specified for the task:

· Description: RMPREPORT Data collection for [State Code]

· Start Date: The date the task shall be started

· Start Time: The time the task shall be started

· Interval: The time interval between re-runs of the task

· Following Ad-hoc parameters will be specified

· State Code: The State Code of the RMP data to be extracted for
· Recipient Node: Recipient Node which receives the RMP Data (see Section 4.2)
4.4 Submission Steps

7. CDX Node periodically runs data collection job. See Section 4.3 for data collection job configuration scheduling details.

7.1. CDX Node obtains the Task from CDX Node database.

7.2. CDX obtains ad-hoc Task parameters

8. CDX Node invokes Data Transformation Node Action to extract RMP data from RMP Database and convert it to XML representation passing ad-hoc parameters

9. CDX Node Data Transformation Action extracts State RMP Data from the RMP Database. 

9.1. Data Transformation Action generates CDX Node Transaction Id and stores it to CDX Node database
9.2. Data Transformation Action sets CDX Node Transaction Id Status as “Processing”
9.3. Data Transformation Action extracts all RMPs from RMP Database which belong to the Recipient State and creates submission ZIP document

9.3.1. Data Transformation Action obtains the latest RMP record information based on the following criteria:

· Facility State Id shall be equal to the State Code ad-hoc parameter

· Only the latest RMP records shall be retrieved

9.3.2. Data Transformation Action creates an XML document containing the State RMP data
9.3.3. Data Transformation Action zips an XML

9.3.4. Data Transformation Action stores zipped XML into the CDX Node Database under the generated CDX Node Transaction Id
9.4. If data transformation, zipping and archiving was successful Data Transformation Action passes control to Submit Action

9.5. If any of the data transformation steps failed Data Transformation Action sets Transaction Status as “Failed”, sets Transaction Status Details to the specific error and stops processing

10. CDX Node Submit Action Submits data to the Recipient Node

10.1.  Submit Action performs Authentication web service against NAAS. Following parameters will be passed:

· userId: CDX Node NAAS user id

· credential: password

· domain: ‘”cdx”

· authenticationMethod: “password”

· NAAS returns the Security Token

10.2.  Submit Action obtains zipped RMP Report from the CDX Node Database and performs Submit web service to The Recipient Node using Recipient Node web services endpoint. The following parameters will be passed:

· Security token: security token (received in step 4.1)

· Transaction id: not used

· Dataflow: “RMPREPORT”

· flowOperation:  not used

· recipient: not used
· notification URI: not used
· documents:  single node document with following attributes:

· Document Name:“RMPREPORT_<agency_code>_<4_digits_of_the_year>_<month#>_<day#>.zip”

· Document Type: “ZIP” 

· Document Content:  zipped single XML document  

11. Recipient Node receives the Submission

11.1. Recipient Node generates Recipient Node Transaction Id

11.2. Recipient Node validates the Security Token against NAAS to authenticate the CDX Node and authorize that the CDX Node has submit privileges for RMPREPORT flow

11.2.1. Recipient Node calls Validate web service against NAAS. (See Section 4.1. for NAAS end point URLs). Following parameters will be passed:

· user Id: Recipient Node User Id

· password: Recipient Node password

· domain: “default”

· security token: Security Token received from CDX Node in Submit request

· client ip: ip address of the CDX Node received in the Submit request

· resource URI: not used

If validation fails then NAAS returns a SOAP message with the following possible error codes in the SOAP fault detail element:

· E_InvalidToken: The token is either invalid or has expired.

· E_AccessDenied: The operation is denied by the authorization engine. The error description contains a PolicyId the decision is based on (Default policy is applied if PolicyId Is –1).

· E_InvalidParameter: The parameters are either incorrect or missing.
11.2.2. If Security Token Validation fails Recipient Node performs following steps

11.2.2.1. Recipient Node  stops the transaction

11.2.2.2. Sets Transaction status as Failed
11.2.2.3. Recipient Node  returns SOAP Fault to CDX Node containing Error Code returned by NAAS

11.2.3. If Security Token Validation is successful Recipient Node  archives the submission document into temporary location If archiving fails Recipient Node performs following steps

11.2.3.1. Recipient Node  stops the transaction

11.2.3.2. Sets Transaction status as “Failed”
11.2.3.3. Recipient Node  returns SOAP Fault to CDX Node containing Specific processing error 

11.2.4. If all processing steps were successful Recipient Node  performs following steps

11.2.4.1. Recipient Node   sets Transaction Status as “Received”
11.2.4.2. Recipient Node  returns Status Response to CDX Node containing following  Transaction information to CDX Node:

· Transaction Id: Recipient Node Transaction Id

· Status: “Received”
11.2.4.3. Recipient Node schedules Report processing as asynchronous step (See section 7)

12. CDX Node receives Transaction Status Response or SOAP Fault

12.1. If  SOAP Fault is received CDX Node performs following steps

12.1.1. CDX Node sets CDX Transaction Status as Failed
12.1.2. CDX Node extracts specific error from SOAP Fault and sets CDX Transaction Status Details to the specific error received from the Recipient Node

12.1.3. CDX Node Notifies CDX Node Administrator about the error. See details in step 9.

12.1.4. CDX Node stops the transaction

12.2. If  Transaction Status is received CDX Node performs following steps

12.2.1. CDX Node extracts Recipient Transaction id from the status response

12.2.2. CDX Node stores Recipient Transaction id as external id parameter of the CDX Transaction

12.2.3. CDX Node sets CDX Transaction Status as “Received”
12.2.4. CDX Node schedules Notification “cut-off time” task to check if Notification for the Recipient Node arrived on time. See details in step 10.

13. Recipient Node processes the Report (Recipient Node will perform all following steps  asynchronously)

13.1. Recipient Node obtains Report from the temporary location

13.2. Recipient Node unzips the Report and checks the following validation rules:  

· Zip file shall contain one XML document

· XML document shall confirm to the RMPREPORT XML schema

13.3. If Report document confirms to the validation rules Recipient Node performs following steps

13.3.1. Recipient Node parses the XML content into the Recipient RMP Database.
13.3.2. Recipient Node sets Transaction Status to “Completed”
13.3.3. Recipient Node Notifies CDX Node about successful processing. (See step 8 for details)

13.4. If Report document does not confirm to the validation rules Recipient Node performs following steps

13.4.1. Recipient Node sets Transaction Status to “Failed”
13.4.2. Recipient Node Notifies CDX Node about the failure. (See step 8 for details)
14. Recipient Node Notifies CDX Node about Successful or Failed processing

14.1. Recipient Node performs Authentication against CDX Node. 
14.1.1. Recipient Node calls Authenticate web service against CDX Node using CDX Node backend endpoint URL. Following parameters will be passed:

· userId: CDX Node NAAS user id

· credential: “password”
· domain: ‘”cdx”

· authenticationMethod: “Password”

14.1.2. CDX Node accepts the request and calls CentralAuth web service against NAAS using NAAS endpoint URL. Following parameters will be passed:

· user Id: Recipient Node User Id

· credential: Recipient Node password

· domain: “default”

· authenticationMethod: “password”

· client ip: ip address of the Recipient Node received in the Notification request

· resource URI: not used

14.1.3. If the Recipient Node was successfully authenticated NAAS returns the Security Token to CDX Node and CDX Node returns Security Token to the Recipient Node

14.1.4. If NAAS failed to authenticate the Recipient Node following steps will be performed

14.1.4.1. NAAS returns following SOAP Faults to CDX Node
· The user is unknown.

· The supplied credential is incorrect.

· A server side fault/exception occurs. 
14.1.4.2. CDX Node returns the SOAP Fault to Recipient Node

14.1.4.3. Recipient Node sets Transaction Status as “Failed” and records the error reason.

14.1.4.4. CDX Node Notifies CDX Node Administrator about the error. See details in step 9.

14.1.4.5. Recipient Node stops the transaction
14.2. Recipient Node performs Notification web service to CDX Node using backend endpoint URL. Following parameters will be passed:

· securityToken: security token received in 8.1.

· nodeAddress: empty

· dataflow: "RMPREPORT"

· messages (An array of notification messages consisting of one message)

· ObjectId: Recipient Node Transaction id

· messageCategory: "Status"

· messageName: "Status Notification"

· status: Status can have following values:

· "Completed" for successful notification

· “Failed” for failed notification
· statusDetail: statusDetail can have following values:

· empty for successful notification

· contains specific error for failed notification

14.3. CDX Node receives Notification

14.3.1. CDX Node validates the Security Token. CDX Node calls Validate web service against NAAS. (See Section 4.1. for NAAS end point URLs). Following parameters will be passed:

· user Id: CDX Node User Id

· password: CDX Node password

· domain: “default”

· security token: Security Token received from CDX Node in Notification request

· client ip: ip address of the Recipient Node received in the Notification request

· resource URI: not used

14.3.2. If validation fails the following steps will be performed:
14.3.2.1. NAAS returns a SOAP message to CDX Node with the following possible error codes in the SOAP fault detail element:

· E_InvalidToken: The token is either invalid or has expired.

· E_AccessDenied: The operation is denied by the authorization engine. The error description contains a PolicyId the decision is based on (Default policy is applied if PolicyId Is –1).

· E_InvalidParameter: The parameters are either incorrect or missing.
14.3.2.2. CDX Node  returns SOAP Fault to Recipient Node containing Error Code returned by NAAS
14.3.2.3. Recipient Node sets Transaction Status as “Failed” and record specific error reason.

14.3.2.4. CDX Node Notifies CDX Node Administrator about the error. See details in step 9.

14.3.2.5. Recipient Node stops the Transaction   

14.3.3. If validation was successful CDX Node extracts the Recipient Node Transaction id from the notification parameters

14.3.4. CDX searches CDX Transaction by external transaction id using Recipient Node Transaction id as search criteria

14.3.5. CDX Node obtains CDX Transaction

14.3.6. CDX Node extracts the status from Notification parameters

14.3.7. If the status is  COMPLETED CDX Node performs following steps

14.3.7.1. CDX Node sets the CDX Transaction status as “Completed”
14.3.7.2. CDX Node returns Response Status with following information to Recipient Node:

· Transaction Id: Recipient Transaction Id

· Status: “Completed”
14.3.7.3. Recipient Node sets Transaction Status as “Completed”
14.3.7.4. CDX Node finishes the transaction

14.3.8. If the status is “Failed” CDX Node performs following steps

14.3.8.1. CDX Node sets the CDX Transaction status as “Failed”
14.3.8.2. CDX Node sets status details to the specific error extracted from the Notification status details

14.3.8.3. CDX Node Notifies CDX Node Administrator about the error. See details in step 9.

14.3.8.4. CDX Node finishes the transaction

15. If any of the transaction steps failed CDX Node sends email notification to the CDX Node Administrator with following format:

· Subject: RMPREPORT flow failure

· Text: 

· Data Collection Task Id: Data Collection Task Id

· Transaction Id: CDX Transaction Id

· Action: Specific transaction step

· Status: “Failed”
· Status Details: Specific error

16. Notification “cut-off time” task will run at configurable time after the submission to the Recipient Node

16.1. If CDX Node transaction status is “Received” (which   indicates that Recipient Node did not responded with Notification on time) CDX Node performs following steps:

16.1.1. CDX Node sets Transaction status as “Failed”
16.1.2. CDX Node sets Status Details as follows: “Recipient Node have not responded with Notification on time”
16.1.3. CDX Node sends email notification to the CDX Node Administrator with following format:
· Subject: RMPREPORT flow failure

· Text: 

· Data Collection Task Id: Data Collection Task Id

· Transaction Id: CDX Transaction Id

· Action: Specific transaction step

· Status: Failed
· Status Details: “Recipient Node have not responded with Notification on time”
5 Web Services
The following section describes the web service methods utilized by the RMPREPORT data exchange.

Please see the Exchange Network 2.0 functional specifications and Network Security Specifications 3.0 for detailed information about Web services.
5.1 Authenticate

The Authenticate method is used to obtain a security token.  This token is passed in any subsequent method calls in the exchange between the Nodes.
Authenticate Parameters:

· userId:  The submitter’s NAAS user ID.

· credential:  The submitter’s NAAS password.

· domain:  “default”.

· authenticationMethod:  “password”

Returns:

· SecurityToken:  A security token which becomes a “ticket” for all subsequent service requests.

Exceptions:

· The user record is unknown.

· The supplied credential is incorrect.

· A server side fault/exception occurs.

5.2 CentralAuth

The CentralAuth method is used to obtain a security token.  This token is passed in any subsequent method calls in the exchange between the Nodes. This method is invoked by Network Nodes when delegating authentication requests.

CentralAuth Parameters:

· user Id: Recipient Node User Id

· credential: Recipient Node password

· domain: “default”

· authenticationMethod: “password”

· client ip: ip address of the Recipient Node received in the Notification request

· resource URI: not used

Returns:

· SecurityToken:  A security token which becomes a “ticket” for all subsequent service requests.

Exceptions:

· The user record is unknown.

· The supplied credential is incorrect.

· A server side fault/exception occurs.

5.3 Validate

The Validate method provides a way of verifying security tokens. This method will be used by the Nodes in order to secure every web service call.
Validate Parameters:

· user Id: Account Node User Id

· password: Account Node password

· domain: “default”

· security token: Security Token received from the Requestor Node

· client ip: ip address of the Requestor Node received in the service request

· resource URI: not used

Returns:
· The method returns a name-value pair separated by ‘&’ if the Validation is successful.  The name-value pair contains user Id, IP addresses and other user properties encrypted in the security token at the time of authentication.

Exceptions:

· Returns a SOAP message with the following possible error code in the SOAP fault detail element:

· E_InvalidToken: The token is either invalid or has expired.

· E_AccessDenied: The operation is denied by the authorization engine. The error description contains a PolicyId the decision is based on (Default policy is applied if PolicyId Is –1).

· E_InvalidParameter: The parameters are either incorrect or missing.

5.4 Submit

The Submit method is used to submit an XML file to the Node Recipient.

Submit Parameters:

· Security token: The security token issued by NAAS and returned from the Authenticate method

· Transaction id: not used

· Dataflow: “RMPREPORT”

· flowOperation:  not used

· recipient: not used

· notification URI: not used

· documents:  single node document with following attributes:

· Document Name: “rmp-report.zip”

· Document Type: “ZIP” 

· Document Content:  zipped single XML document  

Returns:
· A Submit response with the following data elements:

· transactionId:  The submission Recipient Node Transaction ID.

· status:  Text describing the submission’s status. Which can have following values:

· Received 

· Failed
· statusDetails: empty for successful notification. contains specific error for failed notification

Exceptions:
· SOAP Fault containing specific processing error
5.5 Notify

The Notify method is used to notify CDX Node about the outcome of the processing.
Notify Parameters:

· securityToken: The security token issued by NAAS and returned from the Authenticate method.

· nodeAddress: not used

· dataflow: "RMPREPORT"

· messages (An array of notification messages consisting of one message)

· ObjectId= Recipient Node Transaction id

· messageCategory: "Status"

· messageName: "Status Notification"

· status: Status can have following values:

· "Completed" for successful notification

· “Failed” for failed notification

· statusDetail: statusDetail can have following values:

· empty for successful notification

· contains specific error for failed notification

Returns:
· A status response with the following data:

· Transaction Id: Recipient NodeTransactionId

· Status: Completed
Exceptions:
· SOAP Fault containing specific processing error
6 Schema Information
6.1 Schema Structure
The following is intended for an overview of the RMPREPORT XML submission schema.  (Specific details are contained in the schema definition itself.)
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6.2 Schema Components

17. The top level of the RMPREPORT XML schema is an RMP Submission document.

18. Each submission will contain the identification of one site.  Multiple submissions may be presented at the same time.

19. Each site identified may have site definition metadata.
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