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1 History and Component Alignment

1.1 Document Change History

	Version
	Edit Log
	Editor

	1.0
	Final Draft for Review
	IR data flow team

	1.1
	Minor edits to flow descriptions and addition of information on multiple submissions for different feature types
	C. Bartz (MPCA)/S. Andrews (INDUS)

	1.1.1
	Edits based on PA and review board comments
	S. Andrews (INDUS)

	2.0
	Review and back end processing steps modified to reflect current processing.  ATT schema version change.  FCD modified to current Exchange Network FCD template.  
	B. Booher (INDUS)

	2.0a
	Separated the ATT and EVT data flows (creating a new data exchange, NHDEvent which is used to exchange the surface water spatial data elements). 
	S. Andrews (INDUS)

	2.0a
	Updated document to refer to the Exchange Network Header version 2.0 and Node 2.0 specifications.
	B. Cooper (INDUS)

	2.0b
	Updated document to correct data flow name and flowOperation value in Data Processing section.
	R. Myers (INDUS)


1.2 Flow Component Versions Currently Supported

	Component
	Version(s) Supported
	Explanation (optional)

	FCD
	2.0
	

	ATT Schema
	2.0
	

	ATT DET
	2.0
	

	NHDEvent Data Exchange
	2.0
	The surface water spatial data elements are exchanged under the NHDEvent data exchange.


2 Introduction

2.1 Flow Identification

Flow Name: 

OWIR – Office of Water Integrated Report

Flow Owners and Contact Information

Charles Kovatch

EPA Office of Water, Office of Wetlands, Oceans, and Watersheds

(202) 566-0399

kovatch.charles@epa.gov
Shera Reems

EPA Office of Water, Office of Wetlands, Oceans, and Watersheds

(202) 566-1264

reems.shera@epa.gov
2.2 Background

The U.S. Environmental Protection Agency (EPA) Office of Water (OW) is committed to implementing Central Data Exchange (CDX) services and establishing the EPA infrastructure to support an information exchange for the Clean Water Act Section 303(d) and 305(b) reporting programs. This project expands the data flows in the Exchange Network to include 303(d)/305(b) and hydrographic-related geospatial data and demonstrates the value of sharing these integrated data, the Integrated Report (IR), through the Exchange Network.

The Minnesota Pollution Control Agency (MPCA), partnering with the Minnesota Department of Administration’s Land Management Information Center (LMIC) and working through the Minnesota Governor’s Council on Geographic Information Hydrography Committee, established a cooperative agreement with EPA to research and develop the systems and methodologies necessary to support the IR and hydrographic-related geospatial data flows via the Exchange Network. This project was conducted in close cooperation with the EPA’s Office of Water leveraging their substantial previous efforts, and insuring that existing tools, reporting mechanisms, and data systems already developed could be reused for this project. The successful implementation of this system allows other state and federal partners to share and exchange their data, saving resources and insuring all users’ access to the most current and complete data.

This pilot project established the IR and hydrographic data exchange elements, the business rules for exchanging these elements, and valid domain lists for elements not covered by an existing or proposed standards.  The project includes the following types of data:

· Description of assessed waters

· Documentation of Water Quality Standards attainment decisions

· Details on impairment information and follow up actions

· Location information referenced to the National Hydrography Dataset (NHD) (exchanged utilizing the NHDEvent data exchange)

Since the completion of this pilot, EPA has updated the schema to meet the current reporting specifications.  The most recent version of the OWIR data exchange is version 2.0.

2.3 Data Flow Overview

The OWIR Flow allows states to electronically submit their Integrated Report (IR) data to EPA for placement on EPA review sites where states can see EPA’s interpretation of their submitted data.  The OWIR Flow supports one schema:  OWIR-ATT schema for the submittal of Water Quality Assessment and Impaired Water information. The National Hyrdrography Dataset (NHD) geospatial events are submitted utilizing a separate data flow, the NHDEvent data flow.  After review by the states and EPA, the OWIR-ATT data submitted is loaded into EPA’s Assessment Total Maximum Daily Load (TMDL) Tracking and Implementation System (ATTAINS) and the NHDEvent data submitted is loaded into EPA’s Reach Address Database (RAD). States are encouraged to examine EPA’s ATTAINS web site at http://www.epa.gov/waters/ir for further information on Integrated Reporting and the geography portion of EPA’s Watershed Assessment, Tracking & Environmental ResultS (WATERS) at 

at http://www.epa.gov/waters/about/geography.html for further information on NHD and the RAD.

The OWIR flow is divided into two exchanges for two reasons.  First, almost all submitters maintain their spatial data (NHDEvent) and attribute data (OWIR-ATT) in independent data stores (this is primarily due to the unique requirements for managing spatial data).  Second, the NHDEvent data exchange and schema utilize a recognized standard for NHD indexed event data which is reusable for other data flows where NHD indexed event data will be part of the data flow.  For example, STORET water quality monitoring stations, as well as drinking water and surface water intakes can also have NHD indexed event data associated with them, and while the attribute data collected related to these data are quite different, the spatial component can (and should) be exchanged using the NHDEvent data exchange.
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Figure 1 – OWIR Flow Service Architecture

Figure 1 above depicts the OWIR Flow Service Architecture.  See the NHDEvent FCD for details on the NHDEvent Flow Service Architecture

· The State IR Data Store can be any state-managed database or other technology the state uses to manage and report to EPA regarding the Clean Water Act Section 303(d) and 305(b) reporting programs.  States may use the EPA-supplied Assessment Database (ADB) to manage their IR attribute data. Please refer to Section 6.3 for important information about submitting integrated data.
·  A software process is executed to build one or more XML documents that conform to the OWIR-ATT or NHDEvent schemas.  This is the XML payload of the submission and may either be transmitted as is or it may be zipped.  An XML header document that identifies the OWIR flow and schema used wraps the payload.  Currently, the OWIR flow uses the Exchange Network Header version 2.0 specification. 
· A state node or a node client submits the XML header and payload to the CDX node.  Currently, OWIR uses version 2.0 of the Exchange Network Flow specification which is described by the following URL on the Exchange Network:  http://www.exchangenetwork.net/node/dev_toolbox/funcspec.htm. 

· The CDX Node archives the transmitted document and calls the OWIR Web service, passing the transmitted XML Document.

· The OWIR Web Service parses the XML document and writes the transmitted data out to the EPA ATTAINS database.

· After the data has been reviewed by the state and EPA, the OWIR data is written to the EPA ATTAINS production database and the NHDEvent data is written to the EPA RAD production database.

Before an OWIR submission is made to CDX, a Node User must register with Network Authentication Authorization (NAAS) and obtain a user account. Furthermore, a NAAS policy is established that allows the account to invoke specific methods on the CDX Node for the OWIR exchange. 

Submission of Exchange Network Documents to the OWIR System via the CDX Node follows these processing steps: 
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Figure 2 - Processing Steps
1. The Originating Node/Node Client calls the Authenticate method to initiate a session with CDX. 

a. If authentication is successful, a Security Token will be returned. 

2. The Submit method is called to submit an OWIR file for processing. 

a. A Transaction ID is returned, indicating that the file transfer was successful. 

3. The submission file (.zip or .xml) is archived at CDX. 

a. The status of the submission is set to “Received”. 

4. The XML submission file is validated at CDX: 

a. The file is compared with the Header Schema and the relevant OWIR Schema to confirm that it complies with the required structure. 

b. If the XML file passes validation, the submission status is set to “Pending”. 

c. Otherwise, a Processing Report is generated and the submission status is set to “Failed”. No further processing occurs (skip to step 9). 

5. CDX submits the file to the OWIR System (by calling its Submit method). 

6. The OWIR System processes the submission file as a replace (i.e., performs database deletes and inserts). 

7. The OWIR System calls the Notify method at CDX to update the submission status and return a Processing Report. 

a. If the file was processed without errors, then the status is set to “Completed”. 

b. If there were errors, then the status is set to “Failed”. 

8. The Processing Report is archived at CDX. 

9. An email is sent to the submitter notifying him/her of the final status of the submission (“Failed” or “Completed”). 

10. The Originating Node/Node Client calls the GetStatus method to determine the status of the submission. If the Originating Node is manually controlled and the submitter is already aware of the status (from the email in step 9), then this step could be skipped. 

11. Once the status is either “Completed” or “Failed”, the Download method is called to retrieve the Processing Report from CDX. 

2.4 Flow Access and Security

All service requests must be accompanied by a valid NAAS security token per the Exchange Network’s Node specifications. All partners must be authorized to NAAS and receive a valid security token before any of the OWIR services can be invoked. 

In addition to having a valid NAAS account, the submitter must request that CDX authorize the NAAS account to invoke the Submit, GetStatus and Download operations for the OWIR data exchange. 

2.5 Flow-level Business Rules

Current Business Rules: 

· The state must contact their EPA Region to inform them of the transmission.  

· All data submitted by the state will be reviewed by state and EPA Regional and HQ staff before being placed on the EPA production database server and released to the public.

Fault Follow-up Actions: 

· In the case of errors, the state will re-submit a corrected document which will replace in total the prior submission.

3 Submission Composition 

3.1 Overview
The OWIR-ATT Network Exchange will support a document structure consisting of a single header with a single payload.  
The OWIR-ATT Network Exchange uses Header v2.0 with the Node v2.0 protocol. 
3.1.1 Submitting Data to EPA using “Submit”
Type: Submit

Data Service-level Business Rules: 
· States should notify their EPA Region prior to submission.
XML Header Usage:  

The OWIR Network Exchange supports a document structure consisting of a single header with a single payload.  
The OWIR Exchange uses the Exchange Network Node 2.0 and the Exchange Network Header version 2.0. 

3.1.2 Header/Payload Relationship

The Exchange Network Frequently Asked Questions provides the following explanation of the header and payload relationship: 

“The document header provides information to identify the contents of a data payload. It was developed to further automate the data exchange process so that data can be more readily identified during transport and at its processing destination…

The document header can describe what a data payload contains, who submitted it, when it was submitted, as well as instructions on processing the payload contents, such as whether the contents are additions, deletions, or updates. The header is independent of payload contents, so no data schema changes are necessary…” 

The header serves as a wrapper to the individual XML instance documents (payloads).  It is used to describe the document, providing basic metadata for the submission.  

The following diagram describes the basic Exchange Network Document Structure and the relationship of the header to payload.  
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Table 1 below describes the document Header elements and how they are utilized for the purpose of the

OWIR-ATT Network submissions. 
Table 1
	Header Element
	Description
	Example Value
	Required
	Notes

	AuthorName
	Originator of the document.  This should be the name of a person or a network node ID if the document is automatically generated.
	John Smith
	Yes
	Submitter or responsible person contact.

	OrganizationName
	The organization to which the author belongs.  It may be a state name, an organization name or a company name.  For submissions to the CDX node, this should be the name of the organization.
	State X Department of Environmental Quality
	Yes
	Reference

	Document Title 
	Title of the document.
	IR Attribute Submission
	Yes
	Reference to the flow.  

	CreationDateTime
	This is a timestamp that marks when the document, including payloads and header part, was created.
	2009-01-01T12:12:12
	Yes
	Reference

	Keywords
	Words that best describe the payload.  Multiple keywords should be separated by commas.  This is for transaction categorization and searching.
	IR, MN
	Yes
	Reference

	Comment
	Additional comments for processors.
	New ATTAINS IR attribute submission.
	No
	Reference

	DataFlowName
	The name of the data flow associated with the payload.  It could be the name of the data source for Query results.
	OWIR-ATT_v2.0
	Yes
	Reference

	DataServiceName
	Name of a data service that generated the document.  This is the name of the procedure that was used to initiate the creation of the payload.  
	State ADB
	Yes
	Used to confirm the source of the data.  

	SenderContact
	The sender’s additional contact information.  It could contain sender’s electronic address and/or telephone numbers where the author can be reached.
	555-555-5555, Joe@deq.statex.gov
	No
	Reference

	SenderAddress
	A well-formed URI where result/report can be sent.  Currently the Network will make use of the Notification mechanism at the Document Level as described in the Protocol and Specification.  Note that this could contain multiple addresses, including that of the submitter and/or other technical people related to contents of the payload.
	mailto:joe@deq.statex.gov
	Yes
	Email address of contact

	Property
	Name Value pairings used to describe specific properties of the document.  
	
	No
	Not currently used.

	Payload XML Document
	Must conform to the OWIR-ATT schema
	Yes
	


3.1.3 Header/Payload Relationship

The payload operation attribute is used to denote the processing for submissions. There is only one acceptable value for the OWIR-ATT data flow: REPLACE. 

3.1.4 REPLACE Payload Operations
The REPLACE operation is currently the only supported operation for the OWIR-ATT data flow.  This operation instructs the backend processing code to completely replace and/or add data to the ATTAINS review database based on the submitted State and Cycle attribute information.
4 Data Processing

4.1 Submission
4.1.1 Request
The Submit request must be formulated as follows:

dataflow Parameter: Must be set to OWIR-ATT_v2
flowOperation Parameter (Node 2.0 only): ProcessOWIRATTDoc
recipients Parameter (Node 2.0 only): Not applicable. Recipient information, if provided, will be ignored by EPA CDX.


notificationURI Parameter (Node 2.0 only): Used to optionally specify an email address that should receive a notification when processing is complete at CDX. Per the Node v2.0 specification, the notificationURI parameter allows the requestor to optionally include a notification type. The notification type is intended to only send notifications for specific types of events such as errors or warnings. Please note that CDX will ignore any value specified in this attribute. Notifications will be sent to the email address specified, regardless of success or failure.
documents Parameter: Must contain at least one ExchangeNetworkDocument which consists of a valid OWIR-ATT payload.

4.1.2 Response
The response returned by the CDX Node will contain the following elements:

transactionId: Per the v2.0 specifications, a Transaction ID will be returned. The element name for Node v2.0 implementations is “transactionId”. 

status and statusDetail: For Node v2.0 submissions, the response contains status and statusDetail elements. The status information will not immediately indicate success or failure as submission processing is an asynchronous process that will take a period of time to complete.

Error Conditions and Return: No flow-specific errors are defined for the OWIR-ATT Exchange at EPA. SOAP exceptions, timeouts, and other low-level errors may occur, but are out of scope for this document.
4.2 Determining Submission Processing Results using “GetStatus”

Type: GetStatus

Data Service-level Business Rules: None

4.2.1 Request
The GetStatus request must be formulated as follows:

transactionID Parameter: The GetStatus operation requires a Transaction ID to be provided. The Transaction ID should be that which was returned by EPA CDX in the Submit Response in the step above.

4.2.2  Response
The response returned by the CDX Node will contain the following elements:

transactionId: Node v2.0 implementations will echo back the same Transaction ID provided in the request.

status: A textual description of the processing status will be returned. Please see the Submission Processing and Feedback section of this document for a description of available responses and the meaning of each.

Error Conditions and Return: No OWIR-ATT Exchange specific errors have been defined.

5 Data Publishing

There are no data publishing operations for this flow.

6 Schema Information

6.1 Schema Structure
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Figure 4 - ATT_v_2.0.xsd High Level Structure

6.2 Schema Components
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Figure 5 - Assessment Unit Details

6.3 Additional Schema Information

If the data contained within the submission is to be considered truly “integrated”, certain elements must be populated in order for the 303(d) list to be extracted. If populated, the element EPACauseCategory is used to extract the 303(d) list. This field should be populated according to the rules laid out in the Integrated Reporting Guidance. All causes with an EPACauseCategory of “5” or “5m” will be selected as the 303(d) list. No other causes will be selected for the 303(d) list.  
If the EPACauseCategory element is not populated, the following elements will be used to calculate the values for this field:
	Element
	Parent Element
	Category Calculated

	TMDLs
	AssessmentUnitCauses
	4a

	ExpectedToAttainDate
	AssessmentUnitCauses
	4b

	PollutantFlag
	Causes
	4c (if null)


All causes that do not have values for TMDLs and ExpectedToAttainDate, and for which the PollutantFlag is equal to “Yes”, will be calculated as Category 5; all Category 5 causes will be considered the 303(d) list. Category 5m (mercury) cannot be calculated and needs to be identified in the EPACauseCategory field.  
Even if the EPACauseCategory element is submitted, states are strongly urged to provide TMDL, ExpectedToAttainDate, and PollutantFlag data to back up the cause categories. EPA prefers to receive both pieces of information in order to have as robust a data set as possible. 
If neither the EPACauseCategory nor the supporting data elements are populated and the state has indicated that the submission is to be considered integrated, the submission will be rejected once it arrives for backend processing. If the cause categories are provided or can be calculated from the supporting data, the 303(d) list will be extracted and inserted into an Excel spreadsheet for review. It will also be available on the ATTAINS review website. Both the review spreadsheet and website will contain additional data for review including cycle and cause tracking, and delistings and restorations, if provided.
If the state is unable to provide EPACauseCategory or the supporting data, EPA may consider accepting the submission as “non-integrated”. In this case, the submission will be used to populate 305(b)/assessed waters data only. The state or region would then be responsible for submitting the 303(d) list separately. Spreadsheet templates are available for non-integrated 303(d) list submissions. 
Clean Water Act Integrated Report, Water Quality Assessment, Impaired Waters Network Exchange





Flow Configuration Document











Version: 2.0b


Revision Date: 1/31/2012





Prepared for: 


EPA Office of Water, Office of Wetlands, Oceans, and Watersheds


	MN Pollution Control Agency


	MN Land Management Information Center





Prepared by: 


INDUS Corporation











� EMBED Visio.Drawing.11 ���





Figure 3 – NHD Event Submission Format Diagram
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