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1 Introduction

1.1 Document Purpose

The purpose of this document is to provide information about NAAS and CDX security process.
1.2 Overview of Node Exchange Network 

The Environmental Information Exchange Network (Exchange Network) is a secure, Internet-based approach to exchanging data among partners (e.g., states and EPA). Using eCommerce technologies, data standards and agreed-upon templates for packaging data, Exchange Network participants control and manage their own data, while making it available to partners via requests over a secure Internet connection.
1.3 Overview of NAAS
1.3.1 Basic process of NAAS
The Network Authentication Authorization Service (NAAS) is a set of security web services that the Central Data Exchange (CDX) centrally hosts and that is remotely administered by the State and EPA Node Network Administrators. The NAAS provides free security services for identity management, user authentication, user authorization, and access control policy management.

One of the most important tasks in developing a Network node is to make sure it is secure. Web services is a powerful and flexible technology for exchanging information on the Internet, but it has some of the same security risks and requirements that all web-based applications have. By using NAAS, you can leverage your resources and focus on node-specific functions, like mapping your data to schemas. The CDX strongly advise all node builders to take advantage of the NAAS, because it is free, it is a proven solution, and will make the node capable of much greater functionality, including such features as single sign-on. The NAAS will also greatly simplify the process of upgrading Node Security as needed and will in many cases require node builders to make little or no modifications themselves. 

NAAS supports two authentication models: Direct Authentication and Delegated Authentication. In the direct authentication model, a user authenticates using NAAS and obtains a security token. The user then uses the token to access a Network node. The Network node performs a requested operation only after the security token is validated using NAAS.

In the delegated authentication model, the user sends an authentication message to a Network node. The node delegates the authentication request to NAAS for processing. Upon successful verification of user identity and credential, NAAS returns a security token to the Network node, and the token is eventually sent back to the caller.

The advantage of the delegated authentication is that the user doesn't need to know anything about NAAS at all, but incurs a small performance penalty because the message is relayed to NAAS by the Network node.
In order to take advantage of Network authorization, a Network node must send a Validate message to NAAS when a request is received, and the Validate message must contain a ResourceURI parameter, which identifies the requested resources. 

The authorization process determines who (the subject) can do what (the operation), where (the resource) based on policies put in place by each Node administrator for their own node. NAAS makes decisions based on these policies.

Note that NAAS will not be able to make authorization decisions if the ResourceURI parameter is not provided.
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Figure 1-1: NAAS SECURITY WORK FLOW
1.3.2 Types of NAAS Accounts
There are some types of NAAS account:

· Node Administrator Accounts
· Operator Accounts
· User Accounts
Mean while, NAAS divide these account types as 

· Test and Production
1.3.2.1 Node Administrator Account
The Node Administrator Account is created and managed by CDX directly. We must call 1-888-890-1995 (8:00 am and 6:00 pm Eastern) or send request to the Exchange Network help desk at nodehelpdesk@epacdx.net to establish an administrative account.

Administrator accounts are associated with a specific node. Each administrator controls Network users’ entitlements to their specific Node.After creating the Node Administrator account; the Node can create and manage the user account using Node Administrator account.

1.3.2.2 Node Operator Account
Operator account is regular account which was granted full permissions by local node administrator when it is created.  

The operator account can access all web service in local node. If the operator wants to access remote Node, it must be granted entitlements by remote Node administrator.
1.3.2.3 Node User Account
User account is regular account which was not granted any permission by local node administrator when it is created.  

The user account cannot access any web service in local node. If the user wants to access remote Node, it must be granted entitlements by remote Node administrator too.
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Figure 3-1: NODE COMMUNICATE BY NAAS

_1377701168.vsd
�

Drag the side handle to change the width of the text block.


Title


Text



