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	Subject:

	Data access and exchange on the Exchange Network (EN).

	Scope:
	This Policy covers all data exchanged on the Exchange Network. 

	Purpose:
	The purpose of the Policy is to:

· Establish “ease of data access and exchange” as a fundamental  principle of the Exchange Network, 
· Describe the types and purposes of access and exchange agreements among trusted partners, and 
· Recognize the rights of partners to restrict access to their own data for legitimate purposes. 

	Background:
	Most exchanges on the Exchange Network involve partners submitting required data to EPA systems. As the Exchange Network matures, more partners will also begin to participate in a true network model of users directly accessing multiple data systems at the source.  Already emerging EN applications such as Exchange Network Discovery Services add a new level of complexity to managing data access.  The new opportunities for data access join existing means of data exchange to create a variety of approaches.  These in turn create new multi-layered data supply and access relationships among partners.

Several types of agreements formalize these relationships. These include user agreements such as Trading Partner Agreements and Memoranda of Agreements.  They may also include broader acceptable use agreements with guidelines and standards for information use. These agreements may limit access to and exchange of some specific data. However, they encourage ease of access and exchange on the Exchange Network generally.  Partners have the right to limit data access or use for legitimate purposes such as increased security requirements to protect enforcement-sensitive or culturally sensitive data. Each of these agreements must specifically describe these purposes and describe the conditions governing access to and use of, data such as data-specific security protocols or data-specific “acceptable use” standards.

	Policy:

	Ease of data access and exchange is a fundamental principle of the Exchange Network.  Whenever possible, data owners must:

· Make data accessible to partners to the maximum degree  appropriate,
· Set node privilege defaults so EN partners can query/solicit data, 
· Register nodes and web services to make them discoverable and accessible to trusted partners, and

· Ensure that all data access and exchange relationships are governed by agreements that meet partners’ legal and programmatic obligations.
Partner agreements must describe when exchange or partner-specific needs limit data access and use.  Such limitations will be the exception rather than the norm.

	Audience:
	All partners developing or using data exchanges and services on the Exchange Network.

	Authorities:
	The authority to ensure ease and security of data access and exchange is contained in the mandate of the Exchange Network Leadership Council (ENLC) and Network Operations Board (NOB) Charter which includes the dual responsibility to “align Network activities with the Network vision and business needs of Partners.”

	Roles and 
 

Responsibilities:

	ENLC and NOB:
· Ensure compliance with the provisions of this Policy.

· Ensure that all other Exchange Network Policies or Procedures are consistent with the tenet of ease of access described in this Policy.
NOB
· Ensure that Procedures and Guidance for the data access and exchange agreements described in this policy exist and are in use by EN partners. 

· Ensure that the technology of the Exchange Network is consistent with the tenet of ease of access while also respecting the needs of security, acceptable use, etc.
NPRG:
· Identify opportunities to maximize the use and application of data available on the Exchange Network for all partners.
· Ensure application developers’ and EN users’ data access needs are met.
· Identify and market data access opportunities.
NTG:
· Ensure that technological implementation is consistent with the tenet of ease of access and provide appropriate means for ensuring security, acceptable use, etc.
Node Administrators:
· Comply with the provisions in this Policy.

Flow Stewards:
· Comply with the provisions in this Policy. 

	Definitions:
	Definitions for general EN terminology can be found in Appendix A of the Exchange Network Policy Framework Implementation Policy (000). 

	Related Documents:
	A comprehensive list of documents, including Procedures, Standards, and Guidance related to the Data Access and Exchange Policy, is located in Appendix A of this Policy.  This information will also be available on the exchangenetwork.net website.  All relevant Procedures and Standards identified in the appendix are mandatory and must be followed to ensure compliance with this Policy.

	Waivers:

	Compliance with this Policy is mandatory unless a waiver is obtained and documented as described in the waivers section of the Exchange Network Policy Framework Implementation Policy (000).

	Re-approval
Date:
	Every two years, the ENLC will review this Policy, make changes if necessary, and re-approve it in its current or modified form or repeal it if appropriate.

	Contacts

	Exchange Network Coordinator


Appendix A to Exchange Network Policy 001 (Data Access and Exchange)—Related Documents
This appendix identifies the Procedures, Standards, and Guidance that specifically implement the Data Access and Exchange Policy.  

	Title
	Last Updated

	Standards
	

	Network Node Functional Specifications 1.1
	September 17, 2003

	Guidance
	

	Exchange Design Guidance and Best Practices for the Exchange Network 1.2
	August 3, 2006

	Trading Partner Agreements:  Analysis and Best Practices 
	May 14, 2004

	Network Planning Action Team Business Plan
	March 14, 2005
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