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	Addendum


	ID
	SDD Section
	Title
	Description

	1
	5.2.2.5
	Check Permit ID
	The Check Permit ID functionality verifies that NetDMR has retrieved basic permit information from ICIS-NPDES for the Permit ID and that the permit is available for reporting in NetDMR.  This functionality does not check whether the permit has a signatory approved.

	2
	5.2.2.5, A.7
	Check Permit ID Results
	The Check Permit ID results are displayed on the Check whether permit is available for reporting in NetDMR page, rather than a new page titled “Permit ID Check Results”.

	3
	5.2.2.9, A.15
	Edit Account Verification
	The account verification step (provide security answer and password) was removed from this page because account verification is requested on the Edit Account confirmation page.

	4
	5.2.2.9, C.10


	Edit Account – Reset Security Questions
	One question/answer pair is required to reset a user's security questions/answers, rather than five.  The list of questions is populated with specific administrator-only questions.  

	5
	5.2.2.12
	Verify Account Creation page
	The Verify Account Creation page title was changed to “Verify NetDMR Account Request”.

	6
	5.2.2.15
	Edit Account Verification
	Only the security questions and answers that were changed by the user on the previous page will display, rather than all questions and answers.

	7
	5.2.2.17
	Disabled Account
	An email notification is not sent to a user with a disabled account.  Instead the user is directed to the Disabled Account page where he or she can enable his or her account by correctly answering a security question.

	8
	5.4.2.5, 5.4.2.12, 5.5.2.2, 5.5.2.8, 5.6.3.1, C.7, C.8, C.9, E.3, D.4, D.6
	Search Results Limit
	DMR, COR, and User search results are limited the first 200 results found in the database.  

	9
	5.5.2
	Refine DMR/COR search results


	Clicking the links "Refine Search" or "New Search" on the DMR/COR Search Results page displays the original search page rather than the search tab.

	10
	5.5.2.2
	Verify COR Signature
	The SDD includes a use case for Permit Administrators to Verify COR signature; however, it was not prototyped and there is no requirement in the NetDMR Software Requirements Specification for this functionality.

	11
	5.5.2.2, 5.6.3.2

E.3, E.4, E.6.1, E.8
	Print Friendly View
	The display of the DMR/COR Search Results page and the View COR page was modified to automatically allow for easier printing; therefore, the "Print Friendly View" link was removed from these pages.  The "Print Friendly View" link remains on the Edit DMR page.

	12
	5.6.3.10


	Correct DMR


	Use Case 71 states that the ability to correct a DMR should only be available for DMRs for which the status is Submission Errors. Because ICIS and NetDMR allow submission of partial DMRs, a user can choose to 'correct' a DMR at any time after it has been submitted. 

	13
	5.6.3.4
	Edit DMR - * Parameter
	The * Parameter button was removed from the Edit DMR page.  When the page was designed, there was a difference between a NULL in a field and an asterisk *, however, based on the data flow business rules, these entries are redundant.  

	14
	5.6.3.5, E.5
	Add Attachment Validation
	NetDMR will not allow the attachment of executable (.exe, .com), data definition language (.ddl) or Visual Basic Script (.vbs) files to DMRs through validation rules on the Add Attachment page (Change Request 117).

The file type selection box was removed and the system automatically detects the file type based on the file extension.

	54
	5.6.3.8
	DMR Status  Submission Errors/Warnings
	The status of 'Submission Errors' was modified to 'Submission Errors/Warnings' to account for DMRs for which warnings but no errors are returned from ICIS after processing.

	55
	5.6.3.9
	Review Last Submission Errors/Warnings
	On the DMR/COR Search Results page, the a selection in the Next Steps column was renamed from “Review Last Submission Errors” to “Review Last Submission/Errors/Warnings” to allow a user to view warnings returned for DMRs for with only warnings in addition to DMRs with warnings and errors  encountered during ICIS processing

	15
	5.6.3.11, E.1, E.6, E.8
	Permit# Term
	The term “Permit ID” has replaced the term “Permit #” throughout the application.

	16
	7.3 and appendices A, B, C, D, and E
	Table displays and Navigation 
	The table pagination was changed from a drop down list of page numbers and Go button to a hyperlinked set of page numbers (1, 2, 3, etc.).

	17
	A.3
	Create Account Security Question Display
	Security question response text box is displayed below the security question dropdown box, due to page width limitations for displaying error messages.  

	56
	A.3 (Table A-5)
	Create a NetDMR Account Page Field Validations
	The email address field was modified to allow the dash (-) character.   Only the following special characters are allowed in the email address field:  “@”, “.”, “-”, and “_”.   

The following additional validations apply to the email address field:

· Includes one “@” character 
· Does not begin with '.'

· There is at least one '.' character

· Does not begin with '@' character

· Does not end with '@' character  

· Is at least 6 characters long 
Only the following special characters are allowed for the first and last name fields, the organization field, and the security response field: -, ., and '.

	18
	A.3, A.14, A.15
	Regulatory Authority field 
	The “Regulatory Authority” field was removed from the Create A NetDMR Account page, My Account page, and the Edit Account page.

	19
	A.16
	Subscriber Agreement window
	When a user clicks to view the subscriber agreement, the agreement is displayed in a new browser window.

	20
	A.16.2, A.16.3
	Request Access - Additional Information Required
	On this page, the user is additionally requested to provide the signatory's relationship to the facility and if applicable, the Delegating Authority's phone number.  These responses are required for the Subscriber Agreement.

	57
	B.2
	Initial System Administrator
	The Manage System Administrators page has replaced the need for a script to create System Administrators.

A System Administrator user is required to login and complete configuration of the NetDMR installation, create NetDMR instances, and perform some customization of the instances.  To create the initial System Administrator, follow the steps below.  Note that you will need to use an account that has read and write access to the schema created for the NetDMR installation. 

1. Access the schema created for the NetDMR installation
2. Access the Installation table 

3. Change the allowsysadmincreate_flg integer value from the default of ‘0’ to ‘1’.  This will allow access to the system administrator account creation page.

4. Change the adminkeycode_txt character varying(64) to string you would like to use as the verification key on the System Administrator creation page.

5. Commit the database changes

6. Open your browser

7. Access the following  
http://<NetDMR URL you specified in Step/sysadmin_create.htm

8. Enter the required information in the Create New Account as a System Administrator section.

9. Click Submit.

10. On the Verify System Administrator Request page, enter the verification key string.  

11. Click Submit.
You can then log in to NetDMR as a System Administrator and continue the installation and configuration process. 

	21
	B.3, B.5
	Internal Administrator Fields
	On the Create Instance and Edit Instance pages, the Internal Administrator creation fields were relocated at the bottom of the page. 

	22
	B.3, B.5
	Subscriber Agreement Address
	On the Create Instance and Edit Instance pages, the Subscriber Agreement address fields are required.

	23
	B.3, B.5
	Instance-specific Contact Information 
	In the General section of the page, the following instance-specific fields were added: Contact name, Contact email, Contact phone.  These fields are used to populate the "Contact the NetDMR Team" page for the instance.

	24
	B.3
	Customize Certification Statement
	The option to customize the certification statement in the Subscriber Agreement was removed for consistency with the NetDMR CROMERR checklist. The option to customize the Subscriber Agreement terms and conditions remain.  In addition, this option was a ‘should have’ requirement (requirement 138).

	25
	B.3, B.4
	Create Instance,

Edit Instance
	A new text entry field for submittal postal code was been added to the Create Instance page and Edit Instance page for System Administrators.  The field also appears as read-only for Internal Administrators on the Manage Instance page and Edit Instance page.  The ICIS Schema user's guide specifies that DMR submissions must include, as part of the naming convention, a postal code.  As a NetDMR instance may cover more than one State (e.g. Regions), applying a drop down list with State abbreviations is not appropriate.  

	26
	B.5
	Instance Status
	The instance status "Deleted" was removed from the Edit Instance page.  Valid instance statuses are “Online” and “Online for Internal Admins.”

	27
	B.8
	View Settings – Log Units
	The Suspect Analysis Log Data Subset unit was changed from days to years.

	28
	B.9
	Edit Settings Display
	The User/COR Purge Schedule display was changed from a text box to a dropdown list.

	29
	C.2
	Internal Administrator Home
	A Cancel button was added to the Home page to clear selections made in the manage access request tables. 

	30
	C.2
	Partial DMR Access
	A “DMR” menu item was added to the View menu for Internal users.  It provides a link to the Partial DMRs page and a list of DMRs for which the internal user was granted view access.

	31
	C.8.1, C.16.1, C.16.2, C.8.1, C.16.1, C.16.2, D.5.1
	Facility ID term


	“Facility ID” is not a valid term for NetDMR and no longer appears within the application. 

	32
	C.8.1, D.5.1
	View Permit Details Table
	The columns Permit ID, Facility, and Requested Role in the Pending External Signatory access requests table display the same data for each request; therefore, these columns have been removed from this table.

	33
	C.9.1, D.6.1
	User Search Results – Permit ID Column
	The Internal user type is not associated with a specific Permit ID (rather the user is associated with the Permit IDs over the entire instance); therefore, the Permit ID column of the User Search Results table would be empty for an internal user and was removed.

	34
	C.10
	Confirm Edit User Account
	The Permits and Roles table displays records for which action was taken on the Edit User account page, rather than all records.

	35
	C.10
	Edit User Account – Permits and Roles
	For consistency throughout NetDMR, the Permits and Roles table has 3 possible columns for managing user roles:  “Approve”, “Deny”, and “Revoke”.  If a request has Pending status, the Approve and Deny checkboxes are displayed.  If a request has Approved status, the Revoke checkbox only is displayed.

	36
	C.10.1
	Confirm Edit User Account
	When an Internal Administrator resets a user’s security questions, the confirm Edit User Account page displays the single security question/answer pair entered on the Edit User Account page.

	37
	C.11
	Suspect Logs Term
	The term "Fraud Analysis" was replaced by the term "Suspect Analysis" during prototype discussion sessions; the View menu was updated to reflect this change by including the term “Suspect Logs”.

	38
	C.11
	Suspect Logs
	The View Suspect Logs page allows Internal Administrators to access information about the following irregularity types:


· Inconsistent Login IPs. User has logged in using more than 10 different IP addresses during the analysis log range. Example:  Number of IPs: 32

· Overlapping Login Attempts. User had more than 10 overlapping login attempts within a 3 day span.  Example:  Date and time of first login in span: 08/01/07 2:24 pm.

· Overlapping Login Attempts with Different IPs. User had more than 5 overlapping login attempts using different IPs within a 3 day span.  Example:  Date and time of first login in span: 06/01/07 5:25 pm.

· Irregular Submission Pattern. Example:  A higher than anticipated number of DMRs was submitted during the following month(s): January, 2007 (5); March 2007 (10).

NetDMR sets the sensitivity of the suspect analysis process and the set of data analyzed based on settings customized in the following locations:  

· Installation Settings in the NetDMR Interface

· Installation Setting in the Application File

Installation Settings in the NetDMR Interface

A System Administrator can adjust the following two parameters for the entire installation using the NetDMR Settings interface:  

a. Number of months between suspect analysis runs

b. Number of months to examine during each suspect analysis run

Installation Setting in the Application File

When deploying NetDMR, the System Administrator can modify the following additional parameters stored in the netdmr-busines.xml file.  The parameters are listed below with their defaults; the application and use of each parameter is described in the sections that follow.

c. thresholdFindTooManyIps :  default value = 10

d. thresholdfindTooManySubmissions :  default value = 2 

e. thresholdFindTooManyOverlappingLogins:  default value = 10   

f. daySpanFindTooManyOverlappingLogins:  default value = 3 

g. thresholdFindTooManyOverlappingLoginsDifferentIps:  default value = 5

h. daySpanFindTooManyOverlappingLoginsDifferentIps:  default value = 3

Test 1:  Inconsistent Login

The Inconsistent Login analysis scans the table of successful logins over the analysis time period and counts the number of logins by user by IP.  Any occurrence of the number of logins by IP address that exceed the threshold value defined by setting: thresholdFindTooManyIps are flagged.
Test 2:  Overlapping Login Attempts

An overlapping login occurs when a user is currently logged in to NetDMR and attempts to login again while the first login is still active.  The Overlapping Login analysis scans the log for overlapping login attempts and counts the number of overlapping logins.  The first occurrence of overlapping logins that exceed the threshold set in the thresholdFindTooManyOverlappingLogins within a time period specified by daySpanFindTooManyOverlappingLogins is flagged.

Test 3:  Overlapping Login Attempts with Different IPs

This Overlapping Login Attempts with Different IPs analysis test scans the log for overlapping login attempts that originate from different IP addresses for the same user account and counts the occurrences.  The number of occurrences is defined by thresholdFindTooManyOverlappingLoginsDifferentIps and a time period specified in daySpanFindTooManyOverlappingLoginsDifferentIps.  The default value for daySpanFindTooManyOverlappingLoginsDifferentIps is set to a shorter duration the time period specified in Test #2.  
Test 4:  Irregular Submissions Pattern

The Irregular Submission Pattern test flags occurrences where a user has more than the normal number of DMR submittals in a given month, as compared to that user’s typical submittal patterns.  This analysis is performed on a per user basis, with each user’s information considered completely separate from all others.  For example, if there is a user named Pat in the system, the first step in this test would be to count the number of DMR submittals that Pat had for each month in the analysis time span.  The test would then calculate the average and standard deviation for the number of submittals in each month for Pat.  The test would then flag any month in which Pat submitted more DMR’s then the Pat’s average monthly submittal rate plus 2 times the standard deviation  (number of standard deviations can be adjusted by the setting: thresholdfindTooManySubmissions ).  

Note that in order for this test to be meaningful, there must be several months of submittal history to develop meaningful baseline average and standard deviation values.  

	39
	C.12
	Raw Logs
	The prototype displays the option to view Login or Submission logs from the View Raw Logs page.  The complete list of raw logs include the date and time following user activities that are tracked for a specific NetDMR instance:

· Login attempts and results

· DMR Submissions

· Attempts to enable an account after being locked out 

· Attempts to enable an expired password

· Attempts to reset a forgotten password

· Attempts to retrieve a forgotten username

· Attempts to edit account information

· Attempts to reset an account password

	40
	C.12
	View Raw Logs Display
	The date text entry box was changed to a calendar pop-up for consistency with date fields throughout the application.  

	41
	C.13
	View Exchange Network Activity/ Confirm Request for Basic Permit Data Flow
	Functionality to request Manual BPDF refreshes was added to this page, and a new page was added to confirm refresh requests for Basic Permit Data.

	42
	D.2  
	User Search Fields
	The Search Users quick search tab on the External user home page was updated to include search fields for user first name and last name.  

	43
	D.2
	DMR/COR Search Tab
	The COR tab shown in the Permit Administrator home page prototype has been replaced by a DMR/COR search tab.  This change reflects the fact that a single external NetDMR user may have a mix of roles (such as edit, signatory, view only, or permit administrator) for different

Permits.

	44
	D.3
	Manage Access Requests
	A confirmation page was added for consistent access request page flow for all Administrators. The Permit Administrator can enter a comment on the Manage Access Requests Confirmation page and finalize the approval or denial of a request.

	58
	D.5
	Search Permit Validation
	When searching for a permit, the validations performed for the Permit ID field are:

· Field is required.

· Permit ID entered matches a full Permit ID stored in the database.

	45
	D.8
	View Users  - Delete Role
	A Permit Administrator can delete a user's role from the table of users on the View Users page.  A "Delete Role" column was added and includes a checkbox and a submit button to delete a role. The flow of this page is consistent with the Search Users Results page.

	46
	E.1
	DMR/COR Search Tab Radio Buttons 
	Two radio buttons were added to the DMR/COR Search tab to allow selection of a permit ID or Facility but not both (Change Request 118).

	47
	E.1
	DMR/COR Search ‘Not Completed’ Button
	The “Not Completed” DMR status button was removed from the DMR/COR Search tab on the external user Home page.

	48
	E.2
	Import DMR Validations
	NetDMR performs the following validations on DMR Import:  

Each import file must contain data for only one permit number.  You specify the permit number on the Import DMRs page.

12. Each row must be of the exact format specified in Import DMR Format and DMR Import File Contents.

13. Each row must contain data for the following fields to uniquely identify a parameter row in a DMR:

a. Permitted Feature ID 

b. Limit Set Designator 

c. Monitoring Period End Date (yyyy-mm-dd)

d. Parameter Code 

e. Monitoring Location Code

f. Season Number

14. Each row must relate to a parameter row of a DMR that exists in NetDMR

15. If you provide a NODI code for a row, the associated sample value and effluent values must be blank. For example, if a Concentration 1 NODI Code is provided in a row, data cannot be provided for the Concentration 1 Sample Value or the Concentration 1 Effluent Value for that same record.

16. All included codes for fields such as Parameter Code, Monitoring Location Code, NODI codes (Appendix F), Unit of Measure Codes (Attachment 2), Frequency of Analysis Codes (Appendix F), and Sample Type Codes (Appendix F)must match the codes in an applicable reference table in the NetDMR database. NetDMR uses the same codes as ICIS-NPDES.

17. The Monitoring Period End Date must be specified in the format YYYY-MM-DD.
18. If provided, the Number of Excursions must be an integer >= 0.

19. If provided, the Unit of Measure Code (Appendix B) must be appropriate for the specified parameter. The reference tables retrieved from ICIS-NPDES specify which unit codes are appropriate for each parameter code.

The full list of Import validations is provided in Attachment 1 to this addendum.

	49
	E.3
	Refresh DMR Data
	During prototyping, stakeholders indicated that they did not want Refresh Permit Data functionality in the Next Steps box on the DMR/COR Search results page, so a link at the top and a new page was added.  After clicking the link, the Refresh page redisplays the DMR/COR Search Results table with the option for a user to request a refresh of the empty slots for one or more DMRs.  

The link was renamed Refresh DMR Data to more accurately reflect that it refreshes for specific DMRs rather than all empty slots for a permit.  

	50
	E.4
	Edit DMR - Qualifiers
	Rather than allowing the user to enter the qualifier text (<. <=, >=...) in the same field as the measured value, the Edit DMR page allows the user to select qualifiers from a pre-approved dropdown box in two places:  

20. One selection applies to all values in the Quantity/Loading columns.  

21. The second selection applies to all values in the Quality/Concentration columns.

	59
	E.4.1 (Table E-14)
	Edit DMR -  Special Characters
	Only the following are allowed for the First Name, Last Name, and Title of the Principal Executive Officer: “.” ,“` ” , “ - ” and “ ‘ ”.

There are no special character validations for the Comment field.

	51
	E.4.1 (Table E-17)
	Edit DMR Validations
	Soft Errors – Soft errors can be resolved by editing the DMR or by acknowledging the errors in the errors summary.  Possible soft error messages are:

· The selected units do not match the permit requirement units for this parameter.  The provided quality or quantity value(s) may be outside the permit limit.  

· The provided quantity or quality value is outside the permit limit.  This soft error is displayed if any of the following apply:

· The value entered is outside the permit limit and the units of measure are the same as those listed in the permit. For example, the permit requirement is 2 mg/L and the entered value is 3 mg/L.  Note: NetDMR does not perform unit conversions and will not display this soft error if it can only be determined after a conversion is completed.

· The user selects a qualifier opposite of the qualifier specified in the permit.   A few examples include:

a. The permit requirement is >= 20% and the user enters < 20%.  

b. The permit requirement is >= 20% and the user enters 19%.  

c. The permit requirement is < 10 mg/L and the user enters 10 mg/L. 

d. The permit requirement is < 10 mg/L and the user enters 11 mg/L.

· -The number of excursions should be greater than zero.  This soft error is displayed if all of the following apply:  (1) the selected units match the permit units, AND (2) one or more of the entered values are outside the permit limit AND (3) excursions are null or zero.  Note:  NetDMR does not perform unit conversions and will not display this error if it can only be determined after a conversion is completed.

	52
	E.8
	View COR Signature Link
	On the View COR Details page, the link name was changed from “Download COR Signature” to “View COR Signature.”

	53
	E.9 
	DMR Submission Errors Table
	On the DMR Submission Errors page, a new column has been added to display Parameter Name. 

	60
	Appendix F
	Data Dictionary updated
	SDD Appendix F – Data Dictionary was updated to reflect updates to the database design.

	61
	Appendices H, I, J
	New documentation
	The following SDD appendices were added:

Appendix H - XML Generation Documentation

Appendix I -  DMR Import Errors

Appendix J - Unit of Measure Codes


1.0 Overview

The Environmental Council of States, the Texas Commission on Environmental Quality, 12 states, EPA’s Office of Environmental Information, and EPA’s Office of Enforcement and Compliance Assurance are partnering under an EPA Challenge Grant to design, develop, and demonstrate NetDMR.  NetDMR is a web-based application that will allow National Pollutant Discharge Elimination System (NPDES) permittees to submit electronic discharge monitoring reports (eDMRs) to EPA’s data system for discharge information, the Integrated Compliance Information System (ICIS)-NPDES database.  NPDES permits are issued under the authority of the Clean Water Act.  


NetDMR includes the following key components:

· Common Functionality:  Create an account, request access to a permit and associated DMRs/and copies of record (CORs), edit account information, retrieve a forgotten user name or reset a forgotten password, and enable a disabled account.

· System Administrator:  Configure a NetDMR installation and customize settings for each instance associated with an installation.

· Internal Administrator:  Manage user accounts; set additional customization options for an instance; approve signatories; and search, view, and download DMRs and CORs submitted for permits administered by the regulatory authority associated with the instance. 

· Permit Administrator:  Manage user read and write access to DMRs for a specific permit.

· Facility User Interface:  Search, view, edit, sign and submit DMRs; import DMR data; and search, view, and download CORs.

· Data flows:  Retrieve data from and submit data to a NPDES system using a Node and the Exchange Network.  NetDMR includes the following data flows:  basic permit data flow, empty slot data flow, error message data flow, and DMR submission data flow.

· Database.  Store information needed by NetDMR or generated by NetDMR users.

· Help system:  provide on-line instruction on how to use specific elements of NetDMR functionality.


This software design document describes in detail the NetDMR design, components, functionality, processes, and database.  The design reflects the input of the NetDMR stakeholders and Steering Committee through the following forums:

· 10 completed joint application design sessions;

· 9 completed wireframing sessions;
· 10 planned prototyping sessions;
· 10 Integrated Project Team meetings; 
· Input from the Technical Review Committee on the NetDMR CROMERR Checklist, and 
· Numerous additional technical discussions with TCEQ, OECA, OEI, and other NetDMR stakeholders.


Use cases guiding the design of NetDMR include the following:

NetDMR Application–Level Use Case 1:  State-hosted installation and use of NetDMR on an open source platform.  In this use case, a State environmental agency would install and operate NetDMR in their local hosting environment.  Data would flow between the locally installed NetDMR application and a target NPDES database.  If the target NPDES database is a State eDMR database, the flow would use the state Node.  If the target NPDES database is ICIS-NPDES, the flow would use CDX to send data to or retrieve data from ICIS-NPDES.

NetDMR Application–Level Use Case 2:  EPA-hosted installation and use of NetDMR.  In this use case, EPA headquarters would install and operate NetDMR in a centralized hosting environment.  Data would flow between the centrally-installed NetDMR application and ICIS-NPDES through CDX.

NetDMR Application–Level Use Case 3:  State environmental agency use of NetDMR data flows only.  In this use case, a State that has its own electronic DMR system would use the data flows defined by the NetDMR IPTs and published on the Exchange Network to retrieve one or more of the following:  basic permit data, empty slot data, and error message data from a NPDES system.  The State would also use the DMR data flow documented as part of the ICIS Batch IPT to submit DMR data to a NPDES system.  If the target NPDES database is a State eDMR database, the flow would use the State Node.  If the target NPDES database is ICIS-NPDES, the flow would use CDX to send data to or retrieve data from ICIS-NPDES.


A listing of additional design documentation that complements this SDD can be found in Section 10.0 References.
2.0 Architecture

This section presents NetDMR system and software architecture design.

2.1 System Architecture


NetDMR will be a standard Java web application that is comprised of web, application, and database servers.  The system architecture is shown in Figure 2-1.  Users (e.g., permittees) will access NetDMR through a specific URL through a web browser on the user’s computer.  The URL will be processed by the NetDMR Web Server, which will forward the request to the NetDMR Application Server.  The Application Server will process the request appropriately and access the NetDMR Database Server as needed.  The NetDMR application will also communicate with an Exchange Network 1.1 compliant Node (e.g., CDX).  The Node provides various web services that NetDMR will consume to retrieve information from (e.g., permit information) and send information (e.g., submitted DMRs) to a NPDES application such as ICIS-NPDES.  To use the services provided by the Node, NetDMR will have a Network Authentication and Authorization Services (NAAS) user account.  For more information on the Exchange Network see http://www.exchangenetwork.net.  See Section 6.1 for more information on the information that will be exchanged between the NetDMR Application Server and the Node. 
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Figure 2-1.  NetDMR System Architecture


The web server will run Apache version 2.2.x to handle HTTP requests and forward requests to the application server.  The application server will use JBoss version 4.0.x to host the NetDMR application.  Figure 2-1 includes two database platforms, Oracle 10g and Postgres 8.2.x. NetDMR will be tested against both these database platforms.  NetDMR is a Java application and should run with minimal modification on any Java EE 1.4 certified application servers such as IBM Websphere and BEA Weblogic.  NetDMR is also expected to perform with minimal modification on other database platforms such as Microsoft SQL Server and MySQL.  All communication between the Local User and the Web Server, and between the Application Server and the Exchange Network Node will occur over the Secure Sockets Layer (SSL).


Note that Figure 2-1 displays the logical servers that are required for the NetDMR web application and an architecture where the web server, application server, and database server reside on separate physical servers.  Deployment of these logical servers on one or more physical servers is at the discretion of the NetDMR hosting provider.  For example, some providers may prefer separate physical servers for the Web and Application servers, while others may prefer the use of the same physical server for both.  NetDMR does not preclude either approach.  The topography for a specific NetDMR installation should reflect the needs and anticipated load for the installation.

2.2 Software Architecture


The NetDMR application will be developed using the Java SE 5 and Java EE 1.4 specifications.  The architecture will follow best practices by separating the application into three logical tiers: presentation, business, and persistence (database).  The tiers will interact with each other through a set of defined interfaces.  The open source frameworks that will be used for each tier include:

· Presentation tier:  Spring MVC; 

· Application tier:  Spring; and
· Persistence tier:  Hibernate. 

These robust, widely-used, and proven frameworks provide the required services for each tier and are well-supported within the Java community.  The integration of these frameworks provides a seamless transition between the tiers.  Figure 2-2 shows the flow between the frameworks and tiers.
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Figure 2-2.  NetDMR System Architecture

2.2.1 Presentation Tier


The presentation tier is responsible for the overall NetDMR page flow.  The Model View Controller 2 (MVC2) design pattern will be used.  This pattern defines three distinct components:

· View: The user interface;

· Model: Encompasses both the business and persistence tiers; and

· Controller: Handles requests from the user interface and delegates to the Model.


The Spring MVC framework (http://www.springframework.org/) supports the MVC paradigm and integrates with other technologies and frameworks to provide the View and Model.  The latest version of the Spring MVC framework, 2.0.x, will be used. 


Java Server Pages (JSP) 2.0 and the Java Standard Tag Library (JSTL) will be used for developing the interface pages.  The combination of JSP 2.0 and JSTL allows web page designers to reference methods defined in Java code without requiring Java knowledge.  Spring MVC provides integration points for using JSP and includes a JSP tag library to simplify the interaction between the View and Model. 

2.2.2 Persistence Tier


The persistence tier interacts with the NetDMR relational database to store and retrieve data.  NetDMR will use the Hibernate framework (http://www.hibernate.org/) to simplify this interaction.  Hibernate bridges the divide between the relational world of databases and the object-oriented world of Java, generally referred to as Object Relational Mapping (ORM).  It also provides common functionality such as connection pooling.  Hibernate will allow NetDMR to be database agnostic.  The latest version of the Hibernate framework, 3.2.x, will be used.

2.2.3 Application Tier


The application tier handles the business logic and validation associated with NetDMR.  It manages transactions, and acts as the middleman between the presentation tier and the persistence tier.  The application tier will also be responsible for managing the interaction with external systems such as the Exchange Network Node (e.g., CDX) to send and receive information.  The Spring framework (http://www.springframework.org/) provides the boilerplate functionality commonly required in the application tier, abstracts the relationship between components by using the Dependency Injection design pattern, and defines common interfaces for interacting with the presentation and persistence tier.  Spring also provides integration points to tie together the Spring MVC and Hibernate frameworks.  The latest version of the Spring framework, 2.0.x, will be used.

2.2.4 Other Technologies


NetDMR will use other common Apache technologies in conjunction with the Spring MVC, Spring, and Hibernate frameworks.  These technologies will increase  maintainability and will be used, as appropriate, throughout the application.

2.2.4.1 Apache Log4j


There are numerous logging packages available to facilitate writing application logs.  One of the most popular third party libraries is Apache Log4j.  Log4j is used by the Hibernate and Spring frameworks.

2.2.4.2 Apache Commons


The Apache Commons project is a set of reusable java components.  There are dozens of components within the project that cover a broad spectrum of functionality.  Various components that may be useful to the project include the Daemon, FileUpload, and BeanUtils libraries.

2.2.4.3 Apache Axis


Apache Axis is an implementation of the SOAP ("Simple Object Access Protocol") submission to the World Wide Web Consortium (W3C).  NetDMR will use the implementation to consume the web services provided by Exchange Network Nodes (e.g., CDX).  The latest version of Axis, version 1.4, will be used to communicate with Exchange Network 1.1 services.  This is the version of Axis used by the CDX Node.


The Exchange Network currently operates under the Node specification 1.1, however Node 2.0 specifications are currently being developed.  After the Node Specification version 2.0 is finalized, the choice of the Web Service toolkit used to consume web services should be revisited before NetDMR is migrated to consume 2.0 services.  Previews of the 2.0 Node Specifications indicate the movement toward updated versions of the various web service specifications.  The Axis implementation has been rewritten from the ground up under the name Axis2 (http://ws.apache.org/axis2/) to support these updated specifications.  There are also other toolkits such as Apache CXF (http://incubator.apache.org/cxf/) and the Sun reference implementation (https://jax-ws.dev.java.net/).  These toolkits do not support the Node 1.1 specifications and cannot be used to consume Node 1.1 services.
3.0 Software Design

This section provides an overview of NetDMR software design. 
3.1 NetDMR Installation and Instances


NetDMR can be deployed in any Agency server environment (e.g., EPA Headquarters, State environmental protection agency), as long as the architecture is consistent with the requirements described in Section 2. A NetDMR installation refers to deployment of the application within a particular Agency’s environment.  As a result of NetDMR requirements analysis activities, it was documented that multiple Regulatory Authorities (RAs) must be able to use the same NetDMR installation. Certain NetDMR settings would apply to all RAs that use the same installation (e.g., certificate used to sign Copies of Record). However, each RA must also have the option to customize certain settings (e.g., mailing address for RA) and control access to permits managed by the RA. In order to accommodate these requirements, NetDMR allows multiple instances to be created within an installation.  It is anticipated that a separate instance would be created for each RA that uses a particular NetDMR installation. This allows an RA to customize settings without affecting other RAs. See the NetDMR Software Requirements Specification (SRS) for a full list of the settings that can be customized for a specific instance, as well as settings that apply to all instances participating in a particular NetDMR installation.  
3.2 Software Application Chart

Figure 3-1 provides an overview of the NetDMR functional components and relationship to one another.
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Figure 3-1.  NetDMR Functional Components


Elements of the Common Components and Facility User Interface are incorporated into the System Administrator, Internal Administrator, and Permit Administrator Components.  For example, the My Account interface associated with the Common Component is available from the System Administrator, Internal Administrator, and Permit Administrator  Components.  Elements of the System Administrator and Internal Administrator interface are also shared.  For example, a System Administrator user may also be an Internal Administrator user.  In addition, Internal Administrators and Permit Administrators share functionality, such as approving access requests for a permit.  Additional detail for each interface is provided in the following sections.

3.3 Common Components


Common Components include the following functional groups:

· Public access via the NetDMR login page;
· Create an Account;
· Check Permit ID;
· View Contact Information;
· View General Guidance for using NetDMR;
· Login;
· Request Access;
· View Account Information;
· Edit Account Information;
· Change Password;
· Retrieve a Forgotten User Name;
· Enable a Disabled Account;
· Database storage of user information; and

· Database support for security implementation. 


Detailed use cases, database design, and representative prototype pages s for the planned implementation of the Common Component functional groups are provided in Section 4, Section 5, Appendix A, and Appendix F.
3.4 System Administrator

System Administrator includes the following functional groups:

· Customize a NetDMR installation;
· Create, customize, and delete one or more instances for the NetDMR installation;
· Schedule downtime for the entire installation or one or more instances;
· Customize the subscriber agreement; and  
· Database storage of installation, instance, and user role information.

Detailed use cases, database design, and representative prototype pages for the planned implementation of the System Administrator functional groups are provided in Section 4, Section 5.3, Appendix B, and Appendix F.
3.5 Internal Administrator

Internal Administrator includes the following functional groups:

· Customize a NetDMR instance; 

· Manage internal user access requests;
· Process subscriber agreement and manage signatory requests;
· Manage external user access requests;
· Search, view, and download CORs;
· Verify COR signature and validate CORs;
· Repudiate CORs;
· Search and view users;
· Edit user account information;
· Lock and unlock user accounts;
· Reset user responses to security questions;
· Search and view permits;
· Customize the subscriber agreement; and
· Database storage of instance, user role, permit, and transaction information.


Detailed use cases, database design, and representative prototype pages for the planned implementation of the Internal Administrator functional groups are provided in Section 4, Section 5.4, Appendix C, and Appendix F.
3.6 Permit Administrator

Permit Administrator includes the following functional groups:

· Manage external user access requests;
· Search, view, and download CORs; 

· Verify COR signature and validate CORs;
· Search and view users;
· Search and view permits;
· Modify user access to a permit; and
· Database storage of instance, user role, and permit information.

Detailed use cases, database design, and representative prototype pages for the planned implementation of the Internal Administrator functional groups are provided in Section 4, Section 5.5, Appendix D, and Appendix F.

3.7 Facility User Interface

The Facility User Interface includes the following functional groups:

· Search DMRs and CORs; 

· Edit and Save DMRs;

· Add Attachments to a DMR;

· Verify, Sign, and Submit DMRs;

· View DMR Status, Validation Errors, and Submission Errors; and

· Import a DMR.


Detailed use cases, database design, and representative prototype pages for the planned implementation of the Facility User Interface functional groups are provided in Section 4, Section 5.6, and Appendix E.

4.0 Data Design 

This section describes NetDMR database design. 

4.1 Database Design 

Figures 4-1 through 4-4 show the NetDMR database design, including tables, fields, and relationship between the tables that support Common Component and Administrator functionality. The diagram uses the following conventions.

· PK: This represents the primary key for the table. A primary key uniquely identifies a row within a table.

· FK: This represents a foreign key. A foreign key is used to link two tables together.


The tables are grouped according to the overall purpose of the table.  A brief description of the each group of tables is provided below. The data dictionary in Appendix F provides detailed information for the database tables and fields including field types, sizes, and comments.

User Information:  These tables contain information about the user, including account information, associated logs, and available security questions. 
User Permissions:  These tables contain information about access control, such as the available permissions, roles, and user types. It also contains which roles each user is assigned.

Instance Settings:  These tables contain information for a particular NetDMR instance, such as the number of security questions each user must answer, as well as the instance specific terms and conditions used in Subscriber Agreements.

Permit and DMR Information:  These tables contain information about the permits and empty slots. It also contains the information entered by a user when completing a DMR, and the Copy of Record (COR).
Queue for Transactions with the Node:  These tables contain information about the communication between NetDMR and an Exchange Network node (e.g., CDX). The tables include requests that were sent and the result that was returned.

Reference Tables: A reference table contains a list of codes and descriptions that are applicable for a data element. See Section 6.4 for a complete description of the reference tables. 

System Settings: These tables contain information about the NetDMR installation and the instances that have been created for the installation.

User Imported DMR: These tables contain information about files a user has uploaded to populate the data within one or more DMRs.
Staging tables may be added to process the user imported files and the results from the Exchange Network requests. These tables will only contain temporary data used to process the file. The information would be purged from the tables once the processing of the file is complete. The number and format of these tables will be determined during development when the performance metrics for the processing can be evaluated. 
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Figure 4-4.  NetDMR Database Design Part 4

4.2 Transformation of Data – Basic Permit Data


NetDMR will retrieve basic permit information through a web service request provided by an Exchange Network 1.1 compliant Node (e.g., CDX).  See Section 6.1.2 for more information on the Basic Permit Data Flow (BPDF) services and how NetDMR will call the services.  NetDMR must transform the data retrieved from the BPDF request (the result file) into the format required by NetDMR. 


Figures 4-1 through 4-4 present the NetDMR database tables and data elements.  The Basic Permit data are stored in the Permit table.  Each time NetDMR receives a result file from the BPDF service, it must reconcile the results of the service request to the data already stored in NetDMR.  The list of permits that are reconciled depends on the parameters that were supplied to the BPDF service request.  Each permit is reconciled individually.  For example, if the result file includes information for ten permits and the information for one of the permits is invalid for NetDMR, it will not process the invalid permit and will process the nine valid permits.  NetDMR requires that the following fields be returned in the BPDF for a permit to be considered valid: 

· PermitIdentifier;
· PermitStatusCode;
· FacilitySiteName; and
· FacilityLocation.


If the BPDF request was for a complete replacement of the permit data (e.g., Agency Map was provided in the request), the permit reconciliation process will be used for all permits that are either returned in the result file or in the NetDMR database.


If the BPDF request was for a specific set of permits (e.g., Permit IDs were provided), only the permits that were included in the BPDF request are reconciled.  For example, if the request only specified permit TX12345 and TX98765, the permit reconciliation process would only occur for permits TX12345 and TX98765. 


The permit reconciliation process is as follows:

1. If the permit exists in the result file, but not in the NetDMR database, add the permit information to the NetDMR database.  The permit will be matched by comparing the PermitIdentifier tag in the result file (or provided in the original Solicit Request) to the permit_id column in the NetDMR Permit table.
2. If the permit exists in the result file and the NetDMR database, update the information in the NetDMR database with the information in the result file.

3. If the permit exists in the NetDMR database but not in the result file, the permit is no longer valid for electronic reporting in NetDMR.  NetDMR users will still be able to view previously submitted CORs, and request the view role on these permits.  Net DMR will not send a notification that the permit is no longer valid for electronic reporting to users that can access the permit as CORs will still be available for viewing.
4.3 Transformation of Data – Empty Slot Data


Empty slot data includes all of the information necessary to present a user with a blank DMR (e.g., addresses, parameters, limit values). NetDMR will retrieve this information through a web service request provided by an Exchange Network 1.1 compliant Node (e.g., CDX). See Section 6.1.3 for more information on the Empty Slot Data Flow (ESDF) services, how NetDMR will use the services, and the full set of information that is returned from the service.  As described in the NetDMR IPT documentation (link) there are two types of ESDF requests.

· GetScheduledDMRsByDate: A group of DMRs is selected indirectly through a list of Agency Maps or Permit IDs, a range for the Monitoring Period Start Date (MPSD), and a range for the Monitoring Period End Date (MPED). The service places various constraints on the parameters that are passed to the service. For example, the MPSD or MPED date range must be provided, but both can also be provided. 
· GetScheduledDMRsByDMR: A group of DMRs is explicitly requested by providing the Permit ID, Permitted Feature ID, Limit Set Designator, and Monitoring Period End Date (MPED) for each DMR.


See the NetDMR IPT documentation for a complete description of the ESDF requests, request constraints, and the expected results. NetDMR must transform the data retrieved from the ESDF request (the result file) into the format required by NetDMR.  Figures 4-1 through 4-4 present the NetDMR database tables and data elements. Empty Slot data are primarily stored in the Permit and DMR tables. Each time NetDMR receives a result file from the ESDF service, the information in the result file must be reconciled with the data already stored in NetDMR. 

The reconciliation process used depends upon which type of request generated the result file.  In addition, the list of DMRs that are reconciled is determined using the parameters that were provided in the ESDF service request. DMRs are reconciled individually. For example, if the result file includes information for ten DMRs and the information for one of the DMRs is invalid for NetDMR (e.g., Monitoring Period End Date is missing), NetDMR will not process the invalid DMR but will process the nine valid ones.


If the request was for an indirect set of DMRs (e.g., GetScheduledDMRsByDate), NetDMR will reconcile the DMRs returned in the result file and the set of DMRs in the NetDMR database that meet the original request criteria. For example, if DMRs were requested for a Permit ID of RI12345 and an MPED range of 01/01/07 – 01/31/07, NetDMR would also search the NetDMR database for the set of DMRs that meet this criteria. The union of the DMRs in the result file and the set returned from searching the database would be reconciled.


If the request was for a specific set of DMRs (e.g., GetScheduledDMRsByDMR), NetDMR will reconcile all the DMRs specified in the request. For example, if the request included information for two DMRs but the result file only included one of the DMRs, the DMR reconciliation process would occur for both DMRs that were originally requested. 

The DMR reconciliation process includes the following steps:

4. If the DMR exists in the result file, but not in the NetDMR database, add the DMR information to the NetDMR database. The DMR will be in the state ‘Ready for Data Entry’.
5. If the DMR exists in the in the NetDMR database but does not match a DMR in the result file, deactivate the DMR in the NetDMR database.  The CORs of deactivated DMRs can still be viewed, but the DMR can not be edited or signed (because ICIS no longer requires reporting for the DMR). Deactivated DMRs that do not have an associated COR will not be displayed in search results.  

If a subsequent result file includes a DMR that corresponds to a deactivated DMR, NetDMR will remove the flag (i.e., reactivating the DMR) and replace the DMR as described in item 3.

6. If the DMR exists in the result file and the NetDMR database, replace the information in the NetDMR database with the information in the result file. The complete set of possible changes is as follows:
a. Update permitted feature information on the DMR (e.g., the permitted feature description code).
b. Add new parameter(s).
c. Remove parameter(s).

d. Update parameter(s).  (Includes updating the monitoring location code and effluent trading status flag.)

e. Add new numeric condition(s).

f. Remove numeric condition(s).

g. Update numeric condition(s).  (Includes updating the unit code.)


Any data that may have been entered by a user for a DMR (e.g. a partially completed DMR) affected by the reconciliation process will not be modified, provided that the corresponding measurements still exist in the revised DMR.  Previously entered data associated with measurements that do not exist in the revised DMR will be deleted.    NetDMR will perform validation again for all DMRs that are updated in this manner. 


Submitted DMRs and CORs generated prior to updates resulting from reconciliation will not be affected by this process. However, corrections for a previously submitted DMR will be based on the reconciled DMR, not the originally submitted DMR.  For example, if a parameter existed when the DMR was originally submitted but no longer exists, the corrected DMR will not display this parameter on the DMR entry screen.  The corrected DMR will be pre-populated with the data from the original submission, as appropriate. When applicable, the data from the original submission will be populated in the corrected DMR.
4.4 Transformation of Data – DMR Data for Submissions


NetDMR will submit Discharge Monitoring Reports (DMRs) that have been signed using NetDMR to the Integrated Compliance Information System-National Pollutant Discharge Elimination System (ICIS-NPDES).  NetDMR will complete these submissions using the ICIS-NPDES Batch, a collection of web services and supporting processes running in ICIS-NPDES and EPA’s Central Data Exchange (CDX). The process NetDMR uses to send signed DMRs to ICIS-NPDES is described below.

7. After a DMR is signed it is added to the DMR Queue with a status of ‘Ready’. 
8. Every day at the time specified in the NetDMR configuration file, NetDMR will create an instance-specific Batch Submit request that includes all of the DMRs for the instance that are in the Queue with the status of ‘Ready’. The DMRs will be transformed into the XML Batch format. 
9. A node request tracker entry is created for each request in the node_trans table.
a. If the request is successful (e.g., returns a transactionID), the following actions will be taken:
i. The tracker will include the TransactionID, the Node status will be set to ‘Pending’, and the NetDMR status will be set to ‘CheckingStatus’. 
ii. The applicable DMR Queue entries will be updated to link to the tracker record.
iii. A log entry will be created to reflect that the request was successfully generated.
b. If the request returns a SOAP fault, the following actions will be taken:
i. The tracker will not have a transactionID, the Node status will be set to ‘Failed’, and the NetDMR status will be set to ‘NetworkError’.
ii. A log entry will be created to reflect that the request could not be generated. 
10. At intervals specified in the NetDMR configuration file, NetDMR will call the GetStatus service to retrieve form CDX the current status of all outstanding Submit requests. The following actions will be taken:
a. NetDMR will update the tracker to reflect the updated status of the request.

b. A log entry will be created to reflect that the GetStatus request was made.

c. If GetStatus returns ‘Failed’ or ‘Completed’, NetDMR will update the NetDMR status of the Submit request to ‘DownloadingResults’.

d. NetDMR will repeat this step for this transaction until the service returns a ‘Failed’ or ‘Completed’ status.
11. NetDMR will call the Download service to retrieve the appropriate result documents. The documents will be stored in the NetDMR database.
a. ‘Failed’ requests:  NetDMR will retrieve the XML Validation Result and Virus Scanning Result. NetDMR will update the NetDMR status of the tracker to ‘ProcessingResults’.

b. For ‘Completed’ requests:  NetDMR will retrieve the result file generated by ICIS-NPDES. NetDMR will update the NetDMR status of the tracker to ‘ProcessingResults’.
12. NetDMR will perform Post-Processing on the request results. See Section 4.5 for additional details related to NetDMR processing of submission results.


For clarity, the above process outlines the process for a single execution of the processing logic. In the actual application, Step 4 will be run for all requests that have a Node status other than ‘Failed’ or ‘Completed’. Step 5 will be run for all requests that have a NetDMR status of ‘Downloading’. Step 6 will be run for each request with a NetDMR status of ‘ProcessingResults.’ 

4.5 Transformation of Data – Error Message Data


NetDMR will process the results of the request after all the documents have been downloaded. The processing that occurs depends on whether the Node status of the request is set to ‘Failed’ or ‘Completed’. 

Failed Request:   If the status is ‘Failed’, an error occurred before the request could be sent to ICIS-NPDES for processing. The exact type of error cannot be determined programmatically. Internal Administrators can view the XML Validation Result and Virus Scanning Result files that were downloaded to determine if XML validation failed or a virus was found. If neither are the cause of the error, the Administrator should contact the CDX helpdesk to determine the cause and the appropriate action that should be taken. The DMR Queue entries associated with the transaction are updated to reflect a ‘TransactionError’ status. The NetDMR status of the tracker is also set to ‘TransactionError’. This completes the processing of this network transaction.

Completed Request: If the Node status is ‘Completed’, the result file from ICIS-NPDES must be processed to determine which of the following outcomes occurred:
· No Errors: The entire submission file was processed successfully by ICIS-NPDES and all DMRs have been updated in ICIS-NPDES as specified.
· Transaction Errors: ICIS-NPDES encountered errors that prevented the submission from being processed. No DMRs in the submission file were processed.
· DMR/Parameter Errors: At least one of the DMRs in the submission file could not be fully updated in ICIS-NPDES. A DMR error indicates that ICIS-NPDES was not updated for that DMR. A Parameter Error indicates that a particular parameter for a DMR could not be updated. General DMR information and other parameters for the affected DMR may have been updated.


If ‘No Errors’ occurred for the transaction, the entries in the DMR queue included in the transaction and the NetDMR status of the request are updated to the ‘Completed’ status. A log entry will be created to reflect that no errors were encountered for the transaction.


If ‘Transaction Errors’ occurred, log entries will be created for each reported error in the result file. The request’s NetDMR status and the status of all related DMR Queue entries will be set to ‘TransactionError’.


If ‘DMR Errors’ or ‘Parameter Errors’ occurred, NetDMR will relate each error in the result file to the corresponding DMR Queue entry. A log entry will be created to reflect that at least one DMR or Parameter Error was encountered for the transaction. The NetDMR status will be set to ‘CompletedWithErrors’, and all associated DMR Queue entries will be updated to either ‘Completed’ or ‘DMRError’ as appropriate. 

5.0 User Interface Design

This section, in combination with the appendices to this SDD, provides a detailed description of the NetDMR user interface design. 

5.1 User Interface Design Overview


The NetDMR user interface is designed as an intuitive, user friendly interface that meets the needs of NetDMR user groups, including both internal and external users.  Internal users are regulating authorities or agencies such staff at State environmental Departments, EPA headquarters offices, and EPA Regions.  External users are permitted entities or those operating at the discretion of the permitted entities, and include facilities/permittees and third party data providers, such as analytical laboratories.   


Five groupings of functionality comprise the NetDMR interface:

· Common Components provide functionality to view general information about accessing and using NetDMR; create a NetDMR account, access NetDMR; request permission to view, edit, or sign DMRs associated with one or more permits; view and edit account information; retrieve a forgotten user name; reset a forgotten password; and enable a disabled account.

· System Administrator Interface provides functionality to configure a NetDMR installation and customize each NetDMR instance associated with that installation.

· Internal Administrator Interface provides functionality to further customize a NetDMR instance, administer the instance, approve signatory users for a permit, and search and view the copies of record (CORs) associated with DMRs submitted for a permit managed by the instance.

· Permit Administrator Interface provides functionality to search, view, download, and print  DMRs and CORs for one or more permits managed by the permit administrator; and approve and change access rights for read-only and edit users for DMRs associated with the permits managed by the administrator.  

· Facility User Interface provides functionality to search, view, download, and print  DMRs and CORs for one or more permits to which the user has access; edit DMRs; import DMR data; sign and submit DMRs; and view DMR validation and error messages. 

Comprehensive descriptions of the design and functionality of these grouping are provided in the sections below.

5.2 User Interface– Common Components 


Representative prototype pages were developed for the NetDMR Common Components and are presented in Appendix A.  Detailed information for each page, including:  page elements, options available for multi-selection boxes, validations, and error messages for validation failures are also provided.  The prototype can also be reviewed in electronic format at:   

http://www2.ergweb.com/projects/netdmr/stakeholder.

These prototype pages were developed for illustrative purposes only, and include sample data.  The information displayed may not reflect actual or realistic data.  In addition, the layout, style, and content of the prototype pages may be revised during development to improve consistency and flow or address discrepancies between code requirements and the interface design.  Any significant recommended changes to prototype pages will be forwarded to ECOS for approval prior to being implemented.  
5.2.1 Navigation Hierarchy - Common Components


Figure 5-1 provides the navigation hierarchy for Common Component functionality.  Note that confirmation and error pages are not shown.

5.2.2 User Function Categories - Common Components


Use cases for NetDMR Common Components are described in this section.  Each case is presented in a table format, describing the action of the actor (i.e., user) and the response of the system (i.e., NetDMR application).  Each use case step is labeled.  In general, a reference to the prototyped page shown in Appendix A that supports the first step of the use case is provided.  Subsequent prototyped pages can be found using the information provided in Appendix A.
A table summarizing use case alternate scenarios is also provided if appropriate.  The alternate scenario tables include a short description, the alternate actor action, and the alternate system response.  Alternate scenarios are linked to the primary use case by step number.   

5.2.2.1 Access NetDMR
	Table 5-1.  Use Case 1:  Access NetDMR



	Actor Action
	System Response 
	Notes

	UC1-1:  User opens browser.
	Not applicable.
	

	UC1-2:  User enters NetDMR URL.
	UC1-3:  Displays the NetDMR Login page. 

(See Figure A-1)
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Figure 5-1.  Common Component Navigation Hierarchy

5.2.2.2 Access FAQs

	Table 5-2.  Use Case 2:  Access NetDMR FAQs



	Actor Action
	System Response 
	Notes

	UC2-1:  User clicks the FAQs link. 


	UC2-2: Displays the FAQs page.

(See Figure A-4)
	Assumes user has successfully accessed the NetDMR home page.  


5.2.2.3 Access Getting Started Information 

	Table 5-3.  Use Case 3:  Access NetDMR Getting Started Information



	Actor Action
	System Response 
	Notes

	UC3-1:  User clicks the Getting Started link.
	UC3-2:  Displays the Getting Started page.
	Assumes user has successfully accessed the NetDMR home page.  


5.2.2.4 Access NetDMR Contact Information
	Table 5-4.  Use Case 4:  Access NetDMR Contact Information



	Actor Action
	System Response 
	Notes

	UC4-1:  User clicks the Contact the NetDMR Team link.
	UC4-2:  Displays the NetDMR Contact Information page.
	Assumes user has successfully accessed the NetDMR home page.  


5.2.2.5 Check Whether a Permit ID is Available for Reporting Using NetDMR
	Table 5-5.  Use Case 5:  Check Permit ID



	Actor Action
	System Response 
	Notes

	UC5-1:  User clicks the Check Permit ID link or icon.
	UC5-2: Displays the Check Whether a Permit is Available for Reporting in NetDMR page. 
(See Figure A-5)
	Assumes user has successfully accessed the NetDMR home page.  

	UC5-3:  Enter permit ID and click Check Permit ID.
	UC5-4:  Verifies that the permit ID exists in the NetDMR database and whether a signatory has been approved.
	

	
	UC5-5:  Displays the Permit ID Check Results page, indicating whether the permit is available.  
	


5.2.2.6 Create a NetDMR Account


	Table 5-6.  Use Case 6:  Create a NetDMR Account 



	Actor Action
	System Response 
	Notes

	UC6-1:  User clicks the Create a NetDMR Account link or icon
	UC6-2:  Displays the Create a NetDMR Account page 

(See Figure A-2)
	Assumes user has successfully accessed the NetDMR home page.  

	UC6-3:  User enters required information, makes required selections, and clicks Submit.
	UC6-4:  NetDMR validates the following: 

· All required entries are complete, 
· Same email address was entered twice
· Phone  number includes numbers only

· Responses were provided for the number of security questions specified for the instance

· Responses to security questions include letters and numbers only
	

	
	UC6-5: Displays the Confirm NetDMR Account Request page.
	

	UC6-6:  User clicks OK.
	UC6-7:  NetDMR generates verification key (user-specific URL) and forwards  Account Creation message and key to email address entered by the user
	

	UC6-8:  User clicks verification key URL in email
	UC6-9:  Displays the Complete the NetDMR Account Creation Process page with one of the user-selected security questions.
	

	UC6-10:  User responds to the security questions, enters password, and enters password a second time, and clicks Submit.
	UC6-11:  Verifies the following: 

· User provided the correct response to the security question

· User entered the same password twice.

· Password meets all format requirements.  
	

	
	UC6-12:  Displays a message indicating that the user account was successfully created.  
	

	
	UC6-13:  A message is sent to the email address registered for the account indicating the successful completion of the registration process.
	

	
	UC6-14:  If the user requests internal read-only or internal administrator access, the request is added to the list of pending requests for the internal administrators.
	


	Table 5-7.  Use Case 6 Alternates:  Create a NetDMR Account 



	Description
	Actor Action
	System Response 

	Alternate selection on the Create a NetDMR Account page.
	UC6-3 Alternate 1:  User clicks Reset
	UC6-4 Alternate 1:  Deletes all entries and selections.  

	Alternate selection on the Create a NetDMR Account page.
	UC6-3 Alternate 2:  User clicks Cancel 
	UC6-4 Alternate 2: Discards any entries or selections and displays the NetDMR home page.

	Create a NetDMR Account page validation fails.
	
	UC6-5 Alternate 1:  Refreshes the Create a NetDMR Account page with a message that validation failed an indication of what must be corrected.

	Alternate selection on the Create a NetDMR Account Confirmation page.
	UC6-6 Alternate 1:  User clicks Cancel.
	UC6-7 Alternate 1: Displays the Create a NetDMR Account page with the user entries.

	Alternate selection on the Complete the NetDMR Account Creation Process.
	UC6-10 Alternate 1:  User clicks Cancel
	UC6-11 Alternate 1:  Displays the NetDMR home page

	Verification key no longer valid
	
	UC6-9 Alternate 1:  Display page indicating that the verification key is no longer valid, and the user must restart the account creation process.

	Complete the NetDMR Account Creation Process Validation fails.
	
	UC6-12 Alternate 1:  Refreshes the Complete the NetDMR Account Creation Process page with a message that validation failed an indication of what must be corrected.

-Note that if the user provides an incorrect response to the security question three consecutive times, NetDMR displays a message indicating the verification key is disabled.


5.2.2.7 Reset a Forgotten Password


	Table 5-8.  Use Case 7:  Reset a Forgotten Password 



	Actor Action
	System Response 
	Notes

	UC7-1:  User clicks the Forgot Password link or icon
	UC7-2:  Displays the Forgot Password: Step 1 page 

(See Figure A-10)
	Assumes user has successfully accessed the NetDMR home page.  

	UC7-3:  User enters email address and clicks Submit.
	UC7-4:  Verifies that the email address is stored in the database


	

	
	UC7-5:  Refreshes the page with one of the user’s security questions (selected randomly)
	

	UC7-6:  User responds to the security question and clicks Submit.
	UC7-7: Displays a message indicating that the password reset request is being processed.
	

	UC7-8:  User clicks OK.
	UC7-9:  Verifies that the response to the security question provided by the user is valid.  
	

	
	UC7-10:  Displays a message indicating that the password reset request is being processed
	

	
	UC7-11:  Generates a verification key (user-specific URL) and forwards Password Reset message and key to the user’s email address.  
	

	UC7-12:  User clicks verification key URL in email
	UC7-13:  Displays the Complete NetDMR Password Reset Request: Step 2 page with one of the user’s security questions (randomly selected) and spaces to create a new password.
	

	UC7-14:  User responds to the security question, enters password, and enters password a second time, and clicks Submit.
	UC7-15:  Verifies the following: 

· User provided the correct response to the security question

· User entered the same password twice.
	

	
	UC6-16:  Displays a message indicating that the user’s password was successfully reset.
	


	Table 5-9.  Use Case 7 Alternates:  Reset a Forgotten Password



	Description
	Actor Action
	System Response 

	Alternate selection on the Forgot Password page.
	UC7-3 Alternate 1:  User clicks Cancel


	UC7-4 Alternate 1:  Displays the NetDMR home page.  

	Email address not in the NetDMR database.
	
	UC7-5 Alternate 1: Refreshes the Forgot Password: Step 1 page with a message that the email address entered is not in the NetDMR database and to try again.

	Incorrect response to security question
	
	UC7-10 Alternate 1:  Refreshes the Forgot Password: Step 2 page with a message that the response provided was incorrect, and a randomly selected security question. 

-Note that if the user provides an incorrect response three consecutive times, NetDMR will send a message to the email address registered for the account informing them that an incorrect answer was provided three times.

	Alternate selection on the Complete NetDMR Password Reset Request page.
	C7-14 Alternate 1:  User clicks Cancel.
	UC7-15 Alternate 1: Displays the NetDMR home page.

	Complete NetDMR Password Reset Request validation fails.
	
	UC7-15 Alternate 2:  Refreshes the Complete NetDMR Password Reset Request page with a message that validation failed an indication of what must be corrected.

-Note that if the user provides an incorrect response to the security  question three consecutive times, NetDMR displays a message indicating the verification key is disabled.


5.2.2.8 Retrieve a Forgotten Username
	Table 5-10.  Use Case 8:  Retrieve a Forgotten User Name 



	Actor Action
	System Response 
	Notes

	UC8-1:  User clicks the Forgot User Name link or icon
	UC8-2:  Displays the Retrieve User Name: Step 1 page 

(See Figure A-7)
	Assumes user has successfully accessed the NetDMR home page.  

	UC8-3:  User enters email address and clicks Submit.
	UC8-4:  Verifies that the email address is stored in the database
	

	
	UC8-5:  Refreshes the page with one of the user’s security questions (selected randomly)
	

	UC8-6:  User responds to the security question and clicks Submit.
	UC8-7: Displays the User Name.  (See Figure A-9)
	


	Table 5-11.  Use Case 8 Alternates:  Retrieve a Forgotten User Name



	Description
	Actor Action
	System Response 

	Alternate selection on the Forgot User Name page.
	UC8-3 Alternate 1:  User clicks Cancel
	UC8-4 Alternate 1:  Displays the NetDMR home page.  

	Email address not in the NetDMR database.
	
	UC8-5 Alternate 1: Refreshes the Retrieve User Name: Step 1 page with a message that the email address entered in not in the NetDMR database and to try again.

	Incorrect response to security question.
	
	UC8-7 Alternate 1:  Refreshes the Retrieve User Name: Step 2 page with a message that the response provided was incorrect, and a different randomly selected security question. 

-Note that if the user provides an incorrect response three consecutive times, NetDMR will send a message to the email address registered for the account informing them that an incorrect answer was provided three times.


5.2.2.9 Reset Forgotten Responses to Security Questions
	Table 5-12.  Use Case 9:  Reset Forgotten Responses to Security Questions


	Actor Action
	System Response 
	Notes

	C9-1:  User clicks My Account link.  
	C9-2:  Displays the My Account page.
	Assumes user has successfully accessed the NetDMR home page.

	C9-3:  User clicks Edit Account.  
	C9-4:  Displays the Edit My Account page.  
	

	C9-5:  Users clicks + sign to show list of security questions.  User changes security question and response
	C9-6:  Displays the list of security questions selected by the user.
	

	C9-7:  User enters a new response to a security question.
	
	

	C9-8:  User enters password to authenticate account.
	
	

	C9-9:  User responds to randomly selected security question to authenticate account.  
	
	

	C9-10:  User clicks Save.
	C9-11:  Verifies the following:

· The new answer meets NetDMR validation rules

· Password is correct

· Answer to security question for account authentication is correct.  
	

	C9-12:  
	C9-13:  Displays Account Changes Confirmation page.  Save changes and displays
	

	C9-12:  User clicks Confirm.
	C9-13:  Save changes and displays the My Account page.
	


	Table 5-12a.  Use Case 9 Alternates:  Reset Forgotten Responses to Security Questions


	Description
	Actor Action
	System Response 

	User forgets responses to all security questions
	C9-1 Alternate:  User contacts Regulatory Authority.  
	

	
	C9-1 Alternate (continued):  Regulatory Authority resets security questions for the user.
	C9-1 Alternate (continued):  Sends email with URL and verification key to user.  

	
	C9-1 Alternate (continued):  User clicks URL in email.
	C9-1 Alternate (continued):  Displays Reset Security Questions page.

	
	C9-1 Alternate (continued):  User selects security questions and enters responses.  
	

	
	C9-1 Alternate (continued):  User clicks Save.
	C9-1 Alternate (continued):  Verifies response format and Displays Confirmation page.  

	
	C9-1 Alternate (continued):  User clicks Confirm.
	C9-1 Alternate (continued):  Save changes to database and displays Login page.  


5.2.2.10 Login to NetDMR

	Table 5-13.  Use Case 10:  Login to NetDMR 



	Actor Action
	System Response 
	Notes

	UC10-1:  User enters his/her User Name and password and clicks Submit.

(See Figure A-1)
	UC10-2:  NetDMR verifies:

· The user name exists in the database.

· The password entered is valid for the provided user name.
	Assumes user has successfully accessed the NetDMR home page.  

	
	UC10-3:  Displays the internal home page, customized based on the type of user, including all My Account and Request Access links, and Last 10 logins.  
	

	
	UC10-4:  Logs user account, ip address, and date/time of login.
	


	Table 5-14.  Use Case 10 Alternates:  Login to NetDMR



	Description
	Actor Action
	System Response 

	User enters an invalid user name.
	
	UC10-3 Alternate 1:  Refreshes the NetDMR home page with a message indicating that the user name entered was not found and to try again.

	User enters an invalid password.
	
	UC10-3 Alternate 2:  Refreshes the NetDMR home page with a message indicating that the password entered is incorrect and to try again.

Note that if the user provides an incorrect password three consecutive times, NetDMR displays a message indicating the account is locked.


5.2.2.11 Request Access to DMRs and CORs for a Permit – External User 

	Table 5-15.  Use Case 11:  Request Access to DMRs and CORs for a Permit – External User



	Actor Action
	System Response 
	Notes

	UC11-1:  User clicks the Request Access link.
	UC11-2:  Displays the Request Access to a Permit and Associated DMRs page.

(See Figure A-22)
	Assumes user has successfully logged in to NetDMR.  

	UC11-3:  Enter permit ID and clicks Check Permit ID.
	UC11-4:  Verifies that the permit ID exists in the NetDMR database for the regulatory authority associated with the instance and whether a signatory has been approved.
	

	
	UC11-5:  Displays a message indicating that the Permit ID is available and appropriate type of access request options.  For example, if a signatory has not yet been approved, the available access rights choice will include signatory only.  If a signatory has been approved, all external access options.  
	

	UC11-6:  User selects type of access desired from selection options and clicks Save Request.
	UC11-7:  If signatory access requests made, displays the Provide Additional Information Required for Signatory Request page, including Delegating Authority selection, Delegating Authority Name, and Delegating Authority Affiliation

(See Figure A-24)
	

	UC11-8:  User provides required signatory access information and clicks Submit.
	UC11-9:  Displays the Confirm Access Requests Summary page

(See Figure A-25)
	

	UC11-10:  User clicks Confirm.  
	UC11-11: Adds the access request to all permit administrators associated with the permit, and internal administrator list of pending requests.  
	

	
	UC11-12:  Displays Access Request Complete page.  If a signatory request was made, provides print subscriber agreement option 
	


	Table 5-16.  Use Case 11 Alternates:  Request Access to DMRs and CORs for a Permit – External User



	Description
	Actor Action
	System Response 

	Permit ID not available
	
	UC11-5 Alternate 1:  Displays a message indicating that the Permit ID is not yet available and allows the user to check another permit ID.

	Signatory not approved
	
	UC11-5 Alternate 2:  Displays a message indicating that a signatory has not yet been approved for the specified Permit ID and allows the user to select only signatory access for the permit ID.

	User ends current access request activity.
	UC11-6 Alternate 1:  User clicks Cancel.
	UC11-9 Alternate 1:  Discards the access request and displays the displays the Confirm Access Requests Summary page with other unconfirmed access requests.

	User ends current signatory access request activity.
	UC11-8 Alternate 1:  User clicks Cancel.
	UC11-9 Alternate 2:  Discards the current signatory access request and displays the Confirm Access Requests Summary page with other unconfirmed access requests.

	User cancels all access requests.  
	UC11-10 Alternate 1:  User clicks Cancel.  
	UC11-11 Alternate 1:  Discards all unconfirmed access requests and displays the internal home page.  


5.2.2.12 Request Administrator Access – Internal 

	Table 5-17.  Use Case 12:  Request Administrator Access – Internal User


	Actor Action
	System Response 
	Notes

	UC12-1:  User accesses the NetDMR Login page.

(See Figure A-1)
	
	

	UC12-2: User clicks Create Account.
	UC12-3:  Displays the Create a NetDMR Account page.  
	

	UC12-4:  User selects Internal as the Type of User, completes all required entries and selections, and clicks Submit.
	UC12-5:  NetDMR validates the following: 

· All required entries are complete, 
· Same email address was entered twice
· Phone  number includes numbers only

· Responses were provided for the number of security questions specified for the instance

· Responses to security questions include letters and numbers only
	All approved internal administrators, by default, are assigned read only access to all DMRs and CORs associated with the instance

	
	UC12-6: Displays the Confirm NetDMR Account Request page.
	

	UC12-7:  User clicks OK.
	UC12-8:  NetDMR generates verification key (user-specific URL) and forwards  Account Creation message and key to email address entered by the user
	

	UC12-9:  User clicks verification key URL in email
	UC12-10:  Displays the Complete the NetDMR Account Creation Process page with one of the user-selected security questions.
	

	UC12-11:  User responds to the security questions, enters password, and enters password a second time, and clicks Submit.
	UC12-12:  Verifies the following: 

· User provided the correct response to the security question

· User entered the same password twice.

· Password meets all format requirements.  
	

	
	UC12-13:  Displays a message indicating that the user account was successfully created.  
	

	
	UC12-14:  A message is sent to the email address registered for the account indicating the successful completion of the registration process.
	

	
	UC12-15:  If the user requests internal read-only or internal administrator access, the request is added to the list of pending requests for the internal administrators.
	


	Table 5-17a.  Use Case 12 Alternates:  Request Administrator Access – Internal User



	Description
	Actor Action
	System Response 

	Alternate selection on the Create a NetDMR Account page.
	UC12-4 Alternate 1:  User clicks Reset
	UC6-4 Alternate 1:  Deletes all entries and selections.  

	Alternate selection on the Create a NetDMR Account page.
	UC12-4 Alternate 2:  User clicks Cancel 
	UC6-4 Alternate 2: Discards any entries or selections and displays the NetDMR home page.

	Create a NetDMR Account page validation fails.
	
	UC6-5 Alternate 1:  Refreshes the Create a NetDMR Account page with a message that validation failed an indication of what must be corrected.

	Alternate selection on the Create a NetDMR Account Confirmation page.
	UC12-7 Alternate 1:  User clicks Cancel.
	UC12-8 Alternate 1: Displays the Create a NetDMR Account page with the user entries.

	Alternate selection on the Complete the NetDMR Account Creation Process.
	UC12-11 Alternate 1:  User clicks Cancel
	UC6-12 Alternate 1:  Displays the NetDMR home page

	Verification key no longer valid
	
	UC12-10 Alternate 1:  Display page indicating that the verification key is no longer valid, and the user must restart the account creation process.

	Complete the NetDMR Account Creation Process Validation fails.
	
	UC12-13 Alternate 1:  Refreshes the Complete the NetDMR Account Creation Process page with a message that validation failed an indication of what must be corrected.

-Note that if the user provides an incorrect response to the security question three consecutive times, NetDMR displays a message indicating the verification key is disabled.


5.2.2.13 Request Partially Completed Read Only Access – Internal User 
	Table 5-18.  Use Case 13:  Request Partially Completed Read Only Access – Internal User



	Actor Action
	System Response 
	Notes

	UC13-1:  User clicks the Request Access link.
	UC13-2:  Displays the Request Access page.
	· Assumes user has successfully logged in to NetDMR. 

· All approved internal administrators, by default, are assigned read only access to all DMRs and CORs associated with the instance 

	UC13-3: User clicks Request Partially Completed Read Only Access 
	UC13-4:  Displays the Request Access to a Permit and Associated DMRs page.
	

	UC13-5:  Enter permit ID, specifies monitoring period end date, and clicks Check Permit ID.
	UC13-6:  Verifies that the permit ID exists in the NetDMR database and whether one or more DMRs are available for the specified monitoring period end date range.  
	

	
	UC13-7:  Displays a table of DMRs that match the search criteria.  
	

	UC13-8:  User indicates one or more available DMRs for which partially completed access is requested and clicks Send.  
	UC13-9:  Displays the Confirm Access Requests Summary page
	

	UC13-10:  User clicks Confirm.  
	UC13-11:  Adds the access request to all permit administrators associated with the permit.
	


	Table 5-19.  Use Case 13 Alternates:  Request Partially Completed Read Only Access – Internal User



	Description
	Actor Action
	System Response 

	Permit ID not available
	
	UC13-7 Alternate 1:  Displays a message indicating that the Permit ID is not yet available and allows the user to enter a new permit ID and monitoring period end date range.

	DMRs not available for specified date range.
	
	UC13-7 Alternate 2:  Displays a message indicating that DMRs are not available for the specified monitoring period end date range and allows the user to enter a new permit ID and monitoring period end date range.

	User ends current access request activity.
	UC13-8 Alternate 1:  User clicks Cancel.
	UC13-9 Alternate 1:  Discards the access request and displays the Request Access to a Permit and Associated DMRs page.

	User ends current access request activity.
	UC13-10 Alternate 1:  User clicks Cancel.
	UC13-11 Alternate 1:  Discards the access request and displays the Request Access to a Permit and Associated DMRs page.


5.2.2.14 View My Account
	Table 5-20.  Use Case 14:  View My Account



	Actor Action
	System Response 
	Notes

	UC14-1:  User clicks the My Account link.
	UC14-2:  Displays the My Account page.

(See Figure A-17)
	· Assumes user has successfully logged in to NetDMR. 




5.2.2.15 Edit My Account
	Table 5-21.  Use Case 15:  Edit My Account



	Actor Action
	System Response 
	Notes

	UC15-1:  User clicks the My Account link.
	UC15-2:  Displays the My Account page.

(See Figure A-19)
	· Assumes user has successfully logged in to NetDMR. 



	UC15-3:  User clicks Edit My Account 
	UC15-4:  Displays the Edit My Account page.
	

	UC15-5:  User edits account information as desired and clicks Save.
	UC15-6:  Validates the following as appropriate: 

· All required entries are complete, 
· Same email address was entered twice (if being updated by the user),

· Phone  number includes numbers only (if being updated by the user),

· Responses were provided for the number of security questions specified for the instance (if being updated by the user),

· Responses to security questions include letters and numbers only (if being updated by the user),

· Password meets password rules (if being updated by the user),

· The same password was entered twice (if being updated by the user).
	

	
	UC15-7:  Verifies that:

· The user provided the appropriate password for account verification purposes

· The user responded correctly to the security question for account verification purposes
	

	
	UC15-8: Displays the Confirm Account Edits page.
	

	UC15-9: User clicks Confirm.
	UC15-10: Updates account information as appropriate and displays a message indicating the account edits were saved.
	

	
	UC15-11: Emails the user that the account information has been changed.  If the user requested removal of signatory rights, also emails the internal administrator.
	

	
	UC15-12:  Logs account changes.
	


	Table 5-22.  Use Case 15 Alternates:  Edit My Account



	Description
	Actor Action
	System Response 

	User ends account edit activities.
	UC15-5 Alternate:  User clicks Cancel.
	UC15-5 Alternate 1:  Discards any changes and displays the internal home page.

	Account edit validation fails
	
	UC15-8 Alternate 1: Refreshes the Edit My Account page with a message that validation failed and an indication of what must be corrected.

	Account verification fails 
	
	UC15-8 Alternate 2: Refreshes the Edit My Account page with a message that account verification failed and an indication of what must be corrected.

-Note that if the user provides an incorrect response three consecutive times or if the user provides an incorrect password three consecutive times, NetDMR displays a message indicating the account is locked.

	User does not confirm account changes
	UC15-9 Alternate 1:  User clicks Cancel.
	UC15-10 Alternate 1:  Discards any changes and displays the internal home page.


5.2.2.16 Lock an Account
	Table 5-23.  Use Case 16:  Lock an Account



	Actor Action
	System Response 
	Notes

	UC16-1:  User clicks the My Account link.
	UC16-2:  Displays the My Account page.

(See Figure A-37)
	Assumes user has successfully logged in to NetDMR. 



	UC16-3:  User selects option to Lock his/her account.
	UC16-4:  User selects option to Lock his/her account.
	The use can edit many other account settings on this page, this use case focuses on account locking only.

	UC16-5:  User clicks Save.
	UC16-6:  Displays Confirm Account Changes page.
	

	UC16-7:  User clicks Confirm.
	UC16-7:  Locks account and sends message indicating that the account is locked to the email address.
	


5.2.2.17 Enable a Disabled Account
	Table 5-24.  Use Case 17:  Enable a Disabled Account



	Actor Action
	System Response 
	Notes

	UC17-1:  User performs action that results in a disabled account.  Possible actions include:

· Responding incorrectly to a security question three consecutive times when signing a DMR

· Responding incorrectly to a security question three consecutive times when attempting to change a password

· Responding incorrectly to a security question three consecutive times when attempting to edit account information

· Entering a password incorrectly three consecutive times-
	UC17-2:  Disables the account.
	

	
	UC17-3:  Sends a message to the email address associated with the account indicating that the account is disabled.  The message includes a URL and verification key to enable the account.  
	

	
	UC17-4:  Displays the Account Disabled page.
	

	UC17-5:  User leaves browser session open and checks email.
	
	

	UC17-6:  User copies verification key from email and pastes into the appropriate section of the Account Disabled page.
	
	

	UC17-7:  User clicks Submit.
	UC17-8:  Displays the Enable your Account page with randomly selected security question.
	

	UC17-9:  User enters response to security question and clicks Submit.
	UC17-10:  Validates response to security question.
	

	
	UC17-11:  Enables account and displays message indicating that the account is now enabled.
	


	Table 5-25.  Use Case 17 Alternates:  Enable a Disabled Account



	Description
	Actor Action
	System Response 

	User closes browser and checks for disabled account email.
	UC17-5 Alternate 1:  User closes browser session and checks email.
	

	
	UC17-6 Alternate 1:  User clicks link in the email.
	UC17-8:  Displays the Enable Your Account page with randomly selected security question.

	User ends Enable Account activities.
	UC17-9 Alternate 1:  User clicks Cancel.
	UC17-10 Alternate 1:  Ends the enable account process and displays the NetDMR login page.


5.2.2.18 Reset an Expired Password
	Table 5-26.  Use Case 18:  Reset an Expired Password



	Actor Action
	System Response 
	Notes

	UC18-1:  User accesses the NetDMR Login page URL.
	UC18-2:  Displays the NetDMR Login page.
	

	UC18-3:  User enters user name and password.
	UC18-4:  Validates the password and displays the Expired Password page.
	User password has expired

	UC18-5:  User enters new password twice and clicks Submit.
	UC18-6:  Verifies:

· The same new password was entered twice

· The new password meets all format requirements.
	

	
	UC18-7:  Displays Password successfully changed confirmation page.
	


5.2.2.19 Modify Access Rights
	Table 5-27.  Use Case 19:  Modify Access Rights



	Actor Action
	System Response 
	Notes

	UC19-1:  User clicks the My Account link.
	UC19-2:  Displays the My Account page.

(See Figure A-37)
	Assumes user has successfully logged in to NetDMR. 



	UC19-3:  User clicks the icon in the Request Access Rights Change column in the my Permits table
	UC19-4:  Displays the Request Access Rights Change page.
	

	UC19-5:  User changes the type of access selection to the type of access desired and clicks Save Change Request.
	UC19-6:  Displays the Confirm Access Rights Change page.
	

	UC19-7:  User clicks Confirm.
	UC19-8:  Displays the My Account page with a message indicating the access request change was saved.
	

	
	UC19-9:  Emails the user a notification that a permit access change was made to their account.
	

	
	Uc19-20:  If a signatory role is removed, NetDMR will log the date/time the role was revoked, the user account from which the role was revoked, the permit ID, reason the role was revoked, and the Internal Administrator that revoked the role.
	


5.2.2.20 Logout
	Table 5-28.  Use Case 20:  Logout



	Actor Action
	System Response 
	Notes

	UC20-1:  User clicks the Logout link.
	UC20-2:  Ends the session, discarding any unsaved information.
	· Assumes user has successfully logged in to NetDMR. 

· Confirmation of logout request not requested or required

	
	UC20-2:  Displays the NetDMR Login page.
	


5.2.2.21 Session Timeout
	Table 5-29.  Use Case 21:  Session Timeout



	Actor Action
	System Response 
	Notes

	UC21-1:  User does not perform an action using the NetDMR interface that requires a response from the server for a period of 30 minutes.
	UC21-2:  Ends the session, discarding any unsaved information.
	· Assumes user has successfully logged in to NetDMR. 

· Confirmation of logout request not requested or required

	
	UC21-3:  Displays the NetDMR Login page.
	


5.3 User Interface– System Administrator


Representative prototype pages were developed for the NetDMR System Administrator User Interface and are presented in Appendix B.  Detailed information for each page, including:  page elements, options available for multi-selection boxes, validations, and error messages for validation failures are also provided.  The prototype can also be reviewed in electronic format at:   

http://www2.ergweb.com/projects/netdmr/stakeholders/docs/systemadmin/prototype/sysadmin/sysadmin_home.html
 


These prototype pages were developed for illustrative purposes only, and include sample data.  The information displayed may not reflect actual or realistic data.  In addition, the layout, style, and content of the prototype pages may be revised during development to improve consistency and flow, or to address discrepancies between code requirements and the interface design.  Any significant recommended changes to prototype pages will be forwarded to ECOS for approval prior to being implemented.  
5.3.1 Navigation Hierarchy – System Administrator

Figure 5-2 provides the navigation hierarchy for System Administrator functionality.  Note that confirmation and error pages are not shown.
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Figure 5-2.  System Administrator Navigation Hierarchy

5.3.2 User Function Categories - System Administrator

Use cases for the NetDMR System Administrator interface are described in this section.  Each case is presented in a table format, describing the action of the actor (i.e., user) and the response of the system (i.e., NetDMR application).  Each use case step is labeled.  In general, a reference to the prototyped page shown in Appendix B that supports the first step of the use case is provided.  Subsequent prototyped pages can be found using the information provided in Appendix B.  A table summarizing use case alternate scenarios is also provided if appropriate.  The alternate scenario tables include a short description, the alternate actor action, and the alternate system response.  Alternate scenarios are linked to the primary use case by step number.   Note that uses cases for Common functionality described in Section 5.2 are not repeated in this section.
5.3.2.1 View Instance Status


	Table 5-30.  Use Case 22:  View Instance Status



	Actor Action
	System Response 
	Notes

	UC22-1:  User opens browser.
	Not applicable.
	

	UC22-2:  User enters NetDMR URL.
	UC22-3:  Displays the NetDMR Login page. 


	

	UC22-4:  User Login in to NetDMR.
	UC22-5:  Displays the System Administrator Home page. 

(See Figure B-1)
	Assumes the user has the System Administrator role and successfully logged in to NetDMR.

	UC22-6:  User views the instance status from the My instances page displayed on the System Administrator Home page.
	
	

	UC22-7:  User clicks a hyperlinked Instance Name to view instance details. 
	
	


5.3.2.2 Create Instance

	Table 5-31.  Use Case 23:  Create Instance 



	Actor Action
	System Response 
	Notes

	UC23-1:  User clicks the Create New Instance button on the Manage instances page.
	UC23-2:  Displays the Create Instance page. 

(See Figure B-2)
	Assumes the user has the System Administrator role and successfully logged in to NetDMR.

	UC23-3:  User makes instance selections/entries as needed. 
	
	

	UC23-4:  User clicks Save. 
	UC23-5:  Verifies that all required entries are complete and validations passed.


	

	
	UC23-6:  Displays the Confirm Create Instance page.
	

	UC23-7:  User clicks Confirm.
	UC23-8:  Displays the My Instances page with a message indicating the instance was created. 
	NetDMR creates a new record in the instance table. Basic Permit Data Flow information for the new instance is retrieved as specified in Section 6.1.2.


	Table 5-32.  Use Case 23 Alternates:  Create Instance 



	Description
	Actor Action
	System Response 

	Alternate selection on the Create Instance page.
	UC23-4 Alternate 1:  User clicks Cancel.
	UC23-5 Alternate 1: Discards any selections and entries and displays the Manage Instances page.

	Create Instance verification or validation fails. 
	UC23-5 Alternate 1:  Verification that all required entries are complete fails or validations fail.


	UC23-6 Alternate 1:  Refreshes the Create instance page with a message that verification/validation failed an indication of what must be corrected.

	Alternate selection on the Confirm Create Instance page.
	UC23-7 Alternate 1:  User clicks Cancel.
	UC23-8 Alternate 1: Discards any selections or entries and displays the Manage Instances page.


5.3.2.3 Edit Instance Settings

	Table 5-33.  Use Case 24:  Edit Instance Settings



	Actor Action
	System Response 
	Notes

	UC24-1:  User clicks the Update icon in the row associated with the instance to be modified.
	UC24-2:  Displays the Edit Instance page. 

(See Figure B-6)
	Assumes the user has the System Administrator role and successfully logged in to NetDMR.

	UC24-3:  User modifies the instance settings as needed. 
	
	

	UC24-4:  User clicks Save. 
	UC24-5:  Verifies that all required entries are complete and validations passed.
	

	
	UC24-6:  Displays the Confirm Edit Instance page.
	

	UC24-7:  User clicks Confirm.
	UC24-8:  Displays the My Instances page with a message indicating the changes were saved. 
	


	Table 5-34.  Use Case 24 Alternates:  Edit Instance Settings 



	Description
	Actor Action
	System Response 

	Alternate selection on the Edit Instance page.
	UC24-4 Alternate 1:  User clicks Cancel.
	UC24-5 Alternate 1: Discards any edits and displays the Manage Instances page.

	Edit Instance verification or validation fails. 
	UC24-5 Alternate 1:  Verification that all required entries are complete fails or validations fail.


	UC24-6 Alternate 1:  Refreshes the Edit instance page with a message that verification/validation failed an indication of what must be corrected.

	Alternate selection on the Confirm Edit Instance page.
	UC24-7 Alternate 1:  User clicks Cancel.
	UC24-8 Alternate 1: Discards any edits and displays the Edit Instance page.


5.3.2.4 Customize Agency Maps
	Table 5-35.  Use Case 25:  Customize Agency Maps



	Actor Action
	System Response 
	Notes

	UC25-1:  User clicks the Update icon in the row associated with the instance to be modified.
	UC25-2:  Displays the Edit Instance page. 

(See Figure B-6)
	Assumes the user has the System Administrator role and successfully logged in to NetDMR.

	UC25-3:  User scrolls down to the Agency Maps section and clicks Add Another
	UC25-4: Displayed the Add Another Agency Mapping page

(See Figure B-7)
	

	UC25-5:  User selects a permit prefix.
	
	

	UC25-6:  User selects one or more Agency Type codes.
	
	

	UC25-7:  User clicks Save 
	UC25-8:  Updates the Agency Maps table with the selected permit prefix and Agency Type codes.  
	

	UC25-9:  User clicks Save at the bottom of the page.
	UC25-10:  Verifies that all required entries are complete and validations passed.
	

	
	UC25-11:  Displays the Confirm Edit Instance page.
	

	UC25-12:  User clicks Confirm.
	UC25-13:  Displays the My Instances page with a message indicating the changes were saved.
	


	Table 5-35a.  Use Case 25 Alternates:  Customize Agency Maps 



	Description
	Actor Action
	System Response 

	Delete Agency Map. 
	UC25-4 Alternate 1:  User clicks the delete icon next to an existing Agency Map.
	UC25-5 Alternate 1:  Refreshes the page with the selected row deleted from the Agency Map table.

	Alternate selection on the Confirm Edit Instance page.
	UC25-11 Alternate 1:  User clicks Cancel.
	UC25-12 Alternate 1: Cancels confirmation process and displays the Edit Instance page with changes made by user still noted 


5.3.2.5 Customize Subscriber Agreement

	Table 5-36.  Use Case 26:  Customize Subscriber Agreement



	Actor Action
	System Response 
	Notes

	UC26-1:  User clicks the Update icon in the row associated with the instance to be modified.
	UC26-2:  Displays the Edit Instance page. 

(See Figure B-18)
	Assumes the user has the System Administrator role and successfully logged in to NetDMR.

	UC26-3:  User scrolls down to the Subscriber Agreement section. 
	
	

	UC26-4:  User modifies regulatory authority mailing information for the subscriber agreement for the instance.
	
	

	UC26-5:  User modifies opening and closing terms for the subscriber agreement for the instance.
	
	

	UC26-6:  User enters a new condition for the subscriber agreement for the instance.
	
	

	UC26-7:  User clicks save and Add Another.
	UC26-8:  Refreshes the page with the new condition added to the Conditions table.
	

	UC26-9:  User clicks the up or down arrow in the Order column of the Condition table to place the condition in the proper order for display on the subscriber agreement for the instance.
	UC26-10:  Refreshes the page with the new condition moved up or down in the Conditions table.
	

	UC26-11:  User clicks Save. 
	UC26-12:  Verifies that all required entries are complete and validations passed.
	

	
	UC26-13:  Displays the Confirm Edit Instance page.
	

	UC26-14:  User clicks Confirm.
	UC26-15:  Displays the My Instances page with a message indicating the changes were saved. 
	


	Table 5-37.  Use Case 26 Alternates:  Customize Subscriber Agreement 



	Description
	Actor Action
	System Response 

	Delete Condition. 
	UC26-6 Alternate 1:  User clicks the delete icon next to an existing Condition.
	UC26-7 Alternate 1:  Refreshes the page with the selected row deleted from the Conditions table.

	Alternate selection on the Confirm Edit Instance page.
	UC26-11 Alternate 1:  User clicks Cancel.
	UC26-12 Alternate 1: Discards any edits and displays the Edit Instance page.


5.3.2.6 Approve Internal Administrators
	Table 5-38.  Use Case 27:  Approve Internal Administrators



	Actor Action
	System Response 
	Notes

	UC27-1:  User clicks the Update icon in the row associated with the instance to be modified.
	UC27-2:  Displays the Edit Instance page. 

(See Figure B-6)
	Assumes the user has the System Administrator role and successfully logged in to NetDMR.

	UC27-3:  User scrolls down to the Internal Administrator section.
	
	

	UC27-4:  User selects an internal user.
	
	

	UC27-5:  User clicks Add.
	UC27-6:  Refreshes the page with the selected user added to the Internal Administrator table.
	

	UC27-7:  User clicks Save. 
	UC27-8:  Verifies that all required entries are complete and validations passed.
	

	
	UC27-9:  Displays the Confirm Edit Instance page.
	

	UC27-10:  User clicks Confirm.
	UC27-11:  Displays the My Instances page with a message indicating the changes were saved. 
	


	Table 5-39.  Use Case 27 Alternates:  Approve Internal Administrators 



	Description
	Actor Action
	System Response 

	Delete Internal Administrator.
	UC27-4 Alternate 1:  User clicks the delete icon next to an existing Internal Administrator.
	UC27-5 Alternate 1:  Refreshes the page with the selected row deleted from the Internal Administrator table.

	Alternate selection on the Confirm Edit Instance page.
	UC27-10 Alternate 1:  User clicks Cancel.
	UC27-11 Alternate 1: Discards any edits and displays the Edit Instance page.


5.3.2.7 Delete Instance

	Table 5-40.  Use Case 28:  Delete Instance 



	Actor Action
	System Response 
	Notes

	UC28-1:  User clicks the Delete icon in the row associated with the instance to be deleted.
	UC28-2:  Displays the Confirm Delete Instance page. 

(See Figure B-10)
	Assumes the user has the System Administrator role and successfully logged in to NetDMR.

	UC28-3:  User clicks Confirm. 
	UC28-4:  Displays the My Instances page with a message indicating the instance was deleted.  The Instances table no longer includes the deleted instance. 
	


	Table 5-41.  Use Case 28 Alternates:  Delete Instance 

	Description
	Actor Action
	System Response 

	Alternate selection on the Delete Instance page.
	UC28-3 Alternate 1:  User clicks Cancel.
	UC28-4 Alternate 1: Ends the delete process without removing the instances and displays the Manage Instances page.


5.3.2.8 View and Modify Scheduled Instance Downtime

	Table 5-42.  Use Case 29:  View and Modify Scheduled Instance Downtime



	Actor Action
	System Response 
	Notes

	UC29-1:  User clicks Downtime under the Manage menu.
	UC29-2:  Displays the Manage Instance Downtime Schedule page. 

(See Figure B-11)
	Assumes the user has the System Administrator role and successfully logged in to NetDMR.

	UC29-3:  User clicks the Update icon in the row of interest. 
	UC29-4:  Displays the Update Downtime page. 

(See Figure B-13)
	

	UC29-5:  User makes modifications as needed and clicks Save. 
	UC29-6:  Verifies that all required entries are complete and validations passed.


	

	
	UC29-7:  Displays Confirm Schedule Downtime page
	

	UC29-8:  User clicks Confirm.
	UC29-9:  Displays the Instance Downtime Schedule page with a message indicating the changes were saved
	


	Table 5-43.  Use Case 29 Alternates:  View and Modify Scheduled Instance Downtime



	Description
	Actor Action
	System Response 

	Delete Scheduled Downtime.
	UC29-3 Alternate 1:  User clicks the delete icon in the row of interest.
	UC29-4 Alternate 1:  Displays Confirm Delete Downtime page.

	
	UC29-5 Alternate 1:  User clicks Confirm
	UC29-6 Alternate 1:  Displays the Instance Downtime Schedule page with a message indicating the downtime was deleted. 

	Alternate selection on the Update Downtime page.
	UC29-5 Alternate 1:  User clicks Cancel.
	UC24-5 Alternate 1: Discards any changes and displays the Instance Downtime Schedule page.

	Update Downtime verification or validation fails. 
	UC29-6 Alternate 1:  Verification that all required entries are complete fails or validations fail.


	UC29-7 Alternate 1:  Refreshes the Update Downtime page with a message that verification/validation failed an indication of what must be corrected.

	Alternate selection on the Confirm Downtime Schedule page.
	UC29-8 Alternate 2:  User clicks Cancel.
	UC29-7 Alternate 2:  Returns the user to the Schedule Downtime page.


5.3.2.9 Schedule Instance Downtime

	Table 5-44.  Use Case 30:  Schedule Instance Downtime



	Actor Action
	System Response 
	Notes

	UC30-1:  User clicks Downtime under the Manage menu.
	UC30-2:  Displays the Manage Instance Downtime Schedule page. 

(See Figure B-11)
	Assumes the user has the System Administrator role and successfully logged in to NetDMR.

	UC30-3:  User clicks Schedule Another Downtime. 
	UC30-4:  Displays the Schedule Downtime page. 

(See Figure B-12)
	

	UC30-5:  User makes entries and selections and clicks Save. 
	UC30-6:  Verifies that all required entries are complete and validations passed.
	

	
	UC30-7:  Displays Confirm Schedule Downtime page
	

	UC30-8:  User clicks Confirm.
	UC30-9:  Displays the Instance Downtime Schedule page with a message indicating the scheduled downtime has been created.
	


	Table 5-45.  Use Case 30 Alternates:  Schedule Instance Downtime



	Description
	Actor Action
	System Response 

	Alternate selection on the Schedule Downtime page.
	UC30-5 Alternate 1:  User clicks Cancel.
	UC24-5 Alternate 1: Discards any changes and displays the Instance Downtime Schedule page.

	Schedule Downtime verification or validation fails. 
	UC30-6 Alternate 1:  Verification that all required entries are complete fails or validations fail.
	UC30-7 Alternate 1:  Refreshes the Schedule Downtime page with a message that verification/validation failed an indication of what must be corrected.

	Alternate selection on the Confirm Schedule Downtime page.
	UC30-8 Alternate 1:  User clicks Cancel
	UC30-9 Alternate 1:  Returns the user to the Schedule Downtime page.


5.3.2.10 View and Edit Installation Settings

	Table 5-46.  Use Case 31:  View and Edit Installation Settings 


	Actor Action
	System Response 
	Notes

	UC31-1:  User clicks Settings under the Manage menu.
	UC31-2:  Displays the View Settings page. 

(See Figure B-14)
	Assumes the user has the System Administrator role and successfully logged in to NetDMR.

	UC31-3:  User clicks Edit Settings. 
	UC31-4:  Displays the Edit Settings page. 

(See Figure B-15)
	

	UC31-5:  User makes entries and selections and clicks Save. 
	UC31-6:  Verifies that all required entries are complete and validations passed.


	

	
	UC31-7:  Displays the Confirm Setting Changes page.
	

	UC31-8:  User clicks Confirm. 

	UC31-9:  Displays the Manage Settings page with a message indicating the changes have been saved.
	


	Table 5-47.  Use Case 31 Alternates:  View and Edit Installation Settings


	Description
	Actor Action
	System Response 

	Alternate selection on the Edit Settings page.
	UC31-5 Alternate 1:  User clicks Cancel.
	UC31-6 Alternate 1: Discards any changes and displays the View Settings page.

	Alternate selection on the Confirm Settings Changes page
	UC31-8 Alternate 1:  User clicks Cancel
	UC31-9:  Returns the user to the Edit Settings page. 

	Edit Settings verification or validation fails. 
	UC31-6 Alternate 1:  Verification that all required entries are complete fails or validations fail.
	UC31-7 Alternate 1:  Refreshes the Edit Settings page with a message that verification/validation failed an indication of what must be corrected.


5.4 User Interface– Internal Administrator


Representative prototype pages were developed for the NetDMR Internal Administrator User Interface and are presented in Appendix C.  Detailed information for each page, including:  page elements, options available for multi-selection boxes, validations, and error messages for validation failures are also provided. The prototype can also be reviewed in electronic format at:   

http://www2.ergweb.com/projects/netdmr/stakeholders/docs/internaladmin/‌prototype/internaladmin/int_admin_home.html

These prototype pages were developed for illustrative purposes only, and include sample data.  The information displayed may not reflect actual or realistic data.  In addition, the layout, style, and content of the prototype pages may be revised during development to improve consistency and flow, or to address discrepancies between code requirements and the interface design.  Any significant recommended changes to prototype pages will be forwarded to ECOS for approval prior to being implemented.  
5.4.1 Navigation Hierarchy – Internal Administrator

Figure 5-3 provides the navigation hierarchy for Internal Administrator functionality.  Note that confirmation and error pages are not shown.
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Figure 5-3.  InternalAdministrator Navigation Hierarchy
5.4.2 User Function Categories – Internal Administrator

Use cases for the NetDMR Internal Administrator interface are described in this section.  Each case is presented in a table format, describing the action of the actor (i.e., user) and the response of the system (i.e., NetDMR application).  Each use case step is labeled.  In general, a reference to the prototyped page shown in Appendix C that supports the first step of the use case is provided.  Subsequent prototyped pages can be found using the information provided in Appendix C.  A table summarizing use case alternate scenarios is also provided if appropriate.  The alternate scenario tables include a short description, the alternate actor action, and the alternate system response.  Alternate scenarios are linked to the primary use case by step number.   Note that uses cases for Common functionality described in Section 5.2 are not repeated in this section.

5.4.2.1 View and Edit Instance Settings

	Table 5-48.  Use Case 32:  View and Edit Instance Settings 


	Actor Action
	System Response 
	Notes

	UC32-1:  User opens browser.
	Not applicable.
	

	UC32-2:  User enters NetDMR URL.
	UC32-3:  Displays the NetDMR Login page. 


	

	UC32-4:  User Login in to NetDMR 
	UC32-5:  Displays the Internal Administrator Home page. 

(See Figure C-1)
	Assumes the user has the Internal Administrator role and successfully logged in to NetDMR.

	UC32-6:  User clicks Instances under the Manage menu.
	UC32-7:  Displays the Manage Instance page. 

(See Figure C-4)
	Assumes the user has the Internal Administrator role and successfully logged in to NetDMR.

	UC32-8:  User clicks Edit. 
	UC32-9:  Displays the Edit Instance page. 

(See Figure C-5)
	

	UC32-10:  User makes entries and selections and clicks Save. 
	UC32-11:  Verifies that all required entries are complete and validations passed.


	

	
	UC32-12:  Displays Confirm Instance Edits page.
	

	UC32-13:  User clicks Confirm.
	UC32-14:  Displays the Manage Instance page with a message indicating the changes have been saved.
	


	Table 5-48a.  Use Case 32 Alternates:  View and Edit Instance Settings


	Description
	Actor Action
	System Response 

	Alternate selection on the Edit Instance page.
	UC32-10 Alternate 1:  User clicks Cancel.
	UC32-11 Alternate 1: Discards any changes and displays the Manage Instance page.

	Edit Instance verification or validation fails. 
	UC32-11 Alternate 1:  Verification that all required entries are complete or validations fail.
	UC32-12 Alternate 1:  Refreshes the Edit Instance page with a message that verification/validation failed an indication of what must be corrected.

	Alternate selection on the Confirm Instance Edits page.
	UC32-13 Alternate 1:  User clicks Cancel.
	UC32-11 Alternate 1: Returns the user to the Instance Edits page.


5.4.2.2 Approve/Deny Pending Internal User Access Requests from the Internal Administrator Home Page

	Table 5-49.  Use Case 33:  Approve/Deny Pending Internal User Access Requests from the Internal Administrator Home Page


	Actor Action
	System Response 
	Notes

	UC33-1:  User logs in to NetDMR. 
	UC33-2:  Displays the Internal Administrator Home page. 

(See Figure C-1)
	Assumes the user has the Internal Administrator role and successfully logged in to NetDMR.

	UC33-3:  User scrolls down to the Pending Access Requests section of the page and locates the Pending Access Requests – Internal table.
	
	

	UC33-4:  User clicks to check the Approve checkbox in the row for a specific user. 
	
	

	UC33-5:  User clicks Save.
	UC33-6:  Displays Confirm Access Request Changes page.
	

	UC33-7:  User clicks Confirm.
	UC33-8:  Displays the Confirm Access Requests page with a message indicating the access rights have been updated and emails the user a notification of the access rights change
	


	Table 5-50.  Use Case 33a Alternates:  Approve/Deny Pending Internal User Access Requests from the Internal Administrator Home Page


	Description
	Actor Action
	System Response 

	Deny internal user access request.
	UC33-4 Alternate 1:  User clicks to check the Deny checkbox in the row for a specific user and enters a reason for the denial in the Comment column.
	UC33-6:  Emails the requesting user indicating that his/her internal access request was denied and the reason for denial entered by the Internal Administrator.

	View User Details. 
	UC33-4 Alternate 2:  User clicks the View Details icon in a row for a specific user.
	UC33-5 Alternate 1:  System Displays the View User Account Details page.

	Alternate selection on the Confirm Access requests page.
	UC33-7 Alternate 1:  User clicks Cancel.
	UC33-8 Alternate 1: Returns the user to the Internal Administrator Home page.


5.4.2.3 Manage Signatory Requests from the Internal Administrator Home Page

	Table 5-51.  Use Case 34:  Manage Signatory Requests from the Internal Administrator Home Page


	Actor Action
	System Response 
	Notes

	UC34-1:  User logs in to NetDMR. 
	UC34-2:  Displays the Internal Administrator Home page.
(See Figure C-1)
	Assumes the user has the Internal Administrator role and successfully logged in to NetDMR.

	UC34-3:  User scrolls down to the Pending Access Requests section of the page and locates the Pending Access Requests – External Signatory table.
	
	

	UC34-4:  User clicks the icon in the Approve or Deny column for a specific user.
	UC34-5:  Displays the Process Subscriber Agreement page for the permit ID associated with the user selected in the table.  

(See Figure C-18)
	

	UC34-6:  User scrolls down to the Signatory Requests section of the page.
	
	

	UC34-7:  User clicks to check the Approve checkbox in the row for a specific Permit ID. 
	
	

	UC34-8:  User clicks Save
	UC34-9:  Displays the Confirm  Subscriber Agreement Responses page
	

	UC34-10:  User clicks Confirm. 
	UC34-11:  Displays the Internal Administrator Home page with a message indicating that the response to the Signatory Request was saved.
	

	
	UC34-12:  NetDMR will log the date/time of the signatory role grant, the user account to which the role was granted, the permit ID, the subscriber agreement number (if applicable), and the Internal Administrator that assigned the role
	


	Table 5-52.  Use Case 34 Alternates:  Manage Signatory Requests from the Internal Administrator Home Page


	Description
	Actor Action
	System Response 

	View User Details. 
	UC34-4 Alternate 1:  User clicks the View Details icon in a row for a specific user.
	UC34-5 Alternate 1:  Displays the View User Account Details page.

	Deny signatory access request.
	UC34-7 Alternate 1:  User clicks to check the Deny checkbox in the row for a specific user and enters a reason for the denial in the Comment column.
	UC34-12:  Emails the user indicating that his/her signatory access request was denied and the reason for denial entered by the Internal Administrator. 

	View User Details. 
	UC34-4 Alternate 2:  User clicks the View Details icon in a row for a specific user.


	UC34-5 Alternate 1:  System Displays the View User Account Details page.

	Alternate selection on the Process Subscriber Agreement page.
	UC34-8 Alternate 1:  User clicks Cancel.
	UC34-9 Alternate 1: Discards any changes and displays the Internal Administrator home page.


5.4.2.4 Approve/Deny Pending External User Read or Edit Access Requests from the Internal Administrator Home Page

	Table 5-53.  Use Case 35:  Approve/Deny Pending External User Read or Edit Access Requests from the Internal Administrator Home Page


	Actor Action
	System Response 
	Notes

	UC35-1:  User is notified that Permit Administrator needs assistance approving or denying a specific external user read or write access request.
	
	

	UC35-2:  User logs in to NetDMR. 
	UC35-3:  Displays the Internal Administrator Home page 

(See Figure C-1)
	Assumes the user has the Internal Administrator role and successfully logged in to NetDMR.

	UC35-4:  User scrolls down to the Pending Access Requests section of the page and locates the Pending Access Requests – External table.
	
	

	UC35-5:  User locates the external user for which assistance is needed and clicks to check the Approve checkbox in the row for the user and enters reason for approving the request. 
	
	

	UC35-6:  User clicks Save.
	UC35-7:  Displays the Confirm Access Requests Changes page 
	

	UC35-8:  User clicks Confirm.
	UC35-9:  Displays the Internal Administrator Home page with a message indicating the access rights have been updated.  
	


	Table 5-54.  Use Case 35 Alternates:  Approve/Deny Pending External User Read or Edit Access Requests from the Internal Administrator Home Page Access Requests from the Internal Administrator Home Page


	Description
	Actor Action
	System Response 

	Deny external user access request.
	UC35-5 Alternate 1:  User locates the external user for which assistance is needed and clicks to check the Deny checkbox in the row for the user and enters a reason for the denial in the Comment column.
	UC35-8:  Emails the user and Permit Administrator indicating that his/her read or write access request was denied and the reason for denial entered by the Internal Administrator.

	View User Details. 
	UC35-5 Alternate 2:  User clicks the View Details icon in a row for a specific user.
	UC35-6 Alternate 1:  System Displays the View User Account Details page.

	Alternate selection on the Confirm Access Requests Changes page.
	UC35-8 Alternate 1:  User clicks Cancel.
	UC35-9 Alternate 1: Discards any changes and displays the Internal Administrator home page.


5.4.2.5 Search and View CORs

	Table 5-55.  Use Case 36:  Search and View CORs



	Actor Action
	System Response 
	Notes

	UC36-1:  User logs in to NetDMR. 
	UC36-2:  Displays the Internal Administrator Home page. 

(See Figure C-1)
	Assumes the user has the Internal Administrator role and successfully logged in to NetDMR.

	UC36-3:  User enters criteria on the Search CORs tab and clicks Search.
	UC36-4:  Creates a query statement and searches for CORs that match ALL entered criteria.
	

	
	UC36-5:  Displays the COR Search Results page with information for the CORs that match ALL search criteria.

(See Figure C-10)
	

	UC36-6:  User clicks the icon in the View COR column for the row of interest.

(alternates are:  refine search, new search, download selected) 
	UC36-7:  Displays the View COR Details page.

(See Figure C-26)
	

	UC36-8:  User clicks Print Friendly View option.

Options:  print friendly view, verify signature, repudiate, cancel
	UC36-9:  Displays Printer Friendly view of COR.
	

	UC36-10:  User clicks Print to print COR with their local printer.


	
	


	Table 5-56.  Use Case 36 Alternates:  Search and View CORs



	Description
	Actor Action
	System Response 

	Refine Search
	UC36-5 Alternate 1-1:  User clicks Refine Search.

(See Figure C-11)
	UC36-6 Alternate 1-1:  Displays the Refine Search tab with previously entered search criteria populated.

	
	UC36-5 Alternate 1-2:  User enters criteria and clicks Search.
	UC36-6 Alternate 1-2:  Creates a query statement and searches for CORs that match ALL entered revised criteria. 

	
	
	UC36-6 Alternate 1-3:  Refreshes the COR Search Results page with the information for the refined list of CORs that match the combined original and refined search criteria.

	New Search
	UC36-5 Alternate 2-1:  User clicks New Search.
	UC36-6 Alternate 2-1:  Displays the New Search tab with search criteria reset.

	
	UC36-5 Alternate 2-2:  User enters search criteria and clicks Search.
	UC36-6 Alternate 2-2:  Creates a query statement and searches the full set of available CORs for those that match ALL entered search criteria. 

	
	
	UC36-6 Alternate 2-3:  Refreshes the COR Search Results page with information for the new list of CORs that match ALL search criteria.

	Download CORs.
	See UC-37. 
	See UC-37.

	Verify COR Signature.
	See UC-38.
	See UC-38.

	Repudiate COR.
	See UC-39.
	See UC-39.


5.4.2.6 Download CORs

	Table 5-57.  Use Case 37:  Download CORs



	Actor Action
	System Response 
	Notes

	UC37-1:  User logs in to NetDMR. 
	UC37-2:  Displays the Internal Administrator Home page. 


	Assumes the user has the Internal Administrator role and successfully logged in to NetDMR.

	UC37-3:  User enters criteria on the Search CORs tab and clicks Search.
	UC37-4:  Creates a query statement and searches for CORs that match ALL entered criteria.
	

	
	UC37-5:  Displays the COR Search Results page with the list of CORs that match the ALL search criteria.

(See Figure C-10)
	

	UC37-6:  User clicks to check one or more checkboxes in the Download column for specific CORs.
	
	

	UC37-7:  User clicks the Download Selected CORs icon.  
	UC37- 8: Checks whether more than 10 CORs selected.  If more than 10 CORs selected, displays message indicating that the 10 CORs with the most recent date/timestamp will be downloaded.
	

	
	UC37-9:  Zips selected COR files and attachments and makes the zip file available.
	

	
	UC37-10:  Displays dialog box for user to save the zip file.
	

	UC37-11:  User clicks Save
	UC37-12:  Displays Save As dialog box
	

	UC37-13:  Uses navigates to folder on a local resource in which to save file.
	
	

	UC37-14:  User edits file name, if desired, and clicks Save. 
	UC37-15:  Copies zip file to selected location.
	

	
	UC37-16:  Returns to the display of the COR Search Results page with information for the CORs that match ALL search criteria
	


	Table 5-58.  Use Case 37 Alternates:  Download CORs



	Description
	Actor Action
	System Response 

	Access Download CORs functionality from the Search menu 
	UC37-3 Alternate 1-1:  User clicks CORs under the Search Menu.
	UC37-4 Alternate 1-1:  Displays the Search CORs page.

	
	
	UC37-4 Alternate 1-1:  Creates a query statement and searches for CORs that match ALL entered criteria.

	
	UC37-3 Alternate 1-2:  User enters criteria and clicks Search.
	UC37-4 Alternate 1-2:  Creates a query statement and searches for CORs that match ALL entered criteria.

	Cancel Download processes
	UC37-14 Alternate 1:  User clicks Cancel.
	UC37-15 Alternate 1:  System Cancels Download and returns to the display of the COR Search Results page with information for the CORs that match ALL search criteria.

	Refine Search
	See Use Case 36.
	See Use Case 36.

	New Search
	See Use Case 36.
	See Use Case 36.

	Verify COR Signature
	See Use Case 38.
	See Use Case 38.

	Repudiate COR
	See Use Case 39.
	See Use Case 39.


5.4.2.7 Verify COR Signature

	Table 5-59.  Use Case 38:  Verify COR Signature



	Actor Action
	System Response 
	Notes

	UC38-1:  User logs in to NetDMR. 
	UC38-2:  Displays the Internal Administrator Home page 
	Assumes the user has the Internal Administrator role and successfully logged in to NetDMR.

	UC38-3:  User enters criteria on the Search CORs tab and clicks Search.
	UC38-4:  Creates a query statement and searches for CORs that match ALL entered criteria.
	

	
	UC38-5:  Displays the COR Search Results page with the list of CORs that match the ALL search criteria.

(See Figure C-10)
	

	UC38-6:  User clicks the icon in the View COR column for a COR of interest.
	UC38-7:  Displays the View COR Details page.

(See Figure C-26)
	

	UC38-8:  User clicks Verify Signature.
(See Figure C-27)  
	UC38-9: The COR stored in the database is resigned using the NetDMR signing certificate. The newly generated signature is compared against the previously generated signature stored in the database.
	

	
	UC38-10:  Displays Verify COR signature page with a message indicating whether the signature was successfully verified.
	


	Table 5-60.  Use Case 38 Alternates:  Verify COR Signature



	Description
	Actor Action
	System Response 

	Access Verify COR Signature functionality from the Search menu 
	UC38-3 Alternate 1-1:  User clicks CORs under the Search Menu.
	UC38-4 Alternate 1-1:  Displays the Search CORs page.

	
	
	UC38-4 Alternate 1-1:  Creates a query statement and searches for CORs that match ALL entered criteria.

	
	UC38-3 Alternate 1-2:  User enters criteria and clicks Search.
	UC38-4 Alternate 1-2:  Creates a query statement and searches for CORs that match ALL entered criteria.

	Refine Search
	See Use Case 36.
	See Use Case 36.

	New Search
	See Use Case 36.
	See Use Case 36.

	Download CORs
	See Use Case 37.
	See Use Case 38.

	Repudiate
	See Use Case 39.
	See Use Case 39.


5.4.2.8 Repudiate COR

	Table 5-61.  Use Case 39:  Repudiate COR 



	Actor Action
	System Response 
	Notes

	UC39-1:  User is contacted by a signatory about the need to repudiate a COR.
	
	

	UC39-2:  User logs in to NetDMR.
	UC39-3:  Displays the Internal Administrator Home page. 


	Assumes the user has the Internal Administrator role and successfully logged in to NetDMR.

	UC39-4:  User enters criteria on the Search CORs tab and clicks Search.
	UC39-5:  Creates a query statement and searches for CORs that match ALL entered criteria.
	

	
	UC39-6:  Displays the COR Search Results page with the list of CORs that match the ALL search criteria.

(See Figure C-10)
	

	UC39-7:  User clicks the icon in the View COR column for a COR of interest.
	UC39-8:  Displays the View COR Details page.

(See Figure C-26)
	

	UC39-9:  User clicks Repudiate.  
	UC39-10: Displays the Repudiate COR page. 

(See Figure C-28)
	

	UC39-11:  User clicks Submit and enters a reason for why the COR is being repudiated.
	UC39-12:  Displays a confirmation page that requires the user to verify the intent to repudiate the COR.
	

	
	UC39-13: System marks the COR 
	

	UC39-14: User Clicks Confirm
	UC39-15:  System marks the COR as repudiated. The DMR will be deleted from the NPDES system during the next submission to CDX. Displays the COR Search Results page with a message indicating that the selected COR was repudiated.
	


	Table 5-62.  Use Case 39 Alternates:  Repudiate COR



	Description
	Actor Action
	System Response 

	Access Verify COR Signature functionality from the Search menu 
	UC39-4 Alternate 1-1:  User clicks CORs under the Search Menu.
	UC39-5 Alternate 1-1:  Displays the Search CORs page.

	
	
	UC39-5 Alternate 1-1:  Creates a query statement and searches for CORs that match ALL entered criteria.

	
	UC39-4 Alternate 1-2:  User enters criteria and clicks Search.
	UC39-5 Alternate 1-2:  Creates a query statement and searches for CORs that match ALL entered criteria.

	Refine Search
	See Use Case C36.
	See Use Case 36.

	New Search
	See Use Case 36.
	See Use Case 36.

	Download CORs
	See Use Case 37.
	See Use Case 38.

	Repudiate
	See Use Case 39.
	See Use Case 39.


5.4.2.9 Search and View Permits

	Table 5-63.  Use Case 40:  Search and View Permits



	Actor Action
	System Response 
	Notes

	UC40-1:  User logs in to NetDMR. 
	UC40-2:  Displays the Internal Administrator Home page 
	Assumes the user has the Internal Administrator role and successfully logged in to NetDMR.

	UC40-3:  User clicks on the Permit ID tab.
	UC40-4:  Displays Permit ID search tab.
	

	UC40-5:  User enters criteria on the Search Permit ID tab and clicks Search.
	UC40-6:  Creates a query statement and searches for Permit ID that match the complete Permit ID.
	

	
	UC40-7:  Displays the View Permit Details page for the matching permit ID.  
	


	Table 5-64.  Use Case 40 Alternates:  Search and View Permits



	Description
	Actor Action
	System Response 

	Access Permit ID from Search Menu
	UC40-3 Alternate 1-1:  User clicks Permit ID under the Search menu.

(See Figure C-12)
	UC40-4:  Displays Permit ID search page.

	Permit ID not found 
	
	UC40-6 Alternate 1:  refreshes permit ID Search page or tab with a message indicating that the Permit ID was not found.  


5.4.2.10 Manage Signatory Requests from the View Permit Details Page


	Table 5-65.  Use Case 41:  Manage Signatory Requests from the View Permit Details Page


	Actor Action
	System Response 
	Notes

	UC41-1:  User logs in to NetDMR. 
	UC41-2:  Displays the Internal Administrator Home page 
	Assumes the user has the Internal Administrator role and successfully logged in to NetDMR.

	UC41-3:  User clicks on the Permit ID tab or clicks Permit ID under the Search menu.
	UC41-4:  Displays Permit ID search tab or Permit ID search page.

(See Figure C-12)
	

	UC41-5:  User enters criteria on the Search Permit ID tab and clicks Search.
	UC41-6:  Creates a query statement and searches for Permit ID that match the complete Permit ID.
	

	
	UC41-7:  Displays the View Permit Details page for the matching permit ID.  
	

	UC41-8:  User scrolls down to the Pending Access requests – Signatory section of the page 
	
	

	UC41-9:  User clicks the icon in the Approve or Deny column for a specific user.
	UC41-10:  Displays the Process Subscriber Agreement page for the displayed permit and the user selected in the table.  

(See Figure C-7)
	

	UC41-11:  User scrolls down to the Signatory Requests section of the page.
	
	

	UC41-12:  User clicks to check the Approve checkbox in the row for a specific Permit ID. 
	
	

	UC41-13:  User clicks Save
	UC41-14:  Displays the Confirm  Subscriber Agreement Responses page
	

	UC41-15:  User clicks Confirm. 
	UC41-16:  Displays the View Permit Details page with a message indicating that the response to the Signatory Request was saved send an email notification of approval to the signatory.
	


	Table 5-66.  Use Case 41 Alternates:  Manage Signatory Requests from the View Permit Details Page


	Description
	Actor Action
	System Response 

	Permit ID not found 
	
	UC41-7 Alternate 1:  Refreshes permit ID Search page or tab with a message indicating that the Permit ID was not found.  

	Deny signatory access request.
	UC41-12 Alternate 1:  User clicks to check the Deny checkbox in the row for a specific user and enters a reason for the denial in the Comment column.
	UC41-16: Alternate 1:  Emails the user indicating that his/her signatory access request was denied and the reason for denial entered by the Internal Administrator. 

	
	
	UC41-17:  Displays the View Permit Details page with a message indicating that the response to the Signatory Request was saved.

	Alternate selection on the Process Subscriber Agreement page.
	UC41-15 Alternate 1:  User clicks Cancel.
	UC41-16 Alternate 1: Discards any changes and displays the View Permit Details page.


5.4.2.11 Approve/Deny Pending External User Read or Edit Access Requests from the View Permit Details Page
	Table 5-67.  Use Case 42:  Approve/Deny Pending External User Read or Edit Access Requests from the from the View Permit Details Page


	Actor Action
	System Response 
	Notes

	UC42-1:  User is notified that Permit Administrator needs assistance approving or denying a specific external user read or write access request.
	
	

	UC42-2:  User logs in to NetDMR. 
	UC42-3:  Displays the Internal Administrator Home page 
	Assumes the user has the Internal Administrator role and successfully logged in to NetDMR.

	UC42-4:  User clicks on the Permit ID tab or clicks Permit ID under the Search menu.
	UC42-5:  Displays Permit ID search tab or Permit ID search page.

(See Figure C-12)
	

	UC42-6:  User enters criteria on the Search Permit ID tab and clicks Search.
	UC42-7:  Creates a query statement and searches for Permit ID that match the complete Permit ID.
	

	
	UC42-8:  Displays the View Permit Details page for the matching permit ID.  
	

	UC42-9:  User scrolls down to the Pending Access Requests section of the page and locates the Pending Access Requests – External table.
	
	

	UC42-10:  User locates the external user for which assistance is needed and clicks to check the Approve checkbox in the row for the user and enters the reason the user is handling the request. 
	
	

	UC42-11:  User clicks Save.
	UC42-12:  Displays the Confirm Access Request Changes page.
	

	UC42-13:  User clicks Confirm.
	UC42-14:  Displays the View Permit Details page with a message indicating the access rights have been updated.  Emails the user indicating that his/her read or write access request was approved.
	


	Table 5-68.  Use Case 42 Alternates:  Approve/Deny Pending External User Read or Edit Access Requests from the View Permit Details Page


	Description
	Actor Action
	System Response 

	Deny external user access request.
	UC42-10 Alternate 1:  User locates the external user for which assistance is needed and clicks to check the Deny checkbox in the row for the user and enters a reason for the denial in the Comment column.
	UC42-12 Alternate 1:  Emails the user indicating that his/her read or write access request was denied and the reason for denial entered by the Internal Administrator.

	Alternate selection on the Confirm Access Request Changes page.
	UC42-13 Alternate 1:  User clicks Cancel.
	UC41-14 Alternate 1: Discards any changes and displays the View Permit Details page.


5.4.2.12 Search and View Users

	Table 5-69.  Use Case 43:  Search and View Users



	Actor Action
	System Response 
	Notes

	UC43-1:  User logs in to NetDMR. 
	UC43-2:  Displays the Internal Administrator Home page 
	Assumes the user has the Internal Administrator role and successfully logged in to NetDMR.

	UC43-3:  User clicks on the Users ID tab.
	UC43-4:  Displays the Users search tab.
	

	UC43-5:  User enters criteria on the Search Users tab and clicks Search.
	UC43-6:  Creates a query statement and searches for Users that match ALL entered criteria.
	

	
	UC43-7:  Displays the User Search Results page with information for the Users that match ALL search criteria.

(See Figure C-15)
	

	UC43-8:  User clicks the icon in the View column for the row of interest.
	UC43-9:  Displays the View User Account Details page.
	


	Table 5-70.  Use Case 43 Alternates:  Search and View Users



	Description
	Actor Action
	System Response 

	Access Users from Search Menu
	UC43-3 Alternate 1-1:  User clicks Users under the Search menu.

(See Figure C-14)
	UC43-4:  Displays Search Users page.

	User not found 
	
	UC43-6 Alternate 1:  Refreshes Users Search page or tab with a message indicating that a matching user was not found.  

	Refine Search
	UC43-8 Alternate 1-1:  User clicks Refine Search.
	UC43-9 Alternate 1-1:  Displays the Refine Search tab with previously entered search criteria populated.

	
	UC43-8 Alternate 1-2:  User enters criteria and clicks Search.
	UC43-9 Alternate 1-2:  Creates a query statement and searches for CORs that match ALL entered revised criteria.

	
	
	UC43-9 Alternate 1-3:  Refreshes the Search Results page with the information for the refined list of users that match the combined original and refined search criteria.

	New Search
	UC43-8 Alternate 2-1:  User clicks New Search.
	UC43-8 Alternate 2-1:  Displays the New Search tab/popup with search criteria reset.

	
	UC46-8 Alternate 2-2:  User enters search criteria and clicks Search.
	UC43-8 Alternate 2-2:  Creates a query statement and searches the full set of users for those that match ALL entered search criteria. 

	
	
	UC43-8 Alternate 2-3:  Refreshes the Users Search Results page with information for the new list of users that match ALL search criteria.


5.4.2.13 Edit User Account Information

	Table 5-71.  Use Case 44:  Edit User Account Information



	Actor Action
	System Response 
	Notes

	UC44-1:  User logs in to NetDMR. 
	UC44-2:  Displays the Internal Administrator Home page 
	Assumes the user has the Internal Administrator role and successfully logged in to NetDMR.

	UC44-3:  User clicks on the Users tab or Users under the Search menu.
	UC44-4:  Displays the Users search tab or Search Users page.

(See Figure C-12)
	

	UC44-5:  User enters criteria and clicks Search.
	UC44-6:  Creates a query statement and searches for Users that match ALL entered criteria.
	

	
	UC44-7:  Displays the User Search Results page with information for the Users that match ALL search criteria.

(See Figure C-15)
	

	UC44-8:  User clicks the icon in the Edit column for the row of interest.
	UC44-9:  Displays the Edit User Account page.

(See Figure C-17)
	

	UC44-10:  User makes any desired edits and clicks Save All Changes.
	UC44-11:  Verifies all changes and performs validations.
	

	
	UC44-12:  Displays Confirm User account changes page.
	

	UC44-13:  User clicks Confirm
	UC44-14:  Saves changes and displays User Search Results page with a message indicating that the user account edits were saved.  
	


	Table 5-72.  Use Case 44 Alternates:  Edit User Account Information



	Description
	Actor Action
	System Response 

	User cancels edit process.
	UC44-10 Alternate 1:  User clicks Cancel.
	UC44-11 Alternate 1:  Discards all changes and returns to the User Search Results page.

	User does not confirm edits. 
	UC44-13 Alternate 1:  User clicks Cancel.
	UC44-14 Alternate 1:  Returns to the Edit User Account page.

	Verification/validation fails. 
	
	UC44-12 Alternate 1:  Displays the Edit User Account page with a message indicating the validation/verification failed and an indication of the changes needed.


5.4.2.14 Lock or Unlock a User Account

	Table 5-73.  Use Case 45:  Lock or Unlock a User Account 



	Actor Action
	System Response 
	Notes

	UC45-1:  User logs in to NetDMR. 
	UC45-2:  Displays the Internal Administrator Home page 
	Assumes the user has the Internal Administrator role and successfully logged in to NetDMR.

	UC45-3:  User clicks on the Users ID tab or Users under the Search menu.
	UC45-4:  Displays the Users search tab or Search Users page.
	

	UC45-5:  User enters criteria and clicks Search.
	UC45-6:  Creates a query statement and searches for Users that match ALL entered criteria.
	

	
	UC45-7:  Displays the User Search Results page with information for the Users that match ALL search criteria.
	

	UC45-8:  User clicks the icon in the Edit column for the row of interest.
	UC45-9:  Displays the Edit User Account page.

(See Figure C-17)
	

	UC45-10:  Scroll down to the Account Status section of the page and click to check the box next to Lock or Unlock Account, and then click Save All Changes.
	UC45-11:  Verifies all changes and performs validations.
	

	
	UC45-12:  Displays Confirm User account changes page.
	

	UC45-13:  User clicks Confirm
	UC45-14:  Saves changes and displays User Search Results page with a message indicating that the user account edits were saved.  Emails the user indicating whether the account was locked or unlocked.
	


	Table 5-74.  Use Case 45 Alternates:  Lock or Unlock a User Account



	Description
	Actor Action
	System Response 

	User cancels lock/unlock process.
	UC45-10 Alternate 1:  User clicks Cancel.
	UC45-11 Alternate 1:  Discards all changes and returns to the User Search Results page.

	User does not confirm lock/unlock. 
	UC45-13 Alternate 1:  User clicks Cancel.
	UC45-14 Alternate 1:  Returns to the Edit User Account page.

	Verification/validation fails. 
	
	UC45-12 Alternate 1:  Displays the Edit User Account page with a message indicating the validation/verification failed and an indication of the changes needed.


5.4.2.15 Reset User Answers to One or More Secret Questions

	Table 5-75.  Use Case 46:  Reset User Answers to One or More Secret Questions


	Actor Action
	System Response 
	Notes

	UC46-1:  User contacts Internal Administrator and requests that the answers to one or more secret questions be reset. 
	
	

	UC46-2:  User logs in to NetDMR. 
	UC46-3:  Displays the Internal Administrator Home page 
	Assumes the user has the Internal Administrator role and successfully logged in to NetDMR.

	UC46-4:  User clicks on the Users ID tab or Users under the Search menu.
	UC46-5:  Displays the Users search tab or Search Users page.
	

	UC46-6:  User enters criteria and clicks Search.
	UC46-7:  Creates a query statement and searches for Users that match ALL entered criteria.
	

	
	UC46-8:  Displays the User Search Results page with information for the Users that match ALL search criteria.
	

	UC46-9:  User clicks the icon in the Edit column for the row of interest.
	UC46-10:  Displays the Edit User Account page.

(See Figure C-17)
	

	UC46-11:  User scrolls down to the Administrator Security Question section of the page and provide a response.
	
	

	UC46-12:  User clicks Save.
	UC46-13:  Displays the Confirm User Account Edits page.
	

	UC46-14:  User clicks Confirm
	UC46-15:  Saves changes and displays User Search Results page with a message indicating that the user account edits were saved.    Emails the user notification of the account edits.
	


	Table 5-76.  Use Case 46 Alternates:  Reset User Answers to One or More Secret Questions


	Description
	Actor Action
	System Response 

	User cancels reset process.
	UC46-12 Alternate 1:  User clicks Cancel.
	UC46-11 Alternate 1:  Discards all changes and returns to the User Search Results page.

	User does not confirm reset. 
	UC46-14 Alternate 1:  User clicks Cancel.
	UC46-14 Alternate 1:  Returns to the Edit User Account page.


5.4.2.16 Mange User Roles

	Table 5-77.  Use Case 47:  Manage User Roles


	Actor Action
	System Response 
	Notes

	UC47-1:  User logs in to NetDMR. 
	UC47-2:  Displays the Internal Administrator Home page 
	Assumes the user has the Internal Administrator role and successfully logged in to NetDMR.

	UC47-3:  User clicks on the Users ID tab or Users under the Search menu.
	UC47-4:  Displays the Users search tab or Search Users page.
	

	UC47-5:  User enters criteria and clicks Search.
	UC47-6:  Creates a query statement and searches for Users that match ALL entered criteria.
	

	
	UC47-7:  Displays the User Search Results page with information for the Users that match ALL search criteria.
	

	UC47-8:  User clicks the icon in the Edit column for the row of interest.
	UC47-9:  Displays the Edit User Account page.

(See Figure C-17)
	

	UC47-10:  Scroll down to the Permits and Roles section of the page and click Manage Roles
	UC47-11:  Displays the Manage Access Rights popup.
(See Figure C-28)
	

	UC47-12:  User clicks Save.
	UC47-13:  Closes the pop-up and displays the Edit User account page
	

	UC47-14:  User clicks Save.
	UC47-15:  Displays the Confirm User Account Edits page.
	

	UC47-16:  User clicks Confirm
	UC47-17:  Saves changes and displays User Search Results page with a message indicating that the user account edits were saved.  Emails the user notification of the account edits.
	

	
	UC47-17:  If a signatory role is removed, NetDMR will log the date/time the role was revoked, the user account from which the role was revoked, the permit ID, reason the role was revoked, and the Internal Administrator that revoked the role.
	


	Table 5-78.  Use Case 47 Alternates:  Manage User Roles



	Description
	Actor Action
	System Response 

	User cancels manage roles process.
	UC47-12 Alternate 1:  User clicks Cancel.
	UC47-11 Alternate 1:  Discards all changes and returns to the User Search Results page.

	User does not confirm role changes. 
	UC47-14 Alternate 1:  User clicks Cancel.
	UC47-14 Alternate 1:  Discards all changes and returns to the Edit User Account page.

	User does not confirm role changes. 
	UC47-16 Alternate 1:  User clicks Cancel.
	UC47-17 Alternate 1:  Returns to the Edit User Account page.


5.4.2.17 Process Subscriber Agreements

	Table 5-79.  Use Case 48:  Process Subscriber Agreements



	Actor Action
	System Response 
	Notes

	UC48-1:  User logs in to NetDMR.
	UC48-2:  Displays the Internal Administrator Home page.
	Assumes the user has the Internal Administrator role and successfully logged in to NetDMR.

	UC48-3:  User clicks on the Agreements under the Manage menu.
	UC48-4:  Displays Manage Subscriber Agreements page.

(See Figure C-6)
	

	UC48-5:  User enters a Subscriber Agreement Number and clicks Search.
	UC48-6:  Creates a query statement and searches for the number entered by the user.
	

	
	UC48-7:  Displays the Process subscriber Agreement page. 

(See Figure C-7) 
	

	UC48-8:  User scrolls down to the Signatory Requests section of the page.
	
	

	UC48-9:  User clicks to check the Approve checkbox in the row for a specific Permit ID. 
	
	

	UC48-10:  User clicks Save.
	UC48-11:  Displays the Confirm Subscriber Agreement Responses page.
	

	UC48-12:  User clicks Confirm. 
	UC48-13:  Displays the View Permit Details page with a message indicating that the response to the Signatory Request was saved. Emails the user indicating that his/her signatory access request was approved.
	

	
	UC48-14:  NetDMR will log the date/time of the signatory role grant, the user account to which the role was granted, the Permit ID, the subscriber agreement number (if applicable), and the Internal Administrator that assigned the role
	


	Table 5-80.  Use Case 48 Alternates:  Process Subscriber Agreements



	Description
	Actor Action
	System Response 

	Subscriber Agreement Number not found. 
	
	UC48-7 Alternate 1:  Refreshes Manage Process Subscriber Agreement page or tab with a message indicating that the Agreement number was not found.  

	Deny signatory access request.
	UC48-9 Alternate 1:  User clicks to check the Deny checkbox in the row for a specific user and enters a reason for the denial in the Comment column.
	UC48-11: Alternate 1:  Emails the user indicating that his/her signatory access request was denied and the reason for denial entered by the Internal Administrator. 

	
	
	UC48-12 Alternate 1:  Displays the Process Subscriber Agreement page with a message indicating that the response to the Signatory Request was saved.

	Alternate selection on the Process Subscriber Agreement page.
	UC48-10 Alternate 1:  User clicks Cancel.
	UC48-11 Alternate 2: Discards any changes and displays the Manage Process Subscriber Agreement page.


5.4.2.18 View Suspect Logs

	Table 5-81.  Use Case 49:  View Suspect Logs 



	Actor Action
	System Response 
	Notes

	UC49-1:  User logs in to NetDMR. 
	UC49-2:  Displays the Internal Administrator Home page. 


	Assumes the user has the Internal Administrator role and successfully logged in to NetDMR.

	UC49-3:  User clicks on Suspect Logs under the View menu.
	UC49-4:  Displays Suspect Logs page.

(See Figure C-19)
	

	UC49-5:  User selects a suspect analysis run time period and clicks View.
	UC49-6:  Refreshes page and displays the logged activities.
	


5.4.2.19 View Raw Logs

	Table 5-82.  Use Case 50:  View Raw Logs 



	Actor Action
	System Response 
	Notes

	UC50-1:  User logs in to NetDMR. 
	UC50-2:  Displays the Internal Administrator Home page. 
	Assumes the user has the Internal Administrator role and successfully logged in to NetDMR.

	UC50-3:  User clicks on Raw Logs under the View menu.
	UC50-4:  Displays Raw Logs page.

(See Figure C-20)
	

	UC50-5:  User selects a log type and date range and clicks View.
	UC50-6:  Refreshes page and displays the logged activities.
	


5.4.2.20 View Network Activity

	Table 5-83.  Use Case 51:  View Network Activity 



	Actor Action
	System Response 
	Notes

	UC51-1:  User logs in to NetDMR. 
	UC51-2:  Displays the Internal Administrator Home page 
	Assumes the user has the Internal Administrator role and successfully logged in to NetDMR.

	UC51-3:  User clicks on Network Activity under the View menu.
	UC51-4:  Displays View Network Activity page with listing of transactions and status of each. 

(See Figure C-21)
	

	UC51-5:  User clicks icon in Log column for row of interest.
	UC51-6:  Displays Network Activity Log page. 

(See Figure C-23)
	

	UC51-7:  User clicks Back.
	UC51-8:  Displays View Network Activity page with listing of transactions and status of each. 
	

	UC51-9:  User clicks icon in Request Information column for row of interest.
	UC51-10:  Displays Requested Parameters pop-up.

(See Figure C-55)
	


5.4.2.21 Validate COR

	Table 5-84.  Use Case 52:  Validate COR



	Actor Action
	System Response 
	Notes

	UC52-1:  User logs in to NetDMR. 
	UC52-2:  Displays the Internal Administrator Home page 
	Assumes the user has the Internal Administrator role and successfully logged in to NetDMR.

	UC52-3:  User clicks on CORs under the Validate menu.
	UC52-4:  Displays the Validate COR page.

(See Figure C-24)
	

	UC52-5:  User clicks Browse. 
	UC52-6:  Opens the Choose File dialog box
	

	UC52-7:  User navigates to the COR file to be validated and clicks Open.
	
	

	UC52-8:  User enters signature key for the COR to be validated and clicks Submit.
	UC52-9:  Displays the Validate COR Results page with a message indicating whether the COR was validated.  
	NetDMR generates the hash of the COR and determines whether the hash matches the hash contained in the signature that was provided.


	Table 5-85.  Use Case 52 Alternates:  Validate COR



	Description
	Actor Action
	System Response 

	Alternate selection on the Validate COR page. 
	UC52-8 Alternate 1:  User clicks Cancel.
	UC52-9 Alternate 1:  Displays the page the Internal Administrator Home page.


5.5 User Interface – Permit Administrator


Representative prototype pages were developed for the NetDMR Permit Administrator User Interface and are presented in Appendix D.  Detailed information for each page, including:  page elements, options available for multi-selection boxes, validations, and error messages for validation failures are also provided. The prototype can also be reviewed in electronic format at:   

http://www2.ergweb.com/projects/netdmr/stakeholders/docs/permitadmin/‌prototype/permitadmin/permit_admin_home.html

These prototype pages were developed for illustrative purposes only, and include sample data.  The information displayed may not reflect actual or realistic data.  In addition, the layout, style, and content of the prototype pages may be revised during development to improve consistency and flow, or to address discrepancies between code requirements and the interface design.  Any significant recommended changes to prototype pages will be forwarded to ECOS for approval prior to being implemented.  
5.5.1 Navigation Hierarchy – Permit Administrator

Figure 5-4 provides the navigation hierarchy for Permit Administrator functionality.  Note that confirmation and error pages are not shown.
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Figure 5-4.  Permit Administrator Navigation Hierarchy

5.5.2 User Function Categories – Permit Administrator

Use cases for the NetDMR Permit Administrator interface are described in this section.  Each case is presented in a table format, describing the action of the actor (i.e., user) and the response of the system (i.e., NetDMR application).  Each use case step is labeled.  In general, a reference to the prototyped page shown in Appendix D that supports the first step of the use case is provided.  Subsequent prototyped pages can be found using the information provided in Appendix D.  A table summarizing use case alternate scenarios is also provided if appropriate.  The alternate scenario tables include a short description, the alternate actor action, and the alternate system response.  Alternate scenarios are linked to the primary use case by step number.  Note that uses cases for Common functionality described in Section 5.2 are not repeated in this section

5.5.2.1 Approve/Deny Pending External User Access Requests from the Permit Administrator Home Page

	Table 5-86.  Use Case 53:  Approve/Deny Pending External User Access Requests from the Permit Administrator Home Page


	Actor Action
	System Response 
	Notes

	UC53-1:  User logs in to NetDMR. 
	UC53-2:  Displays the Permit Administrator Home page.
(See Figure D-1)
	Assumes the user has the Permit Administrator role and successfully logged in to NetDMR.

	UC53-3:  User scrolls down to the Pending Access Requests section of the page and locates the Pending Access Requests – External table.
	
	

	UC53-4:  User clicks to check the Approve checkbox in the row for a specific user. 
	
	

	UC53-5:  User clicks Save.
	UC53-6:  Displays the Confirm Access Requests page with a message indicating the access rights have been updated.  
	


	Table 5-87.  Use Case 53 Alternates:  Approve/Deny Pending External User Access Requests from the Permit Administrator Home Page


	Description
	Actor Action
	System Response 

	Deny external user access request.
	UC53-4 Alternate 1:  User clicks to check the Deny checkbox in the row for a specific user and enters a reason for the denial in the Comment column.
	UC53-6:  Emails the user indicating that his/her external access request was denied and the reason for denial entered by the Permit Administrator.

	View User Details. 
	UC53-4 Alternate 2:  User clicks the View Details icon in a row for a specific user.
	UC53-5 Alternate 1:  Displays the View User Account Details page.


5.5.2.2 Search and View CORs

	Table 5-88.  Use Case 54:  Search and View CORs



	Actor Action
	System Response 
	Notes

	UC54-1:  User logs in to NetDMR. 
	UC54-2:  Displays the Permit Administrator Home page.
(See Figure D-1)
	Assumes the user has the Permit Administrator role and successfully logged in to NetDMR.

	UC54-3:  User enters criteria on the Search CORs tab and clicks Search.
	UC54-4:  Creates a query statement and searches for CORs that match ALL entered criteria.
	

	
	UC54-5:  Displays the COR Search Results page with information for the CORs that match ALL search criteria.

(See Figure D-6)
	

	UC54-6:  User clicks the icon in the View COR column for the row of interest.
	UC54-7:  Displays the View COR Details page.
	

	UC54-8:  User clicks Print Friendly View option.
	UC54-9:  Displays Printer Friendly view of COR.
	

	UC54-10:  User clicks Print to print COR with their local printer.
	
	


	Table 5-89.  Use Case 54 Alternates:  Search and View CORs



	Description
	Actor Action
	System Response 

	Refine Search
	UC54-5 Alternate 1-1:  User clicks Refine Search.
	UC54-6 Alternate 1-1:  Displays the Refine Search tab with previously entered search criteria populated.

	
	UC54-5 Alternate 1-2:  User enters criteria and clicks Search.
	UC54-6 Alternate 1-2:  Creates a query statement and searches for CORs within the current result set that match ALL entered revised criteria. 

	
	
	UC54-6 Alternate 1-3:  Refreshes the COR Search Results page with the information for the refined list of CORs that match the combined original and refined search criteria.

	New Search
	UC54-5 Alternate 2-1:  User clicks Refine Search.
	UC54-6 Alternate 2-1:  Displays the New Search tab with search criteria reset.

	
	UC54-5 Alternate 2-2:  User enters search criteria and clicks Search.
	UC54-6 Alternate 2-2:  Creates a query statement and searches the full set of available CORs for those that match ALL entered search criteria. 

	
	
	UC54-6 Alternate 2-3:  Refreshes the COR Search Results page with information for the new list of CORs that match ALL search criteria.

	Download CORs.
	See UC-55. 
	See UC-55.

	Verify COR Signature.
	See UC-56.
	See UC-56.


5.5.2.3 Download CORs

	Table 5-90.  Use Case 55:  Download CORs



	Actor Action
	System Response 
	Notes

	UC55-1:  User logs in to NetDMR. 
	UC55-2:  Displays the Permit Administrator Home page.
	Assumes the user has the Permit Administrator role and successfully logged in to NetDMR.

	UC55-3:  User enters criteria on the Search CORs tab and clicks Search.
	UC55-4:  Creates a query statement and searches for CORs that match ALL entered criteria.
	

	
	UC55-5:  Displays the COR Search Results page with the list of CORs that match the ALL search criteria.

(See Figure D-6)
	

	UC55-6:  User clicks to check one or more checkboxes in the Download column for specific CORs.
	
	

	UC55-7:  User clicks the Download Selected CORs icon.  
	UC55-8: Checks whether more than 10 CORs selected.  If more than 10 CORs selected, displays message indicating that the 10 CORs with the most recent date/timestamp will be downloaded.
	

	
	UC55-9:  Zips selected COR files and attachments and makes the zip file available.
	

	
	UC55-10:  Displays dialog box for user to save the zip file.
	

	UC55-11:  User clicks Save
	UC55-12:  Displays Save As dialog box
	

	UC55-13:  Uses navigates to folder on a local resource in which to save file.
	
	

	UC55-14:  User edits file name, if desired, and clicks Save. 
	UC55-15:  Copies zip file to selected location.
	

	
	UC55-16:  Returns to the display of the COR Search Results page with information for the CORs that match ALL search criteria
	


	Table 5-91.  Use Case 55 Alternates:  Download CORs



	Description
	Actor Action
	System Response 

	Cancel Download processes
	UC55-13 Alternate 1:  User clicks Cancel.
	UC55-14 Alternate 1:  System Cancels Download and returns to the display of the COR Search Results page with information for the CORs that match ALL search criteria.

	Refine Search
	See Use Case 54.
	See Use Case 54.

	New Search
	See Use Case 54.
	See Use Case 54.

	Verify COR Signature
	See Use Case 56.
	See Use Case 56.


5.5.2.4 Verify COR Signature

	Table 5-92.  Use Case 56:  Verify COR Signature



	Actor Action
	System Response 
	Notes

	UC56-1:  User logs in to NetDMR. 
	UC56-2:  Displays the Permit Administrator Home page.
	Assumes the user has the Permit Administrator role and successfully logged in to NetDMR.

	UC56-3:  User enters criteria on the Search CORs tab and clicks Search.
	UC56-4:  Creates a query statement and searches for CORs that match ALL entered criteria.
	

	
	UC56-5:  Displays the COR Search Results page with the list of CORs that match the ALL search criteria.

(See Figure D-6)
	

	UC56-6:  User clicks the icon in the View COR column for a COR of interest.
	UC56-7:  Displays the View COR Details page.
	

	UC56-8:  User clicks Verify Signature.  
	UC56-9: The COR stored in the database is re-signed using the NetDMR signing certificate. The newly generated signature is compared against the previously generated signature stored in the database.
	

	
	UC56-10:  Displays Verify COR signature page with a message indicating whether the signature was successfully verified.
	


	Table 5-93.  Use Case 56 Alternates:  Verify COR Signature



	Description
	Actor Action
	System Response 

	Refine Search
	See Use Case 54.
	See Use Case 54.

	New Search
	See Use Case 54.
	See Use Case 54.

	Download CORs
	See Use Case 55.
	See Use Case 55.


5.5.2.5 Search and View Permits

	Table 5-94.  Use Case 57:  Search and View Permits



	Actor Action
	System Response 
	Notes

	UC57-1:  User logs in to NetDMR.
	UC57-2:  Displays the Permit Administrator Home page. 
	Assumes the user has the Permit Administrator role and successfully logged in to NetDMR.

	UC57-3:  User clicks on the Permit ID tab.
	UC57-4:  Displays Permit ID search tab.
	

	UC57-5:  User enters criteria on the Search Permit ID tab and clicks Search.
	UC57-6:  Creates a query statement and searches for Permit ID that match the complete Permit ID.
	

	
	UC57-7:  Displays the View Permit Details page for the matching permit ID.  

(See Figure D-9)
	


	Table 5-94a.  Use Case 57 Alternates:  Search and View Permits



	Description
	Actor Action
	System Response 

	Access Permit ID from View Menu
	UC57-3 Alternate 1:  User clicks Permit ID under the View menu.

(See Figure D-8)
	UC57-4:  Displays Permit ID search page.

	Permit ID not found 
	
	UC57-6 Alternate 1:  Refreshes Permit ID Search page or tab with a message indicating that the Permit ID was not found.  


5.5.2.6 Specify Users to Receive DMR Submission Notifications

	Table 5-95.  Use Case 74:  Specify Users to Receive DMR Submission Notifications



	Actor Action
	System Response 
	Notes

	UC74-1:  User logs in to NetDMR.
	UC74-2:  Displays the Permit Administrator Home page. 
	Assumes the user has the Permit Administrator role and successfully logged in to NetDMR.

	UC74-3:  User clicks on the Permit ID tab.
	UC74-4:  Displays Permit ID search tab.
	

	UC74-5:  User enters criteria on the Search Permit ID tab and clicks Search.
	UC74-6:  Creates a query statement and searches for Permit ID that match the complete Permit ID.
	

	
	UC74-7:  Displays the View Permit Details page for the matching permit ID.  

(See Figure D-9)
	

	UC74-8:  User enters an email address in the DMR Submission Notifications section and clicks Add.  
	UC74-9:  Adds the email address to the Submission notification table.
	


	Table 5-95a.  Use Case 74 Alternates:  Specify Users to Receive DMR Submission Notifications


	Description
	Actor Action
	System Response 

	Access Permit ID from View Menu
	UC74-3 Alternate 1:  User clicks Permit ID under the View menu.

(See Figure D-14)
	UC74-4:  Displays Permit ID search page.

	User wants to delete an email address from the submission notification list 
	UC74-8 Alternate 1:  User clicks the icon in the Delete User column for the email address to be deleted.  
	UC74-9 Alternate 1:  removes the email address from the table and refreshes the page.  


5.5.2.7 Approve/Deny Pending External User Read or Edit Access Requests from the View Permit Details Page
	Table 5-96.  Use Case 58:  Approve/Deny Pending External User Read or Edit Access Requests from the from the View Permit Details Page


	Actor Action
	System Response 
	Notes

	UC58-1:  User is notified that Permit Administrator needs assistance approving or denying a specific external user read or write access request.
	
	

	UC58-2:  User logs in to NetDMR. 
	UC58-3:  Displays the Permit Administrator Home page.
	Assumes the user has the Permit Administrator role and successfully logged in to NetDMR.

	UC58-4:  User clicks on the Permit ID tab. 
	UC58-5:  Displays Permit ID search tab or Permit ID search page.

(See Figure D-8)
	

	UC58-6:  User enters criteria on the Search Permit ID tab and clicks Search.
	UC58-7:  Creates a query statement and searches for Permit ID that match the complete Permit ID.

(See Figure D-9)
	

	
	UC58-8:  Displays the View Permit Details page for the matching permit ID.  
	

	UC58-9:  User scrolls down to the Pending Access Requests section of the page and locates the Pending Access Requests – External table.
	
	

	UC58-10:  User locates the external user for which assistance is needed and clicks to check the Approve checkbox in the row for the user. 
	
	

	UC58-11:  User clicks Save.
	UC58-12:  Displays the View Permit Details page with a message indicating the access rights have been updated.  
	


	Table 5-97.  Use Case 58 Alternates:  Approve/Deny Pending External User Read or Edit Access Requests from the View Permit Details Page


	Description
	Actor Action
	System Response 

	Alternate selection of Permit Search.
	UC58-4 Alternate 1:  User clicks Permit under the View menu.
	UC58-5 Alternate 1:  Displays View Permits page.

	
	UC58-6 Alternate 1:  User clicks View Details icon in the row containing the permit of interest
	UC58-7 Alternate 1: Displays View Permit Details page.

(Go to UC58-9)  

	Deny external user access request.
	UC58-9 Alternate 1:  User locates the external user for which assistance is needed and clicks to check the Deny checkbox in the row for the user and enters a reason for the denial in the Comment column.
	UC58-11 Alternate 1:  Emails the user indicating that his/her read or write access request was denied and the reason for denial entered by the Permit Administrator.

	
	
	UC58-12:  Displays the View Permit Details page with a message indicating that the response to the Signatory Request was saved.


5.5.2.8 Search and View Users

	Table 5-98.  Use Case 59:  Search and View Users



	Actor Action
	System Response 
	Notes

	UC59-1:  User logs in to NetDMR. 
	UC59-2:  Displays the Permit Administrator Home page. 
	Assumes the user has the Permit Administrator role and successfully logged in to NetDMR.

	UC59-3:  User clicks on the Users ID tab.
	UC59-4:  Displays the Users search tab.
	

	UC59-5:  User enters criteria on the Search Users tab and clicks Search.
	UC59-6:  Creates a query statement and searches for Users that match ALL entered criteria.
	

	
	UC59-7:  Displays the User Search Results page with information for the Users that match ALL search criteria.
	

	UC59-8:  User clicks the icon in the View column for the row of interest.
	UC59-9:  Displays the View User Account Details page.
	


	Table 5-99.  Use Case 59 Alternates:  Search and View Users



	Description
	Actor Action
	System Response 

	Access Users from View Menu
	UC59-3 Alternate 1-1:  User clicks Users under the View menu.

(See Figure D-15)
	UC59-4:  Displays View Users page.

	User not found 
	
	UC59-6 Alternate 1:  Refreshes Users Search page or tab with a message indicating that a matching user was not found.  

	Refine Search
	UC59-8 Alternate 1-1:  User clicks Refine Search.
	UC59-9 Alternate 1-1:  Displays the Refine Search tab with previously entered search criteria populated.

	
	UC59-8 Alternate 1-2:  User enters criteria and clicks Search.
	UC59-9 Alternate 1-2:  Creates a query statement and searches for users within the current result set that match ALL entered revised criteria. 

	
	
	UC59-9 Alternate 1-3:  Refreshes the Search Results page with the information for the refined list of users that match the combined original and refined search criteria.

	New Search
	UC59-8 Alternate 2-1:  User clicks Refine Search.
	UC59-8 Alternate 2-1:  Displays the New Search tab with search criteria reset.

	
	UC59-8 Alternate 2-2:  User enters search criteria and clicks Search.
	UC59-8 Alternate 2-2:  Creates a query statement and searches the full set of users for those that match ALL entered search criteria. 

	
	
	UC59-8 Alternate 2-3:  Refreshes the Users Search Results page with information for the new list of users that match ALL search criteria.


5.5.2.9 Remove User Access Rights to a Permit

	Table 5-100.  Use Case 60:  Remove User Access Rights to a Permit


	Actor Action
	System Response 
	Notes

	UC60-1:  User logs in to NetDMR. 
	UC60-2:  Displays the Permit Administrator Home page. 


	Assumes the user has the Permit Administrator role and successfully logged in to NetDMR.

	UC60-3:  User clicks on the Users under the View menu.
	UC60-4:  Displays the View Users page.
	

	UC60-5:  User locates row for the Permit ID and user of interest.
	
	

	UC60-6: User clicks the View User icon
	UC60-7: Displays the View User Account Details page
	

	UC60-8:  User clicks to check the box in the Remove Access Rights column.
	
	

	UC60-9:  User enters comment and clicks Save.
	UC60-10:  Displays the Confirm Access Rights Removal page. 
(See Figure D-13)
	

	UC60-11:  User clicks Confirm.
	UC60-12:  Saves changes and displays View Users page with a message indicating that the access rights were removed.  Emails user a notification of access rights changes.
	


	Table 5-101.  Use Case 60 Alternates:  Remove User Access Rights to a Permit 



	Description
	Actor Action
	System Response 

	User does not confirm access right changes. 
	UC60-11 Alternate 1:  User clicks Cancel.


	UC60-12 Alternate 1:  Discards all changes and returns to the View Users page.


5.5.2.10  Approve/Deny Pending Partially-Completed Read-Only Internal User Access Requests from the Permit Administrator Home Page

	Table 5-102.  Use Case 61:  Approve/Deny Partially-Completed Read-Only Internal User Access Requests from the Permit Administrator Home Page


	Actor Action
	System Response 
	Notes

	UC61-1:  User logs in to NetDMR. 
	UC61-2:  Displays the Permit Administrator Home page.

(See Figure D-1)
	Assumes the user has the Permit Administrator role and successfully logged in to NetDMR.

	UC61-3:  User scrolls down to the Pending Access Requests section of the page and locates the Pending Access Requests – Internal table.
	
	

	UC61-4:  User clicks to check the Approve checkbox in the row for a specific user. 
	
	

	UC61-5:  User clicks Save.
	UC61-6:  Displays the Confirm Access Requests page with a message indicating the access rights have been updated.  
	


	Table 5-103.  Use Case 61 Alternates:  Approve/Deny Pending External User Access Requests from the Permit Administrator Home Page


	Description
	Actor Action
	System Response 

	Deny internal user access request.
	UC61-4 Alternate 1:  User clicks to check the Deny checkbox in the row for a specific user and enters a reason for the denial in the Comment column.
	UC61-6:  Emails the user indicating that his/her internal access request was denied and the reason for denial entered by the Permit Administrator.

	View User Details. 
	UC61-4 Alternate 2:  User clicks the View Details icon in a row for a specific user.
	UC61-5 Alternate 1:  Displays the View User Account Details page.


5.6 User Interface– Facility Users


Representative prototype pages were developed for the NetDMR Facility /User Interface and are presented in Appendix F.  Detailed information for each page, including:  page elements, options available for multi-selection boxes, validations, and error messages for validation failures are also provided. The prototype can also be reviewed in electronic format at:   

http://www2.ergweb.com/projects/netdmr/stakeholders/docs/interfacedesign/prototype/facilityui/facility_ui_home.html

These prototype pages were developed for illustrative purposes only, and include sample data.  The information displayed may not reflect actual or realistic data.  In addition, the layout, style, and content of the prototype pages may be revised during development to improve consistency and flow, or to address discrepancies between code requirements and the interface design.  Any significant recommended changes to prototype pages will be forwarded to ECOS for approval prior to being implemented.  
5.6.1 Navigation Hierarchy – Facility User Interface

Figure 5-3 provides the navigation hierarchy for Facility User Interface functionality.  Note that confirmation and error pages are not shown.
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Figure 5-5.  Facility User Interface Navigation Hierarchy

5.6.2 User Function Categories – Facility User Interface

Use cases for the NetDMR Facility User Interface are described in this section.  Each case is presented in a table format, describing the action of the actor (i.e., user) and the response of the system (i.e., NetDMR application).  Each use case step is labeled.  In general, a reference to the prototyped page shown in Appendix E that supports the first step of the use case is provided.  Subsequent prototyped pages can be found using the information provided in Appendix E.  A table summarizing use case alternate scenarios is also provided if appropriate.  The alternate scenario tables include a short description, the alternate actor action, and the alternate system response.  Alternate scenarios are linked to the primary use case by step number.   Note that uses cases for Common functionality described in Section 5.2 are not repeated in this section.
5.6.3 User Function Categories – Facility User Interface

Use cases for the NetDMR Facility User Interface are described in this section.  Each case is presented in a table format, describing the action of the actor (i.e., user) and the response of the system (i.e., NetDMR application).  Each use case step is labeled.  In general, a reference to the prototyped page shown in Appendix E that supports the first step of the use case is provided.  Subsequent prototyped pages can be found using the information provided in Appendix E.  A table summarizing use case alternate scenarios is also provided if appropriate.  The alternate scenario tables include a short description, the alternate actor action, and the alternate system response.  Alternate scenarios are linked to the primary use case by step number.   Note that uses cases for Common functionality described in Section 5.2 are not repeated in this section.

5.6.3.1 Search All DMRs and CORs – External Users 

	Table 5-104.  Use Case 62:  Search All DMRs and CORs



	Actor Action
	System Response 
	Notes

	UC62-1:  User logs in to NetDMR. 
	UC62-2:  Displays the Facility User Interface page.

(See Figure E-1)
	Assumes the user has an external user role and successfully logged in to NetDMR.

	UC62-3:  User enters criteria on the Search All DMRs & CORs tab and clicks Search.
	UC62-4:  Creates a query statement and searches for CORs and DMRs  that match ALL entered criteria.
	

	
	UC62-5:  Displays the DMR/COR Search Results page with information for the DMRs and CORs that match ALL search criteria.

(See Figure E-5)
	


	Table 5-105.  Use Case 62 Alternates:  Search All DMRs and CORs



	Description
	Actor Action
	System Response 

	Refine Search
	UC562-5 Alternate 1-1:  User clicks Refine Search.
	UC62-6 Alternate 1-1:  Displays the Search tab with previously entered search criteria populated.

	
	UC62-5 Alternate 1-2:  User enters criteria and clicks Search.
	UC62-6 Alternate 1-2:  Creates a query statement and searches for DMRs and CORs within the current result set that match ALL entered revised criteria. 

	
	
	UC62-6 Alternate 1-3:  Refreshes the DMR/COR Search Results page with the information for the refined list of DMRs/CORs that match the combined original and refined search criteria.

	New Search
	UC62-5 Alternate 2-1:  User clicks Refine Search.
	UC62-6 Alternate 2-1:  Displays the New Search tab with search criteria reset.

	
	UC62-5 Alternate 2-2:  User enters search criteria and clicks Search.
	UC62-6 Alternate 2-2:  Creates a query statement and searches the full set of available DMRs and CORs for those that match ALL entered search criteria. 

	
	
	UC62-6 Alternate 2-3:  Refreshes the DMR/COR Search Results page with information for the new list of DMRs and CORs that match ALL search criteria.

	Download CORs.
	See UC-64. 
	See UC-64.


5.6.3.2 View CORs – External Users 

	Table 5-106.  Use Case 63. View CORs



	Actor Action
	System Response 
	Notes

	UC63-1:  User logs in to NetDMR. 
	UC63-2:  Displays the Facility User Interface Home page.
(See Figure E-1)
	Assumes the user has an external user role and successfully logged in to NetDMR.

	UC63-3:  User enters criteria on the Search All DMRs & CORs tab and clicks Search.
	UC63-4:  Creates a query statement and searches for CORs and DMRs  that match ALL entered criteria.
	

	
	UC63-5:  Displays the DMR/COR Search Results page with information for the DMRs and CORs that match ALL search criteria.

(See Figure E-5)
	

	UC63-6  User selects View COR in the Next Steps column for the row of interest and clicks Go.
	UC63-7:  Displays the DMR Copy of Record page

(See Figure E-20)
	


	Table 5-107.  Use Case 63 Alternates:  View CORs



	Description
	Actor Action
	System Response 

	View Certification 
	UC62-8 Alternate 1:  User clicks View Certification.
	UC62-9 Alternate 1:  Displays COR Certification Statement page.

	Download COR
	See UC64 Step 7 and subsequent steps.
	See UC64 Step 8 and subsequent steps.

	Download COR Signature
	UC62-8 Alternate 2:  User clicks Download COR Signature.
	UC62-9 Alternate 2:  Displays the COR signature.

	Download COR Signature Public Key
	UC62-8 Alternate 3:  User clicks Download COR Sig. Public Key.
	UC62-9 Alternate 3:  Displays the COR signature public key.

	View Print-friendly COR
	UC62-8 Alternate 4:  User clicks Print Friendly View.
	UC62-9 Alternate 4:  Displays Printer-friendly version of the COR.


5.6.3.3 Download CORs

	Table 5-108.  Use Case 64:  Download CORs



	Actor Action
	System Response 
	Notes

	UC64-1:  User logs in to NetDMR. 
	UC64-2:  Displays the Facility User Interface page.

(See Figure E-1)
	Assumes the user has an external user role and successfully logged in to NetDMR.

	UC64-3:  User enters criteria on the Search All DMRs & CORs tab and clicks Search.
	UC64-4:  Creates a query statement and searches for CORs and DMRs  that match ALL entered criteria.
	

	
	UC64-5:  Displays the DMR/COR Search Results page with information for the DMRs and CORs that match ALL search criteria.

(See Figure E-5)
	

	UC64-6:  User clicks to check one or more checkboxes in the Include in Batch COR Download column for specific CORs.
	
	

	UC64-7:  User clicks the Download Checked CORs icon.  
	UC64-8: Checks whether more than 10 CORs selected.  If more than 10 CORs selected, displays message indicating that the 10 CORs with the most recent date/timestamp will be downloaded.
	

	
	UC64-9:  Zips selected COR files and attachments and makes the zip file available.
	

	
	UC64-10:  Displays dialog box for user to save the zip file.
	

	UC64-11:  User clicks Save
	UC64-12:  Displays Save As dialog box
	

	UC64-13:  Uses navigates to folder on a local resource in which to save file.
	
	

	UC64-14:  User edits file name, if desired, and clicks Save. 
	UC64-15:  Copies zip file to selected location.
	

	
	UC64-16:  Returns to the display of the DMR/COR Search Results page with information for the DMRs and CORs that match ALL search criteria
	


	Table 5-109.  Use Case 64 Alternates:  Download CORs



	Description
	Actor Action
	System Response 

	Cancel Download processes
	UC64-13 Alternate 1:  User clicks Cancel.
	UC64-14 Alternate 1:  System Cancels Download and returns to the display of the COR Search Results page with information for the CORs that match ALL search criteria.

	Refine Search
	See Use Case 62.
	See Use Case 62.

	New Search
	See Use Case 62.
	See Use Case 62.


5.6.3.4 Edit and Save a DMR - External Users 

	Table 5-110.  Use Case 65. Edit and Save a DMR



	Actor Action
	System Response 
	Notes

	UC65-1:  User logs in to NetDMR. 
	UC65-2:  Displays the Facility User Interface page.

(See Figure E-1)
	Assumes the user has an external user role and successfully logged in to NetDMR.

	UC65-3:  User enters criteria on the Search All DMRs & CORs tab and clicks Search.
	UC65-4:  Creates a query statement and searches for CORs and DMRs  that match ALL entered criteria.
	

	
	UC65-5:  Displays the DMR/COR Search Results page with information for the DMRs and CORs that match ALL search criteria.

(See Figure E-5)
	

	UC65-6:  User selects Edit DMR in the Next Steps column for the row of interest and clicks Go.
	UC65-7:  Displays the Edit DMR page.

(See Figure E-7)
	Note:  if the DMR is in progress, the page will also display any validation errors. 

	UC65-8:  User enters DMR data.
	
	

	UC65-9:  User clicks Save & Continue.
	UC65-10:  Saves DMR data to the NetDMR database.
	

	
	UC65-11:  Validates DMR data entered by the user.
	

	
	UC65-12:  Refreshes the Edit DMR page, any errors are displayed on the page.
	


	Table 5-111.  Use Case 65 Alternates:  Edit and Save a DMR



	Description
	Actor Action
	System Response 

	Clear Parameter Fields 
	UC65-9 Alternate 1:  User clicks Clear Parameter Fields.
	UC65-10 Alternate 1:  Clear all parameter entries. 

	* Parameter Fields 
	UC65-9 Alternate 2: User clicks * Parameter Fields.
	UC65-10 Alternate 2:  Replaces all user editable parameter fields with an *.  

	Save and Exit
	UC65-9 Alternate 3: User clicks Save & Exit
	UC65-10 Alternate 3:  Save DMR data to the NetDMR database and displays the DMR/COR Search Results page.

	Save and Exit – Validation fails
	UC65-9 Alternate 4: User clicks Save & Exit
	UC65-10 Alternate 4:  Refreshes the Edit DMR page, any errors are displayed on the page.

	Apply Parameter NODI 
	UC65-9 Alternate 5:  User clicks Apply Parameter NODI.
	UC65-10 Alternate 5:  Replaces all parameter values with the selected NODI code.  

	View List of NODI Codes
	UC65-9 Alternate 6:  User clicks List button in the Param. NODI column header.
	UC65-10 Alternate 6:  Displays the NODI popup.

(See Figure E-10)

	View List of Quantity or Loading Units
	UC65-9 Alternate 7:  User clicks the List button below the Units selection box in the Quantity or Loading column.
	UC65-10 Alternate 7:  Displays the Units popup.

(See Figure E-14)

	View List of Quantity or Concentration Units 
	UC65-9 Alternate 8:  User clicks the List button below the Units selection box in the Quantity or Concentration column.
	UC65-10 Alternate 8:  
Displays the Units popup.

(See Figure E-14)

	View List Frequency of Analysis Options
	UC65-9 Alternate 9:  User clicks the List button below the selection box in the Frequency of Analysis column
	UC65-10 Alternate 9:  
Displays the Frequency of Analysis popup.

(See Figure E-12)

	View List of Sample Types
	UC65-9 Alternate 10:  User clicks the List button below the selection box in the Sample Type column.
	UC65-10 Alternate 10: Displays the Sample Type popup.

(See Figure E-13)

	View Print-friendly DMR
	UC65-9 Alternate 11:  User clicks Print Friendly View.
	UC65-10 Alternate 11:  Displays Printer-friendly version of the COR.

	Sign and Submit DMR
	See Use Case 67.
	See Use Case 67.


5.6.3.5 Add Attachments to a DMR - External Users 

	Table 5-112.  Case 66. Add Attachments to a DMR 



	Actor Action
	System Response 
	Notes

	UC66-1:  User logs in to NetDMR. 
	UC66-2:  Displays the Facility User Interface page.

(See Figure E-1)
	Assumes the user has an external user role and successfully logged in to NetDMR.

	UC66-3:  User enters criteria on the Search All DMRs & CORs tab and clicks Search.
	UC66-4:  Creates a query statement and searches for CORs and DMRs  that match ALL entered criteria.
	

	
	UC66-5:  Displays the DMR/COR Search Results page with information for the DMRs and CORs that match ALL search criteria.

(See Figure E-5)
	

	UC66-6:  User selects Edit DMR in the Next Steps column for the row of interest and clicks Go.
	UC66-7:  Displays the Edit DMR page.

(See Figure E-7)
	

	UC66-8:  User clicks the Add Attachment button.
	UC66-9:  Displays the Add Attachment page.  

(See Figure E-15)
	

	UC66-10:  User clicks Browse. 
	UC66-11:  Opens the Choose File dialog box.
	

	UC66-12:  User navigates to the file to be attached and clicks Open.
	UC66-13:  Transfers the file and displays the Add Attachment page.
	

	UC66-14:  User selects a File Type clicks Attach File.
	UC66-15:  NetDMR transfers file to the NetDMR database and returns to the Edit DMR page.
	


	Table 5-113.  Use Case 66 Alternates:  Add Attachments to a DMR



	Description
	Actor Action
	System Response 

	Cancel Add Attachment process.
	UC66-14 Alternate 1:  User clicks Cancel.
	UC66-14 Alternate 1:  Cancels file attachment process and returns to the Edit DMR page.


5.6.3.6 Sign and Submit a Single DMR - External Users 

	Table 5-114.  Case 67. Sign and Submit a Single DMR



	Actor Action
	System Response 
	Notes

	UC67-1:  User logs in to NetDMR. 
	UC67-2:  Displays the Facility User Interface page.

(See Figure E-1)
	Assumes the user has an external user role and successfully logged in to NetDMR.

	UC67-3:  User enters criteria on the Search All DMRs & CORs tab and clicks Search.
	UC67-4:  Creates a query statement and searches for CORs and DMRs  that match ALL entered criteria.
	

	
	UC67-5:  Displays the DMR/COR Search Results page with information for the DMRs and CORs that match ALL search criteria.

(See Figure E-5)
	

	UC67-6:  User selects Sign & Submit DMRs in the Next Steps column for the row of interest and clicks Go.
	UC67-7:  Displays the Sign & Submit DMR page.

(See Figure E-16)
	

	UC67-8:  User clicks to select the box in the Include in Submission column. 
	
	

	UC67-9:  User enters a response to the security question.
	
	

	UC67-10: User enters password and clicks Submit. 
	UC67-11:  Verifies the following: 

-User provided the correct response to the security question

-User entered a valid password.
	

	
	UC67-12:  Generates:  confirmation number, XML receipt, COR ZIP file, and COR signature.
	

	
	UC67-13:  Adds COR entry to the DMR to the submission queue table.
	

	
	UC67-14:  Send a notification e-mail to the user, addresses associated with the submitted DMRs' permit(s), and addresses associated with the governing regulatory authority. The e-mail will state that NetDMR has received the submission and will forward it to CDX
	

	
	UC67-15:  Displays the Submission Confirmation page and confirmation number.
	

	
	UC67-16: Emails the user an acknowledgement once the DMR is submitted to ICIS-NPDES for processing.
	

	
	UC67-17: E-mails the user with a status of the DMR submittal once ICIS-NPDES has finished processing the submittal, including the overall success/failure of the submittal and a summary of errors.  
	


	Table 5-115.  Use Case 67 Alternates:  Sign and Submit a Single DMR



	Description
	Actor Action
	System Response 

	Verify DMR before signing and submitting.
	UC67-8 Alternate 1:  User clicks View Completed DMR in the row of interest.
	UC67-9 Alternate 1:  Displays the Verify DMR page.

(See Figure E-17)

	Download Attachment.
	UC67-8 Alternate 2:  User clicks hyperlinked attachment name. 
	UC67-9 Alternate 2:    Displays the File download dialog box. User clicks to Open the attachment, Save the attachment, or Cancel to download process. 

	Cancel DMR Submit process.
	UC67-10 Alternate 1: User clicks Do Not Submit.
	UC67-11 Alternate 1: Displays the DMR/COR Search Results page.

	Secret Question or Password Validation fail
	
	UC68-12 Alternate 1:  Refreshes the Sign and Submit DMRs page with a message indicating that the response provided was incorrect, or the password was incorrect. 

-Note that if the user provides an incorrect response three consecutive times or enter an invalid password three consecutive times, NetDMR will lock the account and send a locked account notification to the email address registered for the account.


5.6.3.7 Sign and Submit Multiple DMRs - External Users 

	Table 5-116.  Use Case 68. Sign and Submit Multiple DMRs



	Actor Action
	System Response 
	Notes

	UC68-1:  User logs in to NetDMR. 
	UC68-2:  Displays the Facility User Interface page.

(See Figure E-1)
	Assumes the user has an external user role and successfully logged in to NetDMR.

	UC68-3:  User clicks the DMRs Ready to Submit tab.
	UC68-4:  Displays the DMRs Ready to Submit Search tab. 
	

	UC68-5:  User enters criteria and clicks Search.
	UC67-6:  Creates a query statement and searches for signed DMRs and CORs that match ALL entered criteria.
	

	
	UC67-7:  Displays the DMR/COR Search Results page with information for the DMRs and CORs that match ALL search criteria.

(See Figure E-5)
	

	UC68-8:  User clicks to select checkboxes in the “Include in Batch Submit’ column for DMRs of interest.
	
	

	UC68-9:  User clicks the Sign & Submit Checked DMRs graphic icon.
	UC68-10  Displays the Sign & Submit DMR page.

(See Figure E-16)
	

	UC68-11:  User clicks to select the box for one or more DMRs in the Include in Submission column. 
	
	

	UC68-12:  User enters a response to the security question.
	
	

	UC68-13: User enters password and clicks Submit. 
	UC68-14:  Verifies the following: 

22. User provided the correct response to the security question. 

23. User entered a valid password.
	

	
	UC68-15:  Generates for each selected DMR:  confirmation number, XML receipt, COR ZIP file, and COR signature.
	

	
	UC68-16:  Adds COR entries to the DMR to the submission queue table.
	

	
	UC68-17:  Send for each selected DMR a notification e-mail to the user, addresses associated with the submitted DMRs' permit(s), and addresses associated with the governing regulatory authority. The e-mail will state that NetDMR has received the submission and will forward it to CDX.
	

	
	UC68-18:  Displays the Submission Confirmation page and confirmation number.
	

	
	UC67-19: Emails the user an acknowledgement once the DMR is submitted to ICIS-NPDES for processing.
	

	
	UC67-20: E-mails the user with a status of the DMR submittal once ICIS-NPDES has finished processing the submittal, including the overall success/failure of the submittal and a summary of errors.  
	


	Table 5-117.  Use Case 68 Alternates:  Sign and Submit Multiple DMRs



	Description
	Actor Action
	System Response 

	Verify DMR before signing and submitting.
	UC68-11 Alternate 1:  User clicks View Completed DMR in the row of interest.
	UC68-12 Alternate 1:  Displays the Verify DMR page.

	Download Attachment.
	UC68-11 Alternate 2:  User clicks hyperlinked attachment name. 
	UC68-12 Alternate 2:    Displays the File download dialog box. User clicks to Open the attachment, Save the attachment, or Cancel to download process. 

	Cancel DMR Submit process.
	UC68-13 Alternate 1: User clicks Do Not Submit.
	UC68-14 Alternate 1: Displays the DMR/COR Search Results page.

	Secret Question or Password Validation fail
	
	UC68-14 Alternate 1:  Refreshes the Sign and Submit DMRs page with a message indicating that the response provided was incorrect, or the password was incorrect. 

-Note that if the user provides an incorrect response three consecutive times or enter an invalid password three consecutive times, NetDMR will lock the account and send a locked account notification to the email address registered for the account.


5.6.3.8 View DMR Status - External Users 

	Table 5-118.  Use Case 69. View DMR Status 



	Actor Action
	System Response 
	Notes

	UC69-1:  User logs in to NetDMR. 
	UC69-2:  Displays the Facility User Interface page.

(See Figure E-1)
	Assumes the user has an external user role and successfully logged in to NetDMR.

	UC69-3:  User clicks the DMRs Ready to Submit tab.
	UC69-4:  Displays the DMRs Ready to Submit Search tab. 
	

	UC69-5:  User enters search criteria on the Search All DMRs and CORs tab and clicks Search.
	UC69-6:  Creates a query statement and searches for signed DMRs and CORs that match ALL entered criteria.
	

	
	UC69-7:  Displays the DMR/COR Search Results page with information for the DMRs and CORs that match ALL search criteria.

(See Figure E-5)
	

	UC69-8:  User views the status column to determine the status of a submission.
	
	Status values include:

· Ready for Data Entry

· Partially Completed

· NetDMR Validation Errors

· NetDMR Validated

· Signed and Submitted

· Submission Errors

· Completed


5.6.3.9 View DMR Submission Errors - External Users 

	Table 5-119.  Use Case 70. View DMR Submission Errors 



	Actor Action
	System Response 
	Notes

	UC70-1:  User logs in to NetDMR. 
	UC70-2:  Displays the Facility User Interface page.

(See Figure E-1)
	Assumes the user has an external user role and successfully logged in to NetDMR.

	UC70-3:  User clicks the DMRs Ready to Submit tab.
	UC70-4:  Displays the DMRs Ready to Submit Search tab. 
	

	UC70-5:  User enters search criteria on the Search All DMRs and CORs tab and clicks Search.
	UC70-6:  Creates a query statement and searches for signed DMRs and CORs that match ALL entered criteria.
	

	
	UC70-7:  Displays the DMR/COR Search Results page with information for the DMRs and CORs that match ALL search criteria.

(See Figure E-5)
	

	UC70-8:  User views the status column to and locates a DMR with a status of Submission Errors.
	
	

	UC70-6:  User selects Review Last Submisson's Errors in the Next Steps column for the row of interest and clicks Go.
	UC70:  Displays the DMR Submission Errors page.

(See Figure E-22)
	


5.6.3.10 Correct a DMR - External Users 

	Table 5-120.  Use Case 71. Correct a DMR 



	Actor Action
	System Response 
	Notes

	UC71-1:  User logs in to NetDMR. 
	UC71-2:  Displays the Facility User Interface page.

(See Figure E-1)
	Assumes the user has an external user role and successfully logged in to NetDMR.

	UC71-3:  User clicks the DMRs Ready to Submit tab.
	UC71-4:  Displays the DMRs Ready to Submit Search tab. 
	

	UC71-5:  User enters search criteria on the Search All DMRs and CORs tab and clicks Search.
	UC71-6:  Creates a query statement and searches for signed DMRs and CORs that match ALL entered criteria.
	

	
	UC71-7:  Displays the DMR/COR Search Results page with information for the DMRs and CORs that match ALL search criteria.

(See Figure E-5)
	

	UC71-8:  User views the status column to locate a DMR with a status of Submission Errors.
	
	

	UC71-6:  User selects Correct DMR in the Next Steps column for the row of interest and clicks Go.
	UC71-7:  Displays the Correct DMR page.

(See Figure E-23)
	

	UC71-8:  User edits DMR as desired.
	
	See Use Cases 65 – 68 for additional detail on editing, signing, and submitting a DMR.


5.6.3.11 Import a DMR - External Users 

	Table 5-121.  Use Case 72. Import a DMR 



	Actor Action
	System Response 
	Notes

	UC72-1:  User logs in to NetDMR. 
	UC72-2:  Displays the Facility User Interface home page.

(See Figure E-1)
	Assumes the user has an external user role and successfully logged in to NetDMR.

	UC72-3:  User clicks the Perform Import option under the Import DMRs menu.
	UC72-4:  Displays the DMR Import page. 
	

	UC72-5:  User selects a Permit # and clicks Browse.  
	UC72-6:  Displays the Choose File dialog box.
	

	UC72-8:  User navigates to the folder in which the file to be imported is stored and clicks Open.  
	UC72-9:  Displays the DMR Import page with the Import File box populated.
	

	UC72-10:  User selects a file type, data replacement strategy, and description.
	
	

	UC72-11:  User clicks Submit Import File.
	UC72-12:  Transfers the file and adds it to the load queue.  
	


	Table 5-122.  Use Case 72 Alternates:  Import a DMR



	Description
	Actor Action
	System Response 

	Cancel Import process.
	UC72-8 Alternate 1:  User clicks Cancel.
	UC72-9 Alternate 1:  Cancels import process and returns to the DMR Import page.

	Cancel Import process.
	UC72-11 Alternate 1:  User clicks Cancel.
	UC72-12 Alternate 1:  Cancels import process and returns to Facility User Interface home page.


5.6.3.12 View Import Results and Import Log - External Users 

	Table 5-123.  Use Case 73. View Import Results and Import Log



	Actor Action
	System Response 
	Notes

	UC73-1:  User logs in to NetDMR. 
	UC73-2:  Displays the Facility User Interface home page.

(See Figure E-1)
	Assumes the user has an external user role and successfully logged in to NetDMR.

	UC73-3:  User clicks the Check Results option under the Import DMRs menu.
	UC73-4:  Displays the DMR Import Results page. 
	

	UC73-5:  User clicks the Log icon for a specific import transaction.  
	UC73-6:  Displays the DMR Import Log page.
	


6.0 Interfaces


This section describes the interfaces between NetDMR and external systems.

6.1 Exchange Network Interface


NetDMR will interact with an Exchange Network 1.1 compliant Node (e.g., CDX) to retrieve permit, empty slot, and error message information from a NPDES system (e.g., ICIS-NPDES or a state NPDES system).  NetDMR will also send DMRs that have been submitted using NetDMR to the NPDES system via a Node.  Several Exchange Network Integrated Project (IPT) teams have been formed to specify the interaction between a Service User (e.g., NetDMR) and a Service Provider (e.g., CDX).  NetDMR will use these specifications to consume the services. 

6.1.1 Network Authentication and Authorization Services (NAAS)


NetDMR must have a NAAS account to use the services provided by an Exchange Network Node (e.g., CDX).  The NetDMR Security specifications outline how NetDMR will securely interact with the Node.
6.1.2 Basic Permit Data Flow

The specifications for the Basic Permit Data Flow (BPDF) are defined in the Permit IPT.  The current version of the specifications, at the time of this writing, is version 1.0 draft3.  The specifications, including the information returned from the services, may change slightly as the services are implemented. 


NetDMR will use the BPDF to retrieve the list of permits that are applicable for an instance of NetDMR.  The list of permits will be used to allow NetDMR users to request access to perform various functions for the permits (e.g., view CORs, edit DMRs).  The specifications outline three services that will be made available to NetDMR.

· Authenticate;
· NetDMR.GetBasicPermitInfo_v1.0 (Solicit);
· GetStatus; and
· Download.

See the IPT documentation for more information on the individual services such as the required parameters, result format, and choreography of these services. 


NetDMR will use the services to periodically retrieve the set of permits for each instance.  The frequency with which the permits are retrieved for an instance will be specified in a NetDMR configuration file and will apply to all instances associated with an installation.  By default, the frequency will be weekly.  NetDMR will automatically generate the appropriate request on the appropriate Exchange Network Node (e.g., CDX). 


NetDMR will automatically request the list of permits for an instance after the instance is created.  After the initial request for permits, NetDMR will request the permits on a weekly basis.  It is also anticipated that NetDMR Internal Administrators will be provided functionality to manually trigger a refresh of the permit information.  The functionality provided to Administrators will be described in the Administrator SDD.


It is anticipated that BPDF requests will be processed overnight.  To allow for this, NetDMR will call the GetStatus service the morning after the GetBasicPermitInfo service was called.  If the request has not been processed prior to this initial GetStatus request, NetDMR will call the GetStatus service every 6 hours for up to 48 hours after the initial GetBasicPermitInfo service was made.  If the request has not been completed after 48 hours, NetDMR will assume the request will not be completed and consider the request ‘Cancelled’.  NetDMR will not check the status or process the results of cancelled requests.  The cancellation of a request allows NetDMR to automatically handle the situation in which a CDX transaction stays in the ‘Pending’ status indefinitely.


Due to the asynchronous nature of the requests, NetDMR will process the request results in the order in which NetDMR downloads the results.  This means that if Request A was forwarded on Monday and Request B was forwarded on Tuesday, NetDMR could potentially process the results from Request B before the results from Request A.  This would occur if the Service Provider (e.g., CDX) provides the results to Request B prior to Request A.  See Section 4.2 for information on how NetDMR will reconcile the information returned from an individual request with that already stored in the NetDMR database.

6.1.3 Empty Slot Data Flow


The specifications for the Empty Slot Data Flow (ESDF) are defined in the Permit Data Flow IPT documentation. The current version of the specifications is version 1.0 draft4. The specifications, including the information returned from the services, may change slightly as the services are implemented. 


NetDMR will use the ESDF to retrieve empty slots (i.e., blank DMRs) that are applicable to each NetDMR instance. Each request will be specific to an instance. NetDMR users will access the on-line application interface to complete, sign, and submit the DMR. The specifications outline five services that will be made available to NetDMR.

13. Authenticate

14. NetDMR.GetScheduledDMRsByDate_v1.0 (Solicit)

15. NetDMR.GetScheduledDMRsByDMR_v1.0 (Solicit)

16. GetStatus

17. Download


See the IPT documentation for more information on the individual services such as the required parameters, result format, and choreography of these services. 

6.1.3.1 GetScheduledDMRsByDate


NetDMR will use the GetScheduledDMRsByDate service to indirectly request the empty slots for DMRs.  The requests are indirect because the DMRs are not specifically identified. Instead, the DMRs are specified through a set of criteria such as the Monitoring Period End Date (MPED) and/or Monitoring Period Start Date (MPSD) range. NetDMR will generate automated GetScheduledDMRsByDate requests on a periodic basis. Internal Administrators can also generate ad-hoc requests. 

Automated Requests

NetDMR will automatically retrieve empty slots for all permits for which there is at least one NetDMR user with the signatory or edit role. DMRs will continue to be retrieved as long as at least one user has the signatory or edit role for the permit. 


The first time DMRs are retrieved for a permit, the request will retrieve all DMRs that have:

· Monitoring Period Start Date (MPSD) within the past year up through a specified time in the future (e.g., 2 months), and 
· Monitoring Period End Date (MPED) from the date the role was granted to one year in the future.  

This purpose of this request is to retrieve all DMRs where the date the role was granted falls within the Monitoring Period of the DMR and to retrieve a small set of DMRs in the near future. After the initial retrieval, the service will be called on a periodic basis to retrieve the next set of DMRs with a Monitoring Period start date in the near future. The goal of the automated routine is to retrieve a DMR’s empty slots only once.  The empty slots for a DMR are retrieved just before the Monitoring Period for the DMR starts. This reduces the likelihood that the empty slots for the DMR will change in ICIS-NPDES. The NetDMR configuration file contains the settings that control the timing of the requests and how far in advance of the MPSD DMRs should be returned.  Table 6-1 provides an example of this process for a few sample DMRs for a permit. Additional information about the DMR such as permitted features and limit set designator are not shown.

	Table 6-1.  Sample DMR list for Permit RI1234567



	DMR ID
	Report Type
	Start Date
	End Date

	DMR1
	Annual
	01/01/2007
	12/31/2007

	DMR2
	Quarter
	01/01/2007
	03/31/2007

	DMR3
	Month
	01/01/2007
	01/31/2007

	DMR4
	Month
	02/01/2007
	02/28/2007

	DMR5
	Month
	03/01/2007
	03/31/2007

	DMR6
	Month
	04/01/2007
	04/30/2007

	DMR7
	Quarter
	04/01/2007
	06/30/2007

	DMR8
	Month
	05/01/2007
	05/31/2007

	DMR9
	Month
	06/01/2007
	06/30/2007

	DMR10
	Month
	07/01/2007
	07/31/2007



In this example, assume a permittee is granted signatory access to permit RI1234567 on March 1, 2007. Table 6-2 shows an example of the ordered list of web service requests that NetDMR would make over time for this permit, and the DMRs from Table 6-1 that would be returned for each request. The Regulatory Authority and Permit ID would be the same for all the requests and are not shown. The Current Date column represents the date NetDMR makes the request.

	Table 6-2.  Example Web Service Requests



	Call #
	Current Date
	MPSD Range Start
	MPSD Range End
	MPED Range Start
	MPED Range End
	DMRs Returned

	1
	03/01/2007
	03/01/2006
	04/30/2007
	03/01/2007
	03/01/2008
	DMR1, DMR2, DMR5, DMR6, DMR7

	2
	04/23/2007
	05/01/2007
	06/30/2007
	N/A
	N/A
	DMR8, DMR9

	3
	06/23/2007
	07/01/2007
	09/30/2007
	N/A
	N/A
	DMR10



For Call #1, NetDMR will use both MPSD and MPED date ranges to specify the DMRs that should be returned because this is the first time DMRs are retrieved for the permit. The request returns reports that have a MPSD of exactly one year before the role was granted up to the amount of time in the future as specified in the NetDMR configuration file, in this case 2 months. The use of the MPED range for this initial retrieval restricts the result set to only those DMRs with a MPED that has not passed. This eliminates the DMRs with monitoring periods that have already passed (e.g., DMR3, DMR4). This call returns five DMRs (DMR1, DMR2, DMR5, DMR6, DMR7). 


After the initial call, NetDMR will periodically call the service to retrieve the next block of DMRs. The MPSD range is chosen so as to not overlap with the range of the previous request for the permit. The call is initiated a specified time prior to the MPSD range end date from the previous request.  This is to ensure that NetDMR has received the next set of DMRs before a user would be able to enter data for them. The amount of time is specified in the NetDMR configuration file, in this case 7 days.


Call #2 demonstrates this relationship with the previous request. The call is made 7 days before the MPSD Range End of Call #1. The MPSD Range Start is one day after the MPSD Range End of Call #1. The MPSD Range End is set to the amount of time specified in the configuration file, two months in this case. This call returns the next two monthly DMRs, DMR8 and DMR9. A similar process is performed for Call #3, which returns DMR10.
Ad-Hoc Requests


The automated process is designed to retrieve the empty slots for a DMR only once.  The likelihood of the empty slots changing after being retrieved is reduced by retrieving the slots just before the monitoring period starts. However, the empty slots are subject to change at any time within ICIS-NPDES. While this is not a common occurrence for a specific DMR, it is common across all of the DMRs. 


To account for this scenario, NetDMR allows Internal Administrators to generate ad-hoc GetScheduledDMRsByDate requests to retrieve the empty slots for a set of DMRs. The administrator can select a permit, an MPSD date range, and an MPED date range. The permit must exist within NetDMR, but unlike the automated routine, a user does not have to have to have the edit or signatory role on the permit. 


The automated retrieval process does not consider r ad-hoc requests when scheduling the next automated GetScheduledDMRsByDate request.  For example, if an Administrator requested the next six months of empty slots for a permit using an ad hoc request, the next automated request would still retrieve those empty slots. 

6.1.3.2 GetScheduledDMRsByDMR


The GetScheduledDMRsByDMR process requires the requestor to uniquely identify each DMR to be returned. These requests are manually requested by Internal and Permit Administrators when they recognize that the empty slots for a particular DMR need to be refreshed. 

6.1.3.3 Request Processing


ESDF requests will be processed asynchronously by the Service Provider (e.g., CDX). NetDMR will call the GetStatus service at the time specified in the NetDMR configuration file the day after the request was made. If the request has not been processed prior to this initial GetStatus request, NetDMR will call the GetStatus service the next day.  If the request has not been completed at this time, NetDMR will assume the request will not be completed and consider the request ‘Cancelled’. NetDMR will not check the status or process the results of cancelled requests. The cancellation of a request allows NetDMR to handle situations in which a CDX transaction stays in the ‘Pending’ status indefinitely. ESDF requests that are cancelled in this manner will be automatically resent following the cancellation of the request. 


Due to the asynchronous nature of the requests, NetDMR will process the request results in the order in which NetDMR downloads the results. This means that if Request A was sent on Monday and Request B was sent on Tuesday, NetDMR could potentially process the results from Request B before the results from Request A. This would occur if the Service Provider (e.g., CDX) provides the results of Request B prior to those of Request A.  See Section 4.3 for information on how NetDMR will reconcile the information returned from an individual request with that already stored in the NetDMR database.
6.1.4 ICIS-NPDES Batch Flow

NetDMR will submit Discharge Monitoring Reports (DMRs) that have been signed using NetDMR to ICIS-NPDES.  NetDMR will complete these submissions using the ICIS-NPDES Batch flow, a collection of web services and supporting processes running in ICIS-NPDES and EPA’s Central Data Exchange (CDX).  The integration will allow automated, computer-to-computer communications between NetDMR and ICIS-NPDES (via CDX).


Table 6-3 provides a listing of key decisions required to specify how NetDMR will use the Batch Flow and a short summary of recommendations for each.  The recommendations are discussed in further detail following the table.

	Table 6-3.  NetDMR Use of ICIS-NPDES Batch Flow



	Decision
	Approach

	Number of XML files per Submission
	One

	Submission File Granularity
	Each submission only contains data for a single NetDMR instance (e.g., Regulatory Authority).

	Submission Frequency
	Daily submissions for each instance

	DMR Transaction Types
	NetDMR will use the Replace and Mass Delete transaction types as defined by the Batch XML Schema User’s Guide.

	ICIS-NPDES User ID
	Each NetDMR installation will have a unique ICIS-NPDES userID. Each instance within a NetDMR installation will use a common ICIS-NPDES user ID. 


Number of XML Files per Submission


The Submit service defined in the flow allows multiple XML submission files to be grouped together into a single request. CDX will pre-process the submitted files and will only forward to ICIS-NPDES the subset of files that pass pre-processing.  The Batch Flow can not guarantee the order in which the files are processed because CDX may not forward all the files in the submission to ICIS-NPDES. 


To simplify the interaction between NetDMR, CDX, and ICIS-NPDES, each NetDMR submission to CDX will contain a single XML file. This assures that the entire submission would either be forwarded to ICIS-NPDES for processing, or would fail at CDX.  The use of this approach eliminates the need for NetDMR to parse CDX-generated files to determine if a subset of the submitted documents failed CDX validation, as well as the need to develop any associated error handling routines. 

Submission File Granularity


NetDMR will include only a single instance’s data in each Submit request.  For example, if a NetDMR installation has four instances and submits DMRs to ICIS-NPDES on a daily basis, four submissions would be generated each day.  This approach allows NetDMR administrators to view the contents of the submissions specific to their instance only, and does not include submissions from other instances. 

Submission Frequency


NetDMR will generate daily submissions for each instance in a NetDMR installation. The daily submission will include all DMRs in NetDMR that have been signed and have not already been submitted to ICIS-NPDES.  Submissions will also include DMRs from previous submissions that encountered critical failures that prevented the submission from being processed (e.g., ICIS-NPDES database connection fails) and DMRs that Internal Administrators have requested to be resubmitted.

DMR Transaction Types


The ICIS-NPDES Batch Flow supports three types of DMR transactions:
· Change: Modifies non-key field data in ICIS-NPDES. Data for the key fields must be provided; only the ICIS-NPDES fields to be changed are submitted with this transaction type.
· Replace: Adds a record if it does not exist in ICIS-NPDES, or changes non-key field data in ICIS-NPDES if the record exists.
· Mass Delete: Deletes a record from ICIS-NPDES regardless of whether it is associated or linked with other records.


NetDMR will only use the Replace and Mass Delete transaction types. NetDMR will use Replace instead of Change to eliminate the need to track of the current state of a DMR within ICIS-NPDES. NetDMR will send all of the data for the DMR with every submission to ICIS-NPDES, allowing each submission to be independent of previous submissions. An Administrator will not be required to review multiple DMR submissions to determine the expected values for a DMR in ICIS-NPDES. The use of full DMR submissions will also allow NetDMR to forward DMR submission to state-based NPDES systems that do not support Change transaction types. NetDMR will use the Mass Delete transaction type whenever a COR is repudiated in NetDMR. 

ICIS-NPDES UserID


The ICIS-NPDES Batch Flow requires the submitter to include an ICIS-NPDES userID in the header of each submission file. The userID must have the appropriate ICIS-NPDES permissions to perform the requested transactions on the ICIS-NPDES DMRs. A unique ICIS-NPDES userID will be created for each installation of NetDMR. All instances within a single installation will use the same userID when submitting DMRs to ICIS-NPDES.
6.1.5 Error Message Data Flow

The Error Message Data Flow (EMDF) defines an alternative to what is returned from the ICIS-NPDES Batch Flow (Section 6.1.4).   The Error Message IPT has defined the specifications for the format of the result document. See the associated documentation for more information. Section 4.7 describes how NetDMR will use the result document.

For all ICIS-NPDES Batch Flow requests, NetDMR will specify that the EMDF result document should be returned. The method for indicating this within the Batch Submit service request will be specified in the final EMDF documentation.  The Node that NetDMR will communicate with is specified in the NetDMR Configuration file.
6.2 User Environment Interface

NetDMR requires that users access the web site using one of the following supported internet browsers.

· Internet Explorer 6.x;
· Internet Explorer 7.x; or
· Mozilla Firefox 2.x.

NetDMR functionality and performance will not be tested or validated using other browsers.  Users must also have JavaScript enabled in their browser.  See Section 2.0 of the NetDMR Security Specification for more information on how users will access NetDMR. 

6.3 NetDMR Signature Certificate

NetDMR will use an RSA 1024 bit asymmetric key pair to sign CORs. An asymmetric key pair uses a pair of cryptographic keys - a public key and a private key. The private key is kept secret, while the public key may be widely distributed. The keys are related mathematically, but one key can not be practically derived from the other key.  A message signed with NetDMR’s private key can be verified by anyone who has access to the sender's public key, thereby proving that the sender signed it and that the message has not been tampered with. This is used to ensure the authenticity of the signature (http://en.wikipedia.org/wiki/Public-key_cryptography).

The following steps must be followed before NetDMR can sign CORs:
18. Generate certificate (public/private key pair).
19. Add the certificate to the NetDMR keystore.
20. Register the certificate for use by NetDMR.
Generate Certificate


The key pair must be an RSA 1024 bit asymmetric key pair and must be provided in the PKCS12 format (http://www.rsa.com/rsalabs/node.asp?id=2138). PKCS12 is an open standard for storing the private key and associated public key certificate. Numerous Certificate Authorities (CAs) such as Thawte and Verisign can generate PKCS12 formatted key pairs. The Exchange Network CA may also be able to generate the key pair. Deployers can choose which Certificate Authority (CA) to use. It is also possible to generate the certificate internally and self-sign the certificate. While this is probably acceptable for the development and test environments, it is recommended that the certificate used in production is signed by a third party CA to add an additional level of verification to the certificate generation process. 

Add Certificate to Keystore


A keystore is a file that stores public and private keys. NetDMR will use a PKCS12 keystore to store PKCS12 certificates. Keystores can, and should, be protected with a password. The file will be stored in the file system and must be accessible to the NetDMR application server.  If NetDMR is deployed in a clustered environment all application servers in the cluster will need access to the same certificate. This can be accomplished by storing the keystore in a central location that is accessible to all application servers (e.g., in a SAN environment) or by duplicating the keystore on the local file system of each application server. Each deployment of NetDMR will need to determine the best approach for the particular situation. The location of the keystore is provided to NetDMR within the NetDMR configuration file.


Someone with access to the file system must add the certificate to the keystore. There are various methods to add certificates to keystores. ERG recommends using the IBM KeyMan utility (http://www.alphaworks.ibm.com/tech/keyman) as it provides a graphical user interface to create keystores and manage the certificates within a keystore.


It is recommended that the permissions on the keystore file be limited to only those server users that must access the keystore. A server user is someone who has an account to access the physical server upon which NetDMR is deployed. It also includes accounts created for a specific service running on the server. For example, in many deployments a account is created for the web server to run as. Creating a specific account for the web server allows the permissions associated with the account to be the bare minimum required for the service to operate under. The management and use of server users is outside the scope of NetDMR. 

Register Certificate


After the certificate has been added to the keystore, a NetDMR System Administrator must register the key for use by NetDMR via the NetDMR System Administrator interface. The Administrator must log in to NetDMR and select which certificate in the keystore should be used to sign CORs.


When a certificate is registered for use in NetDMR, the alias and public key of the registered certificate, as well as the date and time the certificate was registered, are stored in the NetDMR database. Each time NetDMR is started, NetDMR verifies that the certificate in the keystore has not changed since it was registered for use in NetDMR. This is accomplished by comparing the public key in the keystore to the public key in the NetDMR database. In the event that there is a discrepancy in the currently registered public key in NetDMR and the public key in the keystore, NetDMR must not allow DMRs to be signed.

6.3.1 Compromised Certificate


A compromised certificate is one in which the private key becomes known to unauthorized users. A compromised certificate would allow a malicious user to falsify a NetDMR signature. NetDMR implements security measures beyond digital signature to reduce the risk associated with a compromised certificate. This includes logging submissions, sending submission acknowledgement emails that include the signature, and storing the COR, signature, and associated information in the NetDMR database. To successfully forge a submission or alter a previous submission, a malicious user would have to circumvent these measures in addition to forging a signature with the compromised private key. Due to these additional measures, CORs signed with a certificate prior to the certificate being compromised should not have to be signed again.  However, a compromised certificate should be immediately replaced.

6.3.2 Certificate Expiration


Each certificate contains a valid date range. This range identifies the time frame for which a certificate is valid (e.g., 1 year, 2 years). The duration of certificate validity depends on the certificate and the CA that generated the certificate.  Only valid certificates will be used to sign CORs. If the currently registered certificate is invalid, NetDMR will not allow a user to sign a DMR and will generate an error. A new certificate should be registered before the current certificate expires to avoid this situation. 


As previously discussed, CORs signed with a compromised certificate prior to the compromise should not have to be signed again. However, it is recommended that the certificate used to sign CORs be updated routinely to limit the number of CORs that are signed by a single certificate. ERG recommends that certificates be valid for a year. This balances the burden of registering new certificates with the number of CORs that would be affected if a certificate is compromised. 
6.4 Reference Table Interface


NetDMR will maintain a copy of any required ICIS-NPDES reference tables.  As specified by NetDMR Requirement 76, a single set of reference tables will be used for a NetDMR installation (e.g., EPA installation). All instances (e.g., Region1, Region2, Rhode Island) within a single installation will use the same set of reference tables. For example, the same list of Agency Type Codes will be used by all instances. The Agency Type reference table is used as an example throughout this document. The ICIS-NPDES reference tables that will also be maintained within NetDMR are:

· REF_AGENCY_TYPE;
· REF_FREQUENCY_OF_ANALYSIS;
· REF_MONITORING_LOCATION;
· REF_NODI;
· REF_PARAMETER;
· REF_PERMIT_STATUS;
· REF_PERM_FEATURE_TYPE;
· REF_SAMPLE_TYPE;
· REF_STATISTICAL_BASE;
· REF_UNIT;
· REF_UNIT_GROUP; and
· XREF_UNIT_GROUP_UNIT.

The reference tables are self explanatory, with the exception of the unit and unit group related reference codes.  A NetDMR user can select a different unit code than that specified for the parameter. However, the list of available units that the user can select depends on the parameter unit group. The REF_PARAMETER table specifies the unit group. The XREF_UNIT_GROUP_UNIT relates unit groups to the available units within that group.


The reference tables will be similar to those stored in ICIS-NPDES to simplify maintenance. Each type of reference code (e.g., Agency Type) will be stored in a distinct table (e.g., ref_agency_type). The name of each reference table will be prefixed with ‘ref_’ for easy identification. Each table will also contain a Code, Description, and Status column similar to the ICIS-NPDES counterpart. An ID column will be included to provide a constant unique key.  In general, each reference table will include the following:

· ID: A unique key for each option. The ID is generated by NetDMR and is used by other tables within the NetDMR database to link to one of the reference codes. An ID will never be changed once assigned.

· Code: The code is a short abbreviation that uniquely identifies the option. The code is assigned outside of NetDMR and is used to link the codes between systems (e.g., NetDMR and ICIS-NPDES). The code is used in the various Exchange Network data flows to identify which of the available options was selected. If a NetDMR user has the option to select one or more of the options, the user is presented with the list of codes from which to choose. The code must be unique within the reference table.

· Description: The description contains a human readable description of the option. If a NetDMR user has the option to select one or more of the options, the user can view a list of the descriptions for each of the codes.

· Status: The status column indicates whether the code is Active (A) or Inactive (I). An active code should be displayed in the list of available options when displayed to a user. An inactive code should not appear in such a list, but needs to be maintained for historical purposes since records in other tables within the database may reference the code. 

For example, Table 6-4 lists the anticipated options in the Agency Type reference table.
	Table 6-4.  List of ICIS-NPDES Agency Type Codes



	ID
	Code
	Description
	Status

	1
	CNT
	County
	A

	2
	EPA
	U.S. EPA
	A

	3
	EPC
	EPA Contractor
	A

	4
	EPO
	Other - EPA
	A

	5
	INT
	Interstate
	A

	6
	LCL
	Local
	A

	7
	MUN
	Municipal
	A

	8
	OFD
	Other Federal
	A

	9
	REG
	Regional
	A

	10
	STA
	State
	A

	11
	STC
	State Contractor
	A

	12
	STO
	Other - State
	A

	13
	TRB
	Tribal
	A

	14
	STF
	State - Using Federal Credentials
	A

	15
	TRF
	Tribal - Using Federal Credentials
	A


Use In Exchange Network Flows


A specific option in a reference table will be identified in Exchange Network data flows through the use of the Code column. Note that the ID column is NetDMR-specific and should not be used outside of NetDMR. The Description column is a human readable description that is subject to change. 

Use in NetDMR Database


The ID column will be used by non-reference tables to link to a particular option within a reference table. The use of the ID column was chosen because it is controlled by NetDMR and is a constant that is never displayed to a user or included in any data flow. This allows the externally controlled Code and Description to change as needed.

Updating Reference Tables


As agreed during NetDMR stakeholder meetings and discussed in NetDMR Requirement 27, the initial version of NetDMR will support only manual updates to the reference tables. An authorized person (e.g., database administrator) will write insert, update, and delete SQL statements as necessary to update the reference tables.

Adding a New Option


Adding a new code will require inserting a new record in to the appropriate reference table; no other changes are required. The NetDMR database will automatically generate an ID for the new row.  An example insert statement for adding a new code is as follows: 

INSERT INTO ref_agency_type (code, description, status) VALUES (‘EXP’, ‘Example Code’, ‘A’)

Updating an Existing Option


The Code, Description, and Status columns are the only reference table columns that should be updated. The ID column is auto-generated and should never be updated since NetDMR uses this column within other NetDMR tables to link to a particular option in the reference table. The following is an example UPDATE statement to update the description for one of the options.

UPDATE ref_agency_type SET description=’Revised Example Code’ WHERE code=’EXP’

Deleting an Option


An option in the reference table should only be deleted when the option is no longer used anywhere in the NetDMR database, and will never be used in an Exchange Network data flow. Even in these cases, it may be preferable to update the option to a status code of ‘I’ (Inactive) rather than deleting the option. The following is an example DELETE statement.

DELETE FROM ref_agency_type WHERE ID = 9

6.5 NetDMR Configuration File


NetDMR will use a configuration file to specify settings that control runtime operations. Each setting will be set to a default in the NetDMR distribution; however deployers can choose to modify these settings as appropriate for the deployment environment.  The default settings will be determined during testing. The settings include:

NetworkSubmissionStartTime:  NetDMR processes signed DMRs that need to be sent to ICIS-NPDES on a daily basis. This setting specifies the time that NetDMR will start this processing. DMRs that are signed after this time will be sent the next day.

NetworkRefreshStartTime:  NetDMR will check the status of all outstanding Solicit and Submit requests on a daily basis. This setting specifies the time that NetDMR will start performing the status checks. After the statuses for all requests have been updated, Download requests are made for requests that have a NetworkStatus of ‘Completed’ or ‘Failed’, and a are marked as Completed

NetworkEmptySlotBlockSize:  NetDMR will retrieve empty slots for DMRs that start in the future. This sets how far in to the future, in months, the requests for empty slots will go. 

NetworkEmptySlotAdvanceRequest:   NetDMR retrieves empty slots in blocks. This setting specifies when the next request for blocks should occur in relation to the MPSD Range End date of the previous request. The setting is specified in days prior to the MPSD Range End date.

NetworkBasicPermitRefreshFrequency:  Specifies how often the full list of permits should be retrieved through the Basic Permit Data Flow.

NetDMR Database Connection:    Specifies the connection URL, username, and password for connecting to the NetDMR database. 

Keystore Connection:  Specifies the location of the keystore file and the password used to retrieve the entries within the file.
Node Endpoint:  The node address to which all Exchange Network requests will be sent.
6.6 DMR Import File Specifications
Permittees and Data Providers can enter the measurement data DMR through one of the following methods:

· Use a NetDMR provided web form as specified in Use Case 65.  

· Import the data for one or more DMRs by uploading an ‘import’ file that conforms to the specifications in Section 6.6.1 and 6.6.2.  NetDMR will populate the data in the DMR with the data contained in the file. This is shown in Use Case 72. 

The import file can contain data to create new DMRs (fill "empty slots"), alter in-process DMRs, and/or correct previously submitted DMRs. An import file is used to populate the data for each parameter in a DMR.  However, users must still use the NetDMR web form to acknowledge soft errors, provide DMR level information such as the Principal Executive Officer, and to sign a completed DMR. 

6.6.1 DMR Import Format

The DMR import file must conform to the Comma Separated Value (CSV) format specified below. The format is based on the CSV specification outlined by the Internet Engineering Task Force (IETF) at http://tools.ietf.org/html/rfc4180. 

21. The data for each parameter is located on a separate line, delimited by a line break (CRLF).  For example:

aaa,bbb,ccc CRLF

zzz,yyy,xxx CRLF

22. The last record in the file may or may not have an ending line break.  For example:

aaa,bbb,ccc CRLF

zzz,yyy,xxx

23. A header line must appear as the first line of the file with the same format as normal record lines.  This header contains names corresponding to the fields in the file and contains the same number of fields as the records in the rest of the file.  For example:

field_name,field_name,field_name CRLF

aaa,bbb,ccc CRLF

zzz,yyy,xxx CRLF

24. Within the header and each record, there may be one or more fields, separated by commas.  Each line should contain the same number of fields throughout the file.  Spaces are considered part of a field and should not be ignored.  The last field in the record must not be followed by a comma.  For example:

aaa,bbb,ccc

25. Each field may or may not be enclosed in double quotes. If fields are not enclosed with double quotes, then double quotes may not appear inside the fields. If surrounding double quotes are used, the initial double quote must immediately follow the comma delimiter separating the field from the previous field and the final double quote must immediately precede the comma separating the field from the next field.  For example:

"aaa","bbb","ccc" CRLF

zzz,yyy,xxx

26. Fields containing double quotes and commas must be enclosed in double-quotes.  For example:

"aaa","b,bb","ccc" CRLF

zzz,yyy,xxx

27. If double-quotes are used to enclose fields, then a double-quote appearing inside a field must be escaped by preceding it with another double quote.  For example:

"aaa","b""quoted""b","ccc"

28. Fields that do not contain any data can either be surrounded in double quotes or be empty. For example,

"a","b","c" CRLF

a,,c CRLF

a,"",c

6.6.2 DMR Import File Contents

Section 6.6.1 describes how the fields in the upload file will be delineated. This section specifies the fields that are contained in the file.  The import format will allow a user to specify all the information for a parameter that the user would otherwise have to enter using the NetDMR Edit DMR functionality.  Note that users are required to use NetDMR functionality to acknowledge soft errors and enter DMR level information such as the Principal Executive Officer.

The following fields are listed in the order in which they must appear for each row in the upload file.

	Table 6-5.  DMR Import File Specification


	Column #
	Header
	Description

	1
	permitted_feature_id
	Permitted Feature ID

	2
	limit_set
	Limit Set Designator

	3
	mped_txt
	Monitoring Period End Date (yyyy-mm-dd)

	4
	parameter_cd
	Parameter Code

	5
	monitor_location_cd
	Monitoring Location Code

	6
	quant_unit_cd
	Quantity Unit Code

	7
	conc_unit_cd
	Concentration Unit Code

	8
	sample_quant_val1
	Sample Quantity 1

	9
	sample_quant_val2
	Sample Quantity 2

	10
	sample_conc_val1
	Sample Concentration 1

	11
	sample_conc_val2
	Sample Concentration 2

	12
	sample_conc_val3
	Sample Concentration 3

	13
	effluent_quant_val1
	Effluent Quantity Value 1

	14
	effluent_quant_val2
	Effluent Quantity Value 2

	15
	effluent_conc_val1
	Effluent Concentration Value 1

	16
	effluent_conc_val2
	Effluent Concentration Value 2

	17
	effluent_conc_val3
	Effluent Concentration Value 3

	18
	nodi_quant_val1
	NODI Quantity Code Value 1

	19
	nodi_quant_val2
	NODI Quantity Code Value 2

	20
	nodi_qual_val1
	NODI Quantity Code Value 1

	21
	nodi_qual_val2
	NODI Quantity Code Value 2

	22
	nodi_qual_val3
	NODI Quantity Code Value 3

	23
	excursions_num
	Number of reported excursions

	24
	freq_analysis_cd
	Frequency of Analysis Code

	25
	sample_type_cd
	Sample Type Code


6.6.3 Import Strategy

A user must specify the data replacement strategy when the uploading a DMR file.  The strategy directs NetDMR to handle changes to in-process DMRs. The strategies include:

· Append Only: The import may add data to an in-process DMR but may not overwrite the DMR's existing data.

· Append and Overwrite: The import may both add data to and overwrite existing data in an in-process DMR.

After the user uploads a file, it enters the NetDMR import queue. The user can monitor the status of the import request on the Check DMR Import Results page. After processing the import, NetDMR will notify the user by e-mail and make any errors available via the Check DMR Import Results page.

6.6.4 Import Validation


This section describes the validation that will be performed on the imported file. Each row is processed atomically. If an error is encountered in a row, no data from the row will be processed. Errors in one row do not affect the processing of previous or subsequent rows. 

29. Each import file must contain data for only one permit number.  The permit number is specified on the Import DMRs page.

30. A row must be of the exact format specified in Section 6.6.1 and 6.6.2.

31. A row must contain data for the following fields to uniquely identify a parameter row in a DMR:

a. permitted_feature_id

b. limit_set

c. mped_txt

d. parameter_cd

e. monitor_location_cd

32. A row must relate to a parameter row of a DMR that exists in NetDMR

33. If a NODI code is provided, neither a sample nor effluent value can be provided for the related fields. For example, if a NODI code is provided for the nodi_quant_val1 field, data can not be provided for the sample_quant_val1 or effluent_quant_val1 fields.

34. All fields representing codes (e.g., parameter_cd, monitoring_location_cd, quant_unit_cd, nodi codes) must correspond to a code in an applicable reference table in the NetDMR database.

35. The mped_txt (Monitoring Period End Date) must be specified in the format YYYY-MM-DD.

36. If provided, the excursions_num field must be an integer >= 0.

37. If provided, the quant_unit_cd and conc_unit_cd must be appropriate for the specified parameter. The reference tables retrieved from ICIS-NPDES specify which unit codes are appropriate for each parameter code.

7.0 Other Design Features

A summary of other NetDMR design features is provided in this section.  
7.1 CROMERR Compliance 

NetDMR is designed to be compliant with the Cross-Media Electronic Reporting Rule (CROMERR, 40 CFR Part 3).  CROMERR provides the legal framework for electronic reporting under all of EPA’s environmental regulations.  Additional information on CROMERR compliance and EPA requirements can be found at http://www.epa.gov/exchangenetwork/cromerr/index.html.


A CROMERR checklist has been prepared and submitted for the NetDMR instance that will be hosted by EPA headquarters.  The checklist can be downloaded from   http://www2.ergweb.com/projects/netdmr/stakeholders/security_design.asp
7.2 Section 508 Compliance 


NetDMR is designed to be compliant with Amendments to Section 508 of the Rehabilitation Act Americans.  Implementation guidance provided at http://www.access-board.gov/sec508/ will be used.  Testing and verification of 508 compliance will be described in the NetDMR Testing Approach Documentation.
7.3 General Design Conventions

A summary of general NetDMR design conventions is provided in Table 7-1.

	Table 7-1.  Other NetDMR Design Features


	Design Feature
	Description

	Table Sorting
	· Tables will include functionality that allows for sorting in ascending or descending order by one column at a time.  The title of columns that can be used to sort a table of results will be displayed as a hyperlink. 

	Table displays and Navigation
	· All display displays will default to 10 rows with page controls at the top.
· Page controls include the following:

· Double Back Arrow Graphic: Displays the first page of results.

· Back Arrow Graphic:  Displays the previous page of results.

· Page Selection Box:  User selects a specific page number.

· Go Push Button:  Displays the selected page of results.

· Forward Arrow Graphic: Displays the next page of results.

· Double Forward Arrow Graphic: Displays the last page of results.

· Showing Results x-y of z: Displays the number of results shown and the total number of results.

· View All Push Button: Displays all of the results on one page.

	Search Results
	· Search results will, in general, be displayed in a table that shows the first 10 results.  

· Page controls will be provided to allow users to move between results.  

· A Show All button that presents all search results will also be provided.  Clicking Show All will display all search results on the page; table headers will be repeated every 10 rows.

	Clicking Cancel on a Confirmation Page
	· Returns the user to the originating edit page with edits intact. 

	Clicking Cancel on any other page
	· Returns the user to the previously accessed page. 


7.4 Suspect Analysis Tool

NetDMR includes an analysis tool that processes NetDMR log files and flags any irregularities that may indicate a compromised user account. If an irregularity is found, the tool inserts the information in the suspect_log for an Internal Administrator to use for further analysis. An entry in this table does not signify that the account has been compromised; only that further investigation is warranted.


NetDMR System Administrators specify the frequency that the analysis is performed and the subset of logs that are used for each run of the tool (e.g., last year of logs, last 2 years). The logs are stored for 6 years, after which they may be deleted. The initial version of the Suspect Analysis Tool will look for the following irregularities as specified in NetDMR Requirement 126:
38. Frequent inconsistencies in the logins, such as use of multiple IP addresses.
39. Frequent overlapping login from different IP addresses.
40. Irregular submission patterns.  An example of an irregular pattern would be a user who has submitted a single DMR every month for the past 6 months, but submits 50 the next month.


The threshold that must be exceeded to trigger each irregularity is specified in the NetDMR configuration file. The threshold for login inconsistencies is the number of different IP addresses that have been used within a year. The threshold for overlapping logins is a combination of the number of overlapping logins (e.g., 10 days) over the course of a time period (e.g., 3 days) that used a specified number of different IPs (e.g., 3). Standard deviations are used to determine irregular submission patterns. The average number of submissions a user submits in a month is calculated for the range of logs used in the analysis. An irregularity is logged for any month in which the number of submittals for the month exceeds a specified number of standard deviations away from the average. 
8.0 Assumptions

Additional assumptions that impact the NetDMR design are described in this section.

8.1 Target Users 

Users should be familiar with personal computers equipped with the Windows Operating system, Internet browser operation, and web-based applications.  Users should also have high-speed access to the Internet and version 6.X or later of Microsoft Internet Explorer.  In addition, users should have some experience with NPDES permits issued under the Clean Water Act and preparation or review of discharge monitoring reports.  
8.2 Hours of Operation

NetDMR is designed to be available at all times with the exception of regular system maintenance, system and database backups, and during any special events such as upgrades and roll outs.  All system backups will be completed by the hosting provider  Note that actual NetDMR uptime will be dependent on the uptime of the hosting provider, the Nodes managing data flows, the source NPDES system, and the destination NPDES system.  

8.3 Other Assumptions

NetDMR deployment requires that the environment have a valid SSL certificate.
9.0 Requirements Traceability Matrix


The following table maps NetDMR requirements to the use case or SDD section that demonstrates fulfillment of the requirement.  Per NetDMR Steering Committee decision on August 7, 2007, the initial NetDMR application will implement requirements with the priority of ‘must have’ only.  The full list of requirements is documented in NetDMR Software Requirements Specification v1.2 (see http://www2.ergweb.com/projects/netdmr/‌stakeholders/‌phase1.asp).
	Table 9-1.  NetDMR Requirements Traceability Matrix



	Req. ID
	Subsection
	Title
	Description
	Priority
	Use Case,  Section, Document

	User Requirements

	1
	User Types
	Internal Users - State Staff
	Must support functionality specific to state staff.
	Must Have
	Section 5.3, Section 5.4

	2
	User Types
	Internal Users - EPA Region Staff
	Must support functionality specific to Regional staff.
	Must Have
	Section 5.3, Section 5.4

	3
	User Types
	Internal Users - EPA HQ Staff
	Must support functionality specific to HQ staff.
	Must Have
	Section 5.3, Section 5.4

	4
	User Types
	External Users - Facilities /Permittees
	Must support functionality specific to facility/permittee staff.
	Must Have
	Section 5.5, Section 5.6

	5
	User Types
	External Users - Third-Party Data Providers
	Must support functionality specific to third-party data provider staff.
	Must Have
	Section 5.6

	6
	User Roles
	Access
	Allow user to log into NetDMR, view account Information, edit limited account information, and request roles for account.
	Must Have
	UC10

	7
	User Roles
	System Administrator
	Allow user to manage a centralized NetDMR installation.  Only allow internal users to be assigned this role.
	Must Have
	UC22-UC31

	8
	User Roles
	Internal Administrator
	Allow user to assign roles for permits to users, edit user account Information, and configure NetDMR instance level configuration options.  Only allow internal users to be assigned this role.
	Must Have
	UC33-UC52

	9
	User Roles
	Permit Administrator
	Allow user to manage access to DMR data associated with a specific permit; grant or revoke the View, Edit, and Permit Administrator roles to external accounts; grant or revoke permission for internal users to view partially-completed DMRs for a permit; and view all users and CORs associated with the permits to which they are assigned.  
	Must Have
	UC53, UC58, UC60

	11
	User Roles
	View (read only)
	Allow user to view permits, associated facility information, and submitted DMRs (Copy of Record).
	Must Have
	UC54, UC57

	13
	User Roles
	Edit
	Allow user to edit DMR data (original and corrections).
	Must Have
	UC65, UC71

	14
	User Roles
	Signatory
	Allow user to sign and submit DMR data (original and corrections).
	Must Have
	UC67, UC68

	15
	User Roles
	Data Provider
	Allow user to view and edit eDMRs.  This role would be assigned to third-party data providers, such as laboratories.  It is analogous to the View + Edit roles. 
	Must Have
	UC65, UC71

	16
	User Roles
	Many to Many External Account/Permit Role Relationship
	Allow all external accounts (permittee, third-party) to be assigned roles for multiple permits within the same facility.

Allow all external accounts to be assigned roles for multiple permits across multiple facilities. 

Multiple accounts can be assigned the same role for a single permit.
	Must Have
	UC11, UC53

	17
	User Roles
	Many to Many Internal Account/Permit Relationship
	Allow internal accounts to be granted View Partial role for multiple eDMRs for multiple permits and multiple facilities. 

Internal Accounts are intrinsically associated with all permits for the regulatory authority. 
	Must Have
	UC13

	18
	Account/‌Regulatory Authority Cardinality
	Many to One Account/Regulatory Authority Relationship
	Restrict an account to only be associated with one regulatory authority (NetDMR virtual instance).  A virtual instance can have multiple user accounts. 
	Must Have
	UC6

	19
	Internal Access Role Functionality
	View My Account Information
	EPA/Region/State staff can view their personal account information.
	Must Have
	UC14

	20
	Internal Access Role Functionality
	Edit My Account Information
	EPA/Region/State staff can edit their account information.  Prior to saving edits to their account, the user must provide their password and the answer to one of the challenge questions, chosen randomly by NetDMR, to which the user responded to during registration.  
	Must Have
	UC15

	21
	Internal Access Role Functionality
	Request Roles for Account
	EPA/Region/State user can request View Partial role for a partial DMR or the Internal Administrator role for the NetDMR virtual instance the account belongs to.
	Must Have
	UC12, UC13

	22
	Internal Access Role Functionality
	Retrieve Username
	Allow users to retrieve a forgotten username through a NetDMR web form.  The user will be required to provide the e-mail address for the account, and provide the answer to the challenge question the user entered during registration.  The user name will then be displayed.
	Must Have
	UC8

	23
	Internal Access Role Functionality
	Retrieve Password
	Allow users to retrieve a forgotten password through a NetDMR web form.  The user will be required to answer one of the challenge questions, chosen randomly by NetDMR, to which the user responded to during registration.  A verification key will be generated and sent to the e-mail address for the account.  The user will use the verification key to reset their password.  For more detail on the verification key see the registration process flow described in the NetDMR CROMERR checklist.
	Must Have
	UC7

	24
	Internal System Administrator Role Functionality
	Manage NetDMR Virtual Instances
	Allow users to create or delete virtual NetDMR instances within a central installation.  

24. Editing Existing Instance: Modify settings, add/remove Internal Administrators

25. Create Instance: Admin must provide Authority Name, key to retrieve permit information from ICIS-NPDES, time zone of instance, information to create an internal admin account, including a default password. The following outlines the steps to create the new instance.

a. After verifying the information, the System Administrator creates instance and Internal Administrator account. System Administrator provides a default password for Internal Admin’s account. The new instance is created in the state ‘Online for Internal Admin’. The Internal Administrator user account does not have the Internal Administrator role at this point and the account can not be used to login to NetDMR.

b. NetDMR sends a verification email to Internal Administrator email address.

c. System Administrator calls the Internal Admin user to inform him/her of 
	Must Have
	UC24- UC28

	25
	Internal System Administrator Role Functionality
	Assign Internal Administrator Role to an Internal User
	Allow a System Administrator to assign to an Internal User the Internal Administrator role for a specific NetDMR virtual instance.
	Must Have
	UC27

	26
	Internal System Administrator Role Functionality
	Disable Components
	Allow a System Administrator to disable parts of the application (e.g., submission of eDMR, retrieval of permit information).  They should also be able to schedule this downtime and display a warning to users that the system will not be available at a certain time.

A NetDMR instance must be in one of the following states: 

· Deleted: The instance is no longer accessible through the application

· Online for Internal Administrators: Only Internal Administrators can log in to modify settings, search CORs, etc. New accounts can not be created for the instance. 

· Online: Instance is fully online. Accounts can be created, permissions requested, etc.
	Must Have
	UC28- UC30

	76
	General
	Reference (Lookup) Tables
	Reference tables should match the ICIS tables. All NetDMR instances within an installation use the same reference tables.
	Must Have
	Section 4.1, Section 6.4, Appendix F

	27
	 Internal System Administrator Role Functionality
	Reference Table Maintenance
	The preferred method for keeping NetDMR reference tables synchronized with ICIS-NPDES reference tables is through an automated flow similar to the empty slot flow.  However, if this automated flow is not possible, manually updating the reference tables is acceptable as long as a set of global reference tables are used for all instances within an installation. Further research on the feasibility of a reference table flow will need to be conducted.
	Must Have
	Section 6.4

	30
	 Internal System Administrator Role Functionality
	Schemas
	Allow a System Administrator to specify which schemas are current and when the schemas became active.  All XML instance documents created must be related to a specific version of the schema the document is associated with.
	Must Have
	UC31

	33
	Internal Administrator Role Functionality
	Assign Roles for a Permit to an External User (Permit Administrator, Facility Administrator, View, View Partial eDMR, Edit, Data Provider, Signatory)
	NetDMR will provide an interface that allows an Internal Administrator to grant or deny roles requested in a Subscriber Form.

Each requested role will be granted or denied on an individual basis.  For example, if a user requests access to five permits, the regulatory authority can accept three requests and reject two of the requests.  The Internal Administrator must provide a reason for each denial.

NetDMR will e-mail a notification of grants and denials to the user who submitted the Subscriber Form.

Internal Administrators should not be able to see or respond to View Partial role requests.
	Must Have
	UC33- UC35, UC41, UC42, UC48

	34
	Internal Administrator Role Functionality
	Assign Roles for a Permit to an Internal User (View Partial eDMR)
	Allow an Internal Administrator to assign the View Partial eDMR role to an internal user.
	Must Have
	UC34

	35
	Internal Administrator Role Functionality
	Require Signatory Permit Administrator
	NetDMR must allow an Internal Administrator to specify whether Permit Administrators must also have the Signatory Role.
	Must Have
	UC32

	36
	Internal Administrator Role Functionality
	Signatory Role History
	NetDMR should display a history of signatory role grants and revocations.  The history would include when a Subscriber Agreement was generated, each time the role was granted or revoked, the date/time of the change, the reason for the change, and the user who made the change.
	Must Have
	UC43

	37
	Internal Administrator Role Functionality
	User Search
	Allow an Internal Administrator to search for users based on name (first and/or last), username, e-mail, permit ID, or facility.
	Must Have
	UC43

	38
	Internal Administrator Role Functionality
	COR Search
	Allow an Internal Administrator to search for CORs based on submitter name (first and/or last names), submitter e-mail, permit ID, facility, confirmation number, date range, and permitted feature.

When searching for CORs, repudiated CORs, by default, should not be included in the search results.  However, there should be an option on each search page to exclude or include repudiated CORs.  
	Must Have
	UC36

	39
	Internal Administrator Role Functionality
	Repudiate COR
	Allow an Internal Administrator to flag a COR as repudiated.  Require the Administrator to attach a comment to explain why the COR was repudiated.  
	Must Have
	UC39

	41
	Internal Administrator Role Functionality
	Edit User Account (Name)
	Allow an Internal Administrator to edit the Name fields on all user accounts.
	Must Have
	UC44

	45
	Internal Administrator Role Functionality
	Verify COR Signature
	Provide an interface for an Internal Administrator to verify hashes/digital signatures of CORs within NetDMR, and allow uploaded CORs to be verified.
	Must Have
	UC38

	46
	Internal View Role Functionality
	Accounts
	Allow EPA/Region/State staff to view user accounts associated with their instance of NetDMR.
	Must Have
	UC43

	48
	Internal View Role Functionality
	Submitted DMRs
	Allow EPA/Region/State staff to view the CORs for submitted DMRs that are associated with their NetDMR instance.
	Must Have
	UC36

	50
	External Access Role Functionality
	View My Account Information
	Allow an external user to view their personal account information, such as name, e-mail address, and phone number.
	Must Have
	UC14

	51
	External Access Role Functionality
	External Access Role Functionality
	Allow an external user to edit the information associated with their account.

Prior to saving edits to their account, the user must provide their password and the answer to one of the challenge questions, chosen randomly by NetDMR, to which the user responded to during registration.  

If the user is has a signatory role, the user can not edit the Name fields.
	Must Have
	UC15

	52
	External Access Role Functionality
	Request Permissions for My Account
	Allow an external user to request View or Edit roles for a specific permit from the Permit Administrator.  The external user can request the Signatory role for a specific permit from the Internal Administrator.
	Must Have
	UC11

	53
	External Access Role Functionality
	Retrieve Username
	Allow an external user to retrieve a forgotten username through a NetDMR web form.  The user will be required to provide the email address for the account and the answer to one of the challenge questions, chosen randomly by NetDMR, to which the user responded to during registration.  The user name will then be sent to the e-mail address specified for the account.
	Must Have
	UC8

	54
	External Access Role Functionality
	Retrieve Password
	Allow an external user to retrieve a forgotten password through a NetDMR web form.  The user will be required to provide the username and the answer to one of the challenge questions, chosen randomly by NetDMR, to which the user responded to during registration.  

A verification key will be generated and sent to the e-mail address for the account.  The user will use the verification key to reset their password.  For more details on the verification key see the registration process flow.
	Must Have
	UC7

	55
	External Permit Administrator Role Functionality
	Approve/Deny Permit Role Requests (View, View Partial, Edit, Permit Administrator)
	Allow a Permit Administrator to view user role requests for permits the Permit Administrator manages.  The Permit Administrator can grant or deny the role request.
	Must Have
	UC53, UC58, UC60

	56
	External Permit Administrator Role Functionality
	User/Role List
	Allow a Permit Administrator to view a summary of the users and assigned roles for all permits managed by the Permit Administrator.  The list should be sortable by name, permit number, or facility associated with the user.
	Must Have
	UC59

	58
	External Permit Administrator Role Functionality
	Search CORs 
	Allow Permit Administrators to search for CORs for all permits the Permit Administrator manages. CORs can be searched by submitter name (first and/or last names), submitter e-mail, permit ID, facility, confirmation number, date range, and permitted feature.

When searching for CORs, repudiated CORs, by default, should not be included in the search results.  However, there should be an option on each search page to exclude or include repudiated CORs.  
	Must Have
	UC54

	61
	External Permit Administrator Role Functionality
	Remove Signatory Role
	Allow a Permit Administrator to remove the Signatory role.
	Must Have
	UC60

	64
	External View Role Functionality
	View CORs
	Allow an external user to view the CORs of submitted eDMRs for permits associated with their account.
	Must Have
	UC54

	65
	 External Edit Role Functionality
	Enter data to create an original DMR submission
	Allow an external user to type values into a form to create an original DMR.
	Must Have
	UC65

	66
	External Edit Role Functionality
	Load a data file to create an original DMR submission
	Allow an external user to upload a data file from their desktop to populate an original DMR.
	Must Have
	UC72,UC73

	67
	External Edit Role Functionality
	Edit data to prepare corrections to a DMR
	Allow an external user to change DMR data on a previously submitted DMR by editing individual values.
	Must Have
	UC71

	68
	External Edit Role Functionality
	Load a data file to prepare corrections to an original DMR submission
	Allow an external user to upload a data file to revise previously submitted DMR data.
	Must Have
	UC72,UC73

	69
	External Signatory Role Functionality
	Sign and submit an original DMR
	Allow an external user to sign and submit to EPA an original DMR; user can also view DMR data prior to submission.
	Must Have
	UC67,UC68

	70
	External Signatory Role Functionality
	Sign and submit a DMR correction
	Allow facility user to sign and submit to EPA a revised DMR; user can also view DMR data prior to submission.
	Must Have
	UC67, UC71

	71
	External Data Provider Role Functionality
	Enter data to create an original DMR submission
	Allow an external user to type values into a form to create an original DMR.
	Must Have
	UC65

	72
	External Data Provider Role Functionality
	Load a data file to create an original DMR submission
	Allow an external user to upload a data file to populate an original DMR.
	Must Have
	UC72

	289
	Internal Administrator Role Functionality
	Approve Internal Users 
	Internal Administrators must approve users who register as internal users during the account creation process. Until approved, such a user would not have the ability to view any CORs associated with the regulatory authority.
	Must Have
	UC33

	290
	Internal Administrator Role Functionality
	Subscriber Agreement Signatory Requests
	Provide an interface to process the signatory requests in a Subscriber Agreement. After an Internal Administrator user enters the subscriber agreement number, all signatory requests included in that subscriber agreement number must be displayed. The Internal Administrator user can approve and deny the requests individually and does not have to respond to all of the requests at the same time. After responding to a particular signatory request, the page should refresh and display the request as response for informational purposes only. After responding to all requests in the subscriber agreement (i.e., approved or denied), the subscriber agreement would no longer be available to view on the page.
	Must Have
	UC48

	291
	Internal System Administrator Role Functionality
	Fraud Analysis Tool
	Allow System Administrator to specify when the fraud analysis tool is run.  For example, every 6 months starting on June 23, 2007 at 6:00 pm.
	Must Have
	UC32

	292
	Internal System Administrator Role Functionality
	Raw Logs for Fraud Analysis Tool
	Allow System Administrator to specify the subset of raw logs that the fraud analysis tool should analyze (e.g., previous year, previous two years).  The default should be the previous year of logs.
	Must Have
	UC32

	296
	Internal System Administrator Role Functionality
	Specify Number of Challenge Questions
	Allow System Administrators to specify how many challenge questions users are required to answer; a minimum of one challenge question/answer is required. The settings must be at the instance level to allow a different requirement for each instance.
	Must Have
	UC23, UC24

	297
	Internal System Administrator Role Functionality
	List of Possible Challenge Questions
	NetDMR must provide a list of at least 10 challenge questions from which the user can choose.  The list of questions is at the NetDMR system level. All instances will use the same set of questions.
	Must Have
	NetDMR Security Specification

	298
	Internal System Administrator Role Functionality
	Specify Private/Public Key Pair
	NetDMR must allow a System Administrator to specify the private/public key pair that NetDMR will use to sign CORs.

Note: This requirement provides additional security for the key pair used for signing the COR. The keys can not be added through the NetDMR interface. A new key pair can only be added by directly accessing the server. The System Administrator chooses which key pair to use from the list of key pairs already located on the server.
	Must have
	UC32

	304
	External Access Role Functionality
	View Pending Role Requests
	Allow an external or internal user to view role requests that he/she has made that are outstanding (i.e., not approved or denied by Administrator).
	Must Have
	UC14

	308
	Internal Administrator Role Functionality
	Customize Welcome Message, News, and Notices on Login page.
	The welcome message, news, and notices on the Login page should be customizable by each regulatory authority.
	Must Have
	Appendix C, Figure C.4 and C.5

	311
	Internal Administrator Role Functionality
	Customize Number of Signatory Requests in Subscriber Agreement
	The number of signatory requests that can be included in a subscriber agreement must be customizable.
	Must Have
	UC23, UC24

	Administrator Requirements

	79
	Data Purging
	Logs
	All logs are maintained for six years.  After six years, logs can be removed from the system.
	Must Have
	UC32

	283
	General
	Change Requests
	The System or Internal Administrator must confirm the following change requests prior to NetDMR acting upon the request: 

System Administrator

26. Create/edit/delete an instance

27. Create/edit/delete a system downtime schedule

28. Alter reference tables

29. Alter NetDMR System Settings

Internal Administrator

30. Approve/Deny Access Requests

31. Process Subscriber Agreement

32. Alter Instance Settings

33. Alter User Information

34.  Repudiate COR

Permit Administrator

35. Approve/Deny Access Requests 

36. Create User Account
	Must Have
	UC23, UC24, UC28, UC31- UC34, UC41, 
UC 42, UC44- UC48, UC53, UC58,
UC60

	285
	General
	Instance States
	A NetDMR instance must be in one of the following states: 

· Deleted: The instance is no longer accessible through the application

· Online for Internal Administrators: Only Internal Administrators can log in to modify settings, search CORs, etc. New accounts can not be created for the instance. 

· Online: Instance is fully online. Accounts can be created, permissions requested, etc.
	Must Have
	UC22, UC24

	286
	General
	Initial System Administrator
	A separate script or installation routine must exist to create the initial System Administrator for a NetDMR installation and subsequent System Administrators.
	Must Have
	NetDMR Security Specification

	287
	General
	User Notification
	After one of the actions listed in requirement 283 is verified and NetDMR handles the request, the user must be notified of the result of the request, along with the changes that were made. (Note: This can be accomplished via a confirmation page which displays the changed information and whether or not the action completed successfully.)
	Must Have
	UC23, UC24, UC28, UC31- UC34, UC41, UC 42, UC44- UC48, UC53, UC58, UC60

	80
	 Registration
	Two Step Registration
	The first step creates an account and verifies the registrant e-mail address.  The second step allows the registrant to request access to permits.
	Must Have
	UC6, UC11

	81
	Registration
	Account Creation
	All registrants must register for an account using a NetDMR web form.
	Must Have
	UC6

	82
	Registration
	Required Account Information
	· Username (All users)

· First Name (All users)

· Last Name (All users)

· E-mail* (All users)

· Challenge Question (All users) 

· The exact number is configured at the instance level; a minimum of one challenge question/answer is required.

· Challenge Answer (All users)

· Telephone Number (All users)

· Organization  (Signatory -Permittee and Third-Party users only)

· Direct/Delegated Authority (Signatory Permittee users only)

· Delegator Name  (Signatory Permittee users only) 

· Delegator Title (Signatory Permittee users only) 

*User must enter e-mail address twice.
	Must Have
	UC6

	83
	Registration
	Account Verification
	NetDMR will send an e-mail to the e-mail address supplied during registration.  The registrant must verify their e-mail address by clicking on a link supplied in the e-mail.  NetDMR must verify the user by challenging them with one of the challenge questions, chosen randomly by NetDMR, to which the user responded to during registration.  If the registrant enters the wrong answer to the challenge question 3 times, the verification key will be set to invalid, an e-mail will be sent to the registrant, and the user must either contact the regulatory authority to continue or restart the registration process.  Accounts that have not been verified after 60 days can be removed.
	Must Have
	UC6

	84
	Registration
	Verification Key
	Verification key must be a unique key generated using the SHA-256 hash algorithm.  The verification key is only valid for 60 days.  After 60 days the key can be removed from the system.
	Must Have
	UC6

	85
	Registration
	Notification Page
	After the user completes the NetDMR web registration form, a notification page indicating that the registrant should receive a confirmation e-mail and that they should contact the appropriate regulatory authority if they do not receive it within 24 hours must be displayed.
	Must Have
	UC6

	86
	Registration
	Set Password
	The user must set a valid NetDMR password to complete the registration process.  The password must be entered twice.  After setting the password, the verification key is no longer valid.
	Must Have
	UC6

	87
	Registration
	Locked Verification Key
	A user attempting to use an invalid verification key will receive a message stating the reason the key is no longer valid.
	Must Have
	UC6

	88
	Registration
	Account Creation E-mail
	Send e-mail confirming account creation after successfully verifying a user account.  
	Must Have
	UC6

	89
	Role Access Control
	Allowable Accounts
	Only verified accounts can request access to a permit.
	Must Have
	UC11

	90
	Role Access Control
	Permit Roles Access Request
	All users must request access for a particular permit and associated roles using a NetDMR web form. 
	Must Have
	UC11

	91
	Role Access Control
	View, Edit, signatory, Permit Administrator Role Request Form
	NetDMR must require users to enter the following additional information into a NetDMR web form to request a role:

37. The permits for which they are requesting access and the requested roles.

38. For each permit for which signatory access is being requested, whether the user has direct authority to sign the eDMRs for the facility or the authority is being delegated to them.  If the authority is delegated, the name and title of the person delegating the authority.

Allow users to request access to permits during the registration process, and at any time thereafter.
	Must Have
	UC11

	93
	Role Access Control
	Request Validation
	NetDMR must validate that all the requested permits for the user are managed by the same participating Regulatory Authority.
	Must Have
	UC11

	95
	Role Access Control
	Edit Role Management
	NetDMR must allow Permit Administrators to grant and revoke the Edit role. NetDMR must route requests for the Edit role to the appropriate Permit Administrator(s) for approval. 

NetDMR must allow Internal Administrators to grant and revoke the Edit role.  NetDMR must route request for the Edit role to the appropriate Internal Administrator(s).  If an Internal Administrator grants/revokes the Edit role, NetDMR must require the Internal Administrator to enter a reason.  An e-mail notification of the Edit role change, including the reason, will be sent to all applicable Permit Administrators.
	Must Have
	UC53, UC58, UC60

UC35, UC42, UC47

	96
	Role Access Control
	View Partial Role Management
	NetDMR must allow Permit Administrators to grant and revoke this role.  NetDMR must route requests for this role to the appropriate Permit Administrator(s) for approval. 

Internal Administrators should not be able to see or respond to View Partial role requests.

NetDMR must allow Internal Administrators to grant and revoke this role.  NetDMR must route request for the role to the appropriate Internal Administrator(s).  If an Internal Administrator grants/revokes this role, NetDMR must require the Administrator to enter a reason.  An e-mail notification of the role change, including the reason, will be sent to all applicable Permit Administrators
	Must Have
	* The priority of this requirement will be resolved by the Steering Committee. Requirement 12 and 92, which are Should Have requirements, define the partial DMR role and allow users to request the Partial DMR Role, respectively. 

	97
	Role Access Control
	Permit Administrator Role Management
	NetDMR must allow Permit Administrators to grant and revoke the Permit Administrator role.  NetDMR must route requests for the Permit Administrator role to the appropriate Permit Administrator(s) for approval. 

NetDMR must allow Internal Administrators to grant and revoke the Permit Administrator role. NetDMR must route request for the Permit Administrator role to the appropriate Internal Administrator(s).  If an Internal Administrator grants/revokes the Permit Administrator role, NetDMR must require the Internal Administrator to enter a reason.  An e-mail notification of the Permit Administrator role change, including the reason, will be sent to all applicable Permit Administrators.

NetDMR must require the initial grant of the Permit Administrator role for each permit to be by an Internal Administrator.  The user to whom the role is granted must also have the Signatory role. 
	Must Have
	UC53, UC58, UC60

UC35, UC42, UC47

	98
	Role Access Control
	Signatory Role Management
	NetDMR must allow Internal Administrators to manage the Signatory role.  Requests for the Signatory role must be routed to the Internal Administrator for approval.  If this is the first time the user has requested the Signatory role, NetDMR must require the Internal Administrator to enter the Subscriber Agreement Form number used to authenticate and authorize the user.

Must allow Permit Administrators to remove, but not grant, the Signatory role from a user for a permit the Permit Administrator managers. 

NetDMR must require the Internal Administrator or Permit Administrator to provide a reason for why the Signatory role is being removed. 

If a user is a Permit Administrator and a Signatory and the Regulatory Authority requires Permit Administrators to be signatories; removing the Signatory role will also remove the Permit Administrator role.
	Must Have
	UC35, UC42, UC47, UC48

UC60

UC35, UC42, UC47, UC48, 

UC60



	100
	Role Access Control
	Internal Administrator Role Management
	NetDMR must allow Internal Administrators to grant and revoke the Internal Administrator role.  NetDMR must route requests for the Internal Administrator role to the appropriate Internal Administrator(s) for approval. 

NetDMR must allow NetDMR System Administrators to grant and revoke the Internal Administrator is role.  If a System Administrator grants/revokes the role, NetDMR must require the Administrator to enter a reason.  An e-mail notification of the Internal Administrator role change, including the reason, will be sent to all applicable Internal Administrators.
	Must Have
	UC33

	101
	Role Access Control
	Self Role Removal
	Must allow a user to remove the Signatory and Permit Administrator role from one's own account.  If the user is the only user with the Signatory or Permit Administrator role for the permit, the user must be notified.
	Must Have
	UC19

	102
	Role Access Control
	Role Removal Confirmation
	Must require the user to confirm all requests to remove a role, including removing a role from one's own account, and a Permit or Internal Administrator removing a role from a user's account. 
	Must Have
	UC19

	103
	Role Access Control
	Role Change E-mail
	NetDMR must send an e-mail to the affected user confirming any changes to the roles assigned to the user's account.  

Internal Administrators should be e-mailed a notification if the only Permit Administrator for a permit removes the Permit Administrator role from his or her account.

Internal Administrators should be e-mailed a notification if the only Signatory for a permit has the Signatory role revoked. 

Permit Administrators should be e-mailed a notification when the Signatory role is granted/revoked for a permit the Permit Administrator manages.
	Must Have
	UC19, UC23, UC24, UC28, UC31- UC34, UC41, UC 42, UC44- UC48, UC53, UC58, UC60

	104
	Subscriber Agreement
	Printable Agreement
	NetDMR must generate a Subscriber Agreement in a printer-friendly format. 
	Must Have
	UC11

	105
	Subscriber Agreement
	Agreement Contents
	The printable Subscriber Agreement must include:

39. A unique key to facilitate tracking valid subscriber agreements.

40. The appropriate regulatory authority name and address, generated key, current date, and requesting account ID.

41. Name, organization, e-mail address, and telephone number of the user requesting access.

42. The requested Permit IDs for signatory access and the authority for each permit.

43. Areas requiring the user and the delegating authority, if applicable, to sign.

44. The appropriate terms and conditions for the regulatory authority.  The terms and conditions must state, at a minimum, that the user

a. Agrees to

i. Protect their account and password from compromise, not allow anyone else to use the account, and not share the password with any other person.

ii. Promptly report to the regulatory authority any evidence of the loss, theft, or other compromise of the user account or password.

iii. Notify regulating authority if they cease to represent any of the requested facilities as the submitter
	Must Have
	UC11

	106
	Subscriber Agreement
	Signature
	The user must sign the Subscriber Agreement.  If the authority is being delegated to the user, the delegating authority must also sign the Subscriber Agreement.
	Must Have
	Section 7.1, Section 9.1, CROMERR Checklist

	107
	Subscriber Agreement
	Archival
	Subscriber Agreements will be stored for at least 5 years after the associated electronic signature device has been deactivated.
	Must Have
	NetDMR Security SpecificationCROMERR Checklist

	108
	Subscriber Agreement
	Validation (Business Requirement)
	Regulatory authorities will, to the best of their ability, validate the information provided in the Subscriber Agreement to assure accuracy and that it is appropriate for the requestor to be granted signatory authority for the specified permits.  Upon successful validation, the authority will grant the signatory role to the user for the applicable permits.
	Must Have
	CROMERR Checklist

	109
	System Security
	Username/Password Credential
	Users will use a username and password to log in to NetDMR. The password will be used to sign eDMRs.
	Must Have
	UC10

	110
	System Security
	Password Composition Validation
	NetDMR must require a user password length between 8-20 characters.

The password can only contain the following characters:

· Uppercase letters (ABCDEFGHIJKLMNOPQRSTUVWXYZ)
· Lowercase letters (abcdefghijklmnopqrstuvwxyz)

· Numbers (0123456789)

· Special characters (!@#$^&*+=)

The password must contain at least one letter and one number.
	Must Have
	UC6

	112
	System Security
	Password Change Frequency
	System Administrators must be able to specify a password change frequency for each NetDMR instance. The change frequency must not exceed 12 months.  NetDMR must allow users to change their password at any time, but must require users to change per the change frequency specified by the System Administrator for the instance.
	Must Have
	UC23, UC24

	113
	System Security
	Password Storage
	Must store user passwords in the database in a hashed format. 
	Must Have
	NetDMR Security Specification

	114
	System Security
	Password Salt
	Must create a unique 8 character random password salt for each user using the SecureRandom java class.
	Must Have
	NetDMR Security Specification

	115
	System Security
	Verify Account Login
	NetDMR must generate a per-login hash of the password entered by the user and the user's password salt and compare the per-login hash to the valid hash stored in the database.  Only verified accounts can log in. 
	Must Have
	NetDMR Security Specification

	116
	System Security
	Login Concurrency
	NetDMR must allow a user to maintain only a single concurrent NetDMR session.  If the user is already logged in, NetDMR must invalidate and terminate the previous session.
	Must Have
	NetDMR Security Specification

	117
	System Security
	Locked Accounts
	NetDMR must allow a user to lock his or her own account, and Internal Administrators to lock any user account for the applicable regulatory authority. NetDMR must not allow locked accounts to access NetDMR.
	Must Have
	UC16,UC45

	118
	System Security
	Automatic Account Locking
	NetDMR must automatically lock accounts after 3 unsuccessful login attempts within a 24 hour period.
	Must Have
	UC10

	119
	System Security
	Locked Account E-mail
	If an account is locked, notify by e-mail both the affected user and Internal Administrator(s) of the regulatory authority the user account is associated with.
	Must Have
	UC16,UC45

	120
	System Security
	Unlocking an Account
	NetDMR must allow Administrators to unlock accounts.  After an Administrator unlocks an account, NetDMR must force the user to complete the Account Verification Process to change the account password.  

If an account is locked due to the user entering the wrong password three times, must allow the user to answer one of the challenge questions, chosen randomly by NetDMR, to which the user responded to during registration, to unlock the account. Once unlocked, NetDMR must force the user to complete the Account Verification Process to change the account password.
	Must Have
	UC45

	121
	System Security
	Hashing Algorithm
	NetDMR must use the SHA-256 hashing algorithm (see FIPS 180-2 Secure Hash Standard) to generate hash values.
	Must Have
	NetDMR Security Specification

	122
	System Security
	Digital Signature Key
	NetDMR must maintain an RSA 1024 bit asymmetric key pair to digitally sign the Copy of Record (COR) created during submission process.  The key must be stored in the file system.
	Must Have
	NetDMR Security Specification

	123
	System Security
	Digital Signature Key Registration
	Must require a NetDMR System Administrator to register the key using the NetDMR interface.  The key is not used for signing CORs until it is registered.  The start and end times a particular key was used for signing must be tracked.
	Must Have
	UC31, 

Section 6.3, NetDMR Security Specification

	125
	System Security
	Secure Sockets Layer (SSL)
	All NetDMR pages must use the Secure Sockets Layer (SSL) protocol v3 or Transport Layer Security v1.0. 
	Must Have
	NetDMR Security Specification

	126
	System Security
	Fraud Analysis System
	Processes on the server will analyze accounts for irregularities and flag any finding for NetDMR Administrators review.  The irregularities that will be flagged include:

45. Frequent inconsistencies in the logins, such as use of multiple IP addresses.

46. Frequent overlapping login attempts from different IP addresses.

47. Irregular submission patterns.  An example of an irregular pattern would be a user who has submitted a single DMR every month for the past 6 months, but suddenly submits 50 in one month.
	Must Have
	UC49,UC50, Section 7.4

	127
	System Security
	Display Last Logins
	Must present to the user a list of the past 10 login sessions, including the date/time of the login and whether any DMRs were submitted during the session. If submissions were made, provide a link to view the CORs of the submissions. 
	Must Have
	UC10

	128
	System Security
	Account Information Change Notification
	Send an e-mail to the user if the user's account information has been changed by either the regulatory authority or the user.  Must also notify the regulatory authority via e-mail if a signatory account e-mail address is changed.  
	Must Have
	UC15

	129
	Logs
	Login
	Log each time a user logs in to NetDMR and store the user account, IP, and date/time of the login.  The Log must also note any overlapping logins.
	Must Have
	UC10

	131
	Logs
	Submission
	Log all submissions.
	Must Have
	CROMERR Checklist

	132
	Logs
	User
	Log changes to a user account.
	Must Have
	UC15

	133
	Logs
	Administrator Logs: Signatory Role (Grant)
	Must log the date/time of the signatory role grant, the user account to which the role was granted, the Permit ID, the subscriber agreement number (if applicable), and the Internal Administrator that assigned the role.
	Must Have
	UC34, UC48

	134
	Logs
	Administrator Logs: Signatory Role (Revoke)
	Must log the date/time the signatory role was revoked, the user account from which the role was revoked, the Permit ID, reason the role was revoked, and the Internal Administrator that revoked the role.
	Must Have
	UC19, UC47

	136
	Signature Process
	QA Process
	Perform a QA analysis on each DMR to validate that all required data points are provided.  Only DMRs that pass the QA analysis can be submitted.
	Must Have
	UC65, C69, UC70,

Appendix G

	137
	Signature Process
	Data XML Document
	The data document is created for each submitted eDMR. The data document is an XML document where the XML tags provide semantic meaning to the data. The document includes, at a minimum: 

48. All the user-provided data for the eDMR.

49. Legal Certification Statement to be displayed to user during signing process.

50. Hashes of each attached file

51. Metadata about each attached file (e.g., name, type, etc)
	Must Have
	CROMERR checklist

	138
	Signature Process
	Customizable Certification Statement
	Allow each System Administrator to customize the DMR certification statement.  The certification statement must be in the first person and include, at a minimum, that the user:

52. Is the owner of the account they are using.

53. Has protected the account/password and is in compliance with the subscriber agreement.

54. Has the authority to submit the data on behalf of the facility.

55. Agrees that providing the account password to sign the document constitutes an electronic signature equivalent to his/her written signature.

56. Understands this attestation of fact pertains to the implementation, oversight, and enforcement of a federal environmental program and must be true to the best of my knowledge

57.  Current password is not compromised now and has not been at any time prior to the submission
	Must Have
	UC23,UC24

	139
	Signature Process
	Data Hash
	Create the data hash using the SHA-256 hash algorithm.
	Must Have
	NetDMR Security Specification

	140
	Signature Process
	Submission Verification Page
	Must use the Data XML document to display a verification page to the user.  The verification page must provide the user the opportunity to review all the data to be submitted in a read-only manner.  This includes downloading and viewing any files that are attached to the submission.  The user must individually select each DMR he/she intends to sign (e.g., check a checkbox). The user must enter the password and answer a randomly chosen challenge question associated with their account to sign and submit the eDMR(s). After three invalid attempts, the user's account is locked.
	Must Have
	UC67,UC68

	141
	Signature Process
	Confirmation Number
	Create a unique confirmation key for each NetDMR submission.
	Must Have
	CROMERR Checklist

	142
	Signature Process
	Regulatory Authority Submission Notification E-mail Address
	Allow Internal Administrators to specify zero or more e-mail addresses that should be notified of all eDMR submissions for permits managed by that regulatory authority. 
	Must Have
	UC32

	144
	Signature Process
	Facility Submission Notification E-mail Address
	Permit Administrators can specify one or more e-mail addresses that should be notified of all eDMR submissions for a specific permit.
	Must Have
	UC74

	145
	Signature Process
	eDMR Submission E-mail
	E-mail the submitter, the appropriate regulatory authority e-mail addresses, and the appropriate external user addresses of all eDMR submissions.  The notification must include:

58. The confirmation number of the submission.

59. The signed COR.

60. The public NetDMR RSA key.

61. A link to download the XML COR.

62. A link to view the XML COR online.
	Must Have
	UC67,UC68

	146
	Signature Process
	Submission Receipt
	Must create a submission receipt for each eDMR that is submitted.  The submission receipt is an XML document where the XML tags provide semantic meaning to the data.  The receipt includes the

63. Confirmation Number.

64. The hash of the data XML document.

65. Date/Time of the submission.

66. Identifying information from the signing account, including:

a. The user’s full name 

b. Account Login 

c. E-mail Address 

d. Hashed Password (at time of signing).

*Inclusion of the hashed password must be a configurable option through a configuration file; a web interface to change this option will not be provided. 
	Must Have
	UC67,UC68,CROMERR Checklist

	147
	Signature Process
	Copy of Record
	Generate a Copy of Record (COR) for each submission.  See COR group for COR requirements.
	Must Have
	CROMERR Checklist

	148
	Signature Process
	Composition
	The COR is a zip file that is created for each submitted eDMR. The COR contains 

67. Data XML document.

68. XSL stylesheet (to apply against Data XML document).

69. Attached files (if applicable).

70. Submission receipt.
	Must Have
	CROMERR Checklist

	149
	Signature Process
	Review
	Must allow signatories to view CORs for all permits to which they have access.
	Must Have
	UC62

	151
	Signature Process
	Search
	Allow users and administrators to search the relevant CORs using:

71. Submitter.

72. Permit ID.

73. Date Range.
	Must Have
	UC62

	152
	Signature Process
	Availability
	Must allow searching and viewing of CORs using NetDMR for the entire length of time for which they are maintained in NetDMR.
	Must Have
	UC62

	153
	Signature Process
	Repudiation
	Must allow Internal Administrators to flag a COR as repudiated.
	Must Have
	UC39

	154
	 Signature Process
	Verify COR in NetDMR
	Must allow Internal Administrators to verify a digital signature applied to a COR.
	Must Have
	UC38

	155
	 Signature Process
	Verify uploaded COR
	Must allow Internal Administrators to upload a COR to verify a digital signature.
	Must Have
	UC52

	299
	Logs
	Changes to Key Pair
	NetDMR must log changes to the key pair used to sign CORs.  The log must include:

· Date/Time of the change

· User who made the change

· Old public key

· New public key
	Must Have
	Section 6.3

	310
	Role Access Control
	Access to Permit without Signatory
	If a permit is available in NetDMR but a signatory has not yet been approved, allow only signatory access requests.
	Must Have
	UC11

	NetDMR/NPDES System Communication Requirements

	157
	General
	ICIS-NPDES Support
	The system administrator must specify the node to which NetDMR will forward DMR submissions.  For example, the administrator could specify either the EPA/CDX node or a state node   The flow is to one node only.   The node must implement all DMR-related services as used by NetDMR
	Must Have
	Section 6.1, Section 6.4

	158
	General
	Connection to ICIS-NPDES
	NetDMR should connect to ICIS-NPDES using synchronous connections.  If this is not possible, then asynchronous would be acceptable.
	Must Have
	Permit_IPT_Data_Flow_Recommendation_v2.doc

	159
	
	Scheduled DMRs
	NetDMR will support the submittal of all scheduled DMRs expected by ICIS-NPDES.
	Must Have
	UC67,UC68

	161
	General
	Past-Due DMRs
	NetDMR will support the submittal of past-due DMRs.
	Must Have
	UC65,UC67,UC68

	163
	General
	DMR Monitoring Frequency
	NetDMR will support the same monitoring frequencies that ICIS-NPDES supports. 
	Must Have
	UC65,UC67,UC68

	164
	Data Extraction
	Calculation of DMR schedules
	NetDMR will rely on ICIS-NPDES to determine the DMR schedules (“empty slots”) and will NOT recreate this logic in NetDMR.
	Must Have
	Permit_IPT_Data_Flow_Recommendation_v2.doc

	165
	Data Extraction
	Schedule Data
	NetDMR must be able to extract DMR schedule data (also referred to as “blank slots”) from ICIS-NPDES.
	Must Have
	Permit_IPT_Data_Flow_Recommendation_v2.doc

	166
	Data Extraction
	Facility and permit data
	NetDMR must be able to extract all Facility and Permit data currently contained on paper DMR forms in support of each DMR schedule data downloaded.
	Must Have
	NetDMR IPT Documentation (Schema, FCD, DET)

	167
	Data Extraction
	Facility and Permit Data
	Facility and Permit data extracted from ICIS-NPDES must be extracted in an XML format. 
	Must Have
	NetDMR IPT Documentation (Schema, FCD, DET)

	168
	Data Extraction
	Supporting Data
	NetDMR must store a copy of all supporting data fields (such as lookup values) from ICIS-NPDES.
	Must Have
	Section 4.0,

Section 6.4, Appendix F

	170
	Data Extraction
	Local Storage of Data
	NetDMR must be able to download all required data (e.g. - permit and facility data) from ICIS-NPDES on a scheduled basis and store it locally.
	Must Have
	Section 4.0,

Section 6.1 Appendix F

	171
	Working Area
	Storage of In-Process Data
	NetDMR must be able to locally store in a working area all in-process DMR data that a user has entered but has not yet submitted.
	Must Have
	Section 4.0, Appendix F

	172
	Working Area
	Removal of In-Process Data
	NetDMR will remove a DMR's in-process data from the working area once it has been signed and submitted to EPA.  Note that the COR will remain intact.
	Must Have
	Section 4.0, Appendix F

	174
	Working Area
	Cancel DMR
	NetDMR will provide a method by which a user is allowed to cancel an in-process (not signed) DMR and remove the data entered from the system.
	Must Have
	UC65

	176
	Copy of Record (COR)
	Creation of COR
	NetDMR will create a copy of record (COR) when a DMR is signed and submitted.  There is a one to one relationship between a COR and a DMR.
	Must Have
	UC67,UC68, CROMERR checklist

	177
	 Copy of Record (COR)
	Retention time
	The Regulatory Authority Internal Administrator will be able to configure the retention time for CORs.  This time will default to the current retention time for paper DMRs.
	Must Have
	UC32

	178
	 Copy of Record (COR)
	Deletion of CORs
	NetDMR will automatically delete any COR older than the retention time.
	Must Have
	

	180
	Error Reporting
	Form level Edit Checks
	NetDMR will perform form level validation checks while a user enters data.  (This requirement will be further discussed in the User Requirements.)
	Must Have
	UC65

	181
	Error Reporting
	Display of Edit Checks
	NetDMR will perform validation checks on the data stored in the working area each time that new data is downloaded from ICIS-NPDES. 
	Must Have
	UC70

	182
	Error Reporting
	Display of Edit Checks
	NetDMR will perform data validation checks when a user attempts to sign and submit data to EPA.
	Must Have
	UC67,UC68

	184
	Error Reporting
	NetDMR edit checks
	NetDMR will recreate many of the edit checks from ICIS-NPDES in order to ensure that the DMRs entered by users are as clean as possible and to reduce the likelihood of ICIS-NPDES rejecting the submissions.
	Must Have
	Appendix G

	185
	Data Submittal
	Submittal
	NetDMR must be able to submit a signed DMR to ICIS-NPDES for processing.
	Must Have
	UC67,UC68

	186
	Data Submittal
	Submittal
	All DMR submissions from NetDMR to ICIS-NPDES should be in the approved ICIS-NPDES XML format.
	Must Have
	Section 6.1.4

	187
	Data Submittal
	Batch Submittals
	NetDMR must be able to allow users to sign and submit all valid eDMRs associated with a permit or facility in one batch action. DMRs within a batch submission can span multiple monitoring period end dates, permitted features, etc. The restriction is that each DMR must pass the NetDMR edit checks and all DMRs must be for the same facility.
	Must Have
	UC67,UC68

	188
	Data Submittal
	Report of Submittal Errors
	NetDMR will display the status of submitted DMRs.
	Must Have
	UC69

	189
	Data Submittal
	Storage of Submittal Errors
	NetDMR will retrieve error messages in XML format from ICIS-NPDES for submitted DMRs and store them locally.
	Must Have
	Section 6.1.5

	190
	Data Submittal
	Report of Submittal Errors
	NetDMR will display a listing of error messages retrieved from ICIS-NPDES for each submittal.
	Must Have
	UC70

	194
	Data Submittal
	Submittal of DMR
	NetDMR will e-mail the user an acknowledgement once the DMR is submitted to ICIS-NPDES for processing.
	Must Have
	UC67,UC68

	195
	Data Submittal
	Submittal Status
	NetDMR will e-mail the user with a status of the DMR submittal once ICIS-NPDES has finished processing the submittal.  The status should include the overall success/failure of the submittal and a listing of any errors that were reported.  Note that the listing of errors may be shortened if they are deemed to be too long for an e-mail.
	Must Have
	UC67,UC68

	200
	Attachments
	Comment Field
	Each DMR will have a comment field which can contain up to 4,000 characters.  Users will be able to use this field to submit some of the supporting information required by some permits.
	Must Have
	UC65

	207
	Batch Loads to NetDMR
	Users upload TXT
	Users will be able to upload DMR submittal data in text delimited format.
	Must Have
	UC72

	209
	Batch Loads to NetDMR
	Asynchronous Batch Loads
	Batch uploads by the user to the NetDMR system will be asynchronous.
	Must Have
	Section 6.1.4

	210
	Batch Loads to NetDMR
	E-mail Notification
	NetDMR will e-mail a user once the batch load process has been completed.  The e-mail will contain the overall status of the load process as well as a listing of any errors.  
	Must Have
	UC72

	211
	Batch Loads to NetDMR
	Granularity
	NetDMR will allow batch files to contain data for multiple DMRs for the same permit.
	Must Have
	UC72

	212
	Batch Loads to NetDMR
	Metadata
	NetDMR will require the user to provide a description of the upload file. Additionally, NetDMR will provide the date, facility name, permit number, and a transaction ID for each file upload.
	Must Have
	UC72

	213
	Batch Loads to NetDMR
	Repeat Uploads
	NetDMR will allow users to perform multiple uploads for the same DMR.  Subsequent loads to the same DMR will modify (edit) the existing data in the DMR.  The users would be prompted if they want a subsequent upload to:
	Must Have  
	UC72

	214
	Batch Loads to NetDMR
	Edits Via Load
	Users will be allowed to edit in process (not signed) eDMRs through the batch load process.
	Must Have
	UC72

	217
	Batch Loads to NetDMR
	Error tracking
	NetDMR will log all errors associated with a batch upload process.
	Must Have
	UC73

	218
	Batch Loads to NetDMR
	Zipped files
	NetDMR will encourage (but not require) the zipping of batch submittals before importation.
	Must Have
	UC72

	219
	Batch Loads to NetDMR
	File size limitation
	Files uploaded to NetDMR for batch processing will be limited to 20 megabytes or less in size.
	Must Have
	UC72

	221
	Batch Loads to NetDMR
	View Errors
	Allow users to view errors generated during batch loads.
	Must Have
	UC73

	223
	Repudiation
	Delete Repudiated DMR
	If a repudiated DMR has already been submitted to ICIS-NPDES, the DMR will be deleted from ICIS-NPDES. The facility must resubmit a full DMR. 
	Must Have
	UC61

	281
	Error Reporting
	NetDMR error rate
	No more than 1% of the DMRs that pass NetDMR’s edit checks will fail ICIS/NPDES edit checks that can be replicated in NetDMR.
	Must Have
	UC67,UC68,Appendix G

	Facility User Interface

	224
	Login and Logout
	Login Record
	After logging into NetDMR, every user must be able to view a record of his/her last 10 logins.  The record must include links to any CORs the user generated during the last 10 sessions.
	Must Have
	UC10

	225
	Login and Logout
	Streamlined Logout
	NetDMR must not require confirmation before ending the session when a user requests to log out.  
	Must Have
	UC20

	226
	Login and Logout
	Session Time Out
	User sessions must time out after a period of inactivity.  The time out period must comply, at a minimum, with EPA and NIST standards; if the standards exceed 30 minutes, NetDMR will implement a 30 minute time out period.
	Must Have
	UC21

	309
	Login and Logout
	Permit Check
	Display a permit check link to the Login page.  The results of the check should display whether a permit is available in NetDMR and access rights.
	Must Have
	UC11, UC5

	230
	Search and Review eDMRs and CORs
	Search Criteria
	Users must be able to search for DMRs and CORs by permit number, permitted feature, monitoring period end date range, user name and ID, and facility name and ID.
	Must Have 
	UC62

	231
	Search and Review eDMRs and CORs
	Print Friendly View of DMRs and CORs
	NetDMR must provide a print- friendly view of DMRs and CORs.
	Must Have
	UC63,UC65

	232
	Search and Review eDMRs and CORs
	Downloading Multiple CORs at Once
	All users that can view a COR must be able to download the COR. Downloading groups of CORs must be limited to no more than 10 at a time to reduce potential load on the system
	Must Have
	UC64

	233
	Search and Review eDMRs and CORs
	Internal Users' Access to CORs
	Every internal user -- whether an administrator or not -- must be able to view all CORs for permits within his/her regulatory authority.
	Must Have
	UC62

	234
	 Search and Review eDMRs and CORs
	Translation of ICIS-NPDES Codes
	Excepting "<", ">", and "=", NetDMR must translate all ICIS-NPDES codes presented in the user interface into plain English descriptions.  Examples of codes subject to this requirement are NODI codes and measurement qualifiers.
	Must Have
	UC65

	234
	Sign and Submit eDMRs
	DMR Validation
	NetDMR must allow users to run edit checks on a DMR without submitting it.  The system must support this option for all of its own edit checks and as many ICIS-NPDES edit checks as possible.  NetDMR's own edit checks are those checks implemented in the system, whether or not they are duplicated in ICIS-NPDES.
	Must Have
	UC65

	235
	Edit eDMRs
	Compact Interface
	The interface for editing DMRs must involve as few pages as possible.  The number of pages may be reduced by increasing the number of fields on each page and requiring users to scroll to view certain fields.
	Must Have
	*Note: Deletion of this requirement is in the process of being submitted as a change request.

	236
	Edit eDMRs
	Resetting a DMR
	NetDMR must provide a function to set all value fields on a DMR to blank (or null, in database terms).  This function will reset the DMR and restart data entry.
	Must Have
	UC65

	237
	Edit eDMRs
	Deleting a DMR in ICIS-NPDES
	NetDMR must provide a function to set all value fields on a DMR to "*".  Providing “*” in a value field instructs ICIS-NPDES to delete the value.
	Must Have
	UC65

	238
	Edit eDMRs
	Measurement Qualifiers
	NetDMR must support all measurement qualifiers used in ICIS-NPDES and allow new qualifiers to be added as necessary.  Current ICIS-NPDES qualifiers include "=", "<", ">", "T" (too numerous to count), and "E" (estimate).  Users must be able to enter qualifiers in DMR value fields, and NetDMR must include them in CORs and ICIS-NPDES submittals.
	Must Have
	UC65

	239
	Edit eDMRs
	NODI Codes
	The interface for editing DMRs must support No Data Indicator (NODI) codes at the DMR form, parameter, and value levels.  When a user enters a NODI code, the system should cascade it through all lower levels, filling any blank fields (but not overwriting existing data).  After the cascade operation, the user should be able to modify any NODI code at any level.
	Must Have
	UC65

	240
	Edit eDMRs
	Comments Field(s) for DMR Attachments
	NetDMR must accommodate text from DMR attachments in a comments field or fields.  Any comments data not passed to ICIS-NPDES must be retained in the NetDMR database and CORs.
	Must Have
	UC65, UC66

	241
	Edit eDMRs
	Comments Field(s) for DMR Cover Letters
	NetDMR must accommodate text from DMR cover letters in a comments field or fields.  Any comments data not passed to ICIS-NPDES must be retained in the NetDMR database and CORs.
	Must Have
	UC65,UC66

	244
	Edit eDMRs
	Effluent Trading
	NetDMR must allow users to enter trading-adjusted and unadjusted measurements for DMR parameters to which effluent trading applies.  
	Must Have
	UC65

	246
	Edit eDMRs
	Permittees Allowed to Modify Third Party Data
	Permittees must be able to modify DMRs filled out by third party data providers (such as laboratories) on their behalf.  Permittees must be able to make such modifications before signing and submitting the DMRs.
	Must Have
	UC65

	247
	Edit eDMRs
	DMR Reminders
	If a user partially completes a DMR but does not submit it by the scheduled due date, NetDMR must begin sending him/her weekly reminder e-mails.  The e-mails must continue until the user submits the DMR or nulls it out.
	Must Have
	* This requirement is listed twice in the SRS with conflicting priorities. The priority of the request will be resolved by the Steering Committee.

	248
	Edit eDMRs
	Correcting eDMRs
	NetDMR must allow users to correct previously submitted eDMRs.  The correction and resubmission processes must create a new COR, leaving the original COR unchanged.
	Must Have
	UC71

	249
	Edit eDMRs
	Prohibition on Correcting Paper DMRs
	To avoid overwriting and possibly losing data, NetDMR must not allow corrections of DMRs previously submitted (or corrected) on paper.
	Must Have
	Section 8

	250
	Edit eDMRs
	No Support for Unscheduled DMRs
	NetDMR is not required to support unscheduled DMRs.
	Must Have
	N/A

	252
	Sign and Submit eDMRs
	Data Grains for DMR Submissions
	NetDMR must support the same data grains for DMR submissions as ICIS-NPDES.  The data grain for a submission is the scope of the data provided in the submission.  NetDMR must accommodate the same range of scopes as ICIS-NPDES does.  Currently ICIS-NPDES allows submissions of whole or partially completed DMR forms.
	Must Have
	Section 6.1.4

	255
	Sign and Submit eDMRs
	Determining Lateness of Submitted DMRs
	NetDMR is not required to determine whether submitted DMRs are late.  The system must record the sign/submit date of submitted DMRs, but regulatory authorities will determine lateness.
	Must Have
	Section 6.1.4

	256
	Sign and Submit eDMRs
	Received Date for Submitted DMRs
	For a submitted DMR, NetDMR must use the sign/submit date as the DMR's received date.
	Must Have
	Section 6.1.4

	257
	Sign and Submit eDMRs
	E-Mailing of ICIS-NPDES Submittal Results
	If NetDMR interacts with ICIS-NPDES asynchronously, it must communicate ICIS-NPDES submittal results to users via e-mail.  In this case, it must send one results e-mail per DMR (or partially completed DMR) submitted.  
	Must Have
	UC67,UC68

	258
	Review Facility and Permit Information
	Availability of Facility and Permit Information
	Facility and permit information must be available in the interface for reviewing and editing DMRs.  NetDMR is not required to provide a separate function or interface for reviewing facility and permit information.
	Must Have
	UC63,UC65

	259
	Review Facility and Permit Information
	Scope of Displayed Facility and Permit Information
	In the interface for reviewing and editing DMRs, NetDMR must display the facility and permit information shown on a paper DMR (such as permit number, address, discharge number, monitoring period, and no discharge indicator).  It is not required to display other facility or permit information.
	Must Have
	UC65

	261
	Interface Availability
	Availability Linked to ICIS-NPDES
	The user interface should be available (up and running) during the same operating hours as ICIS-NPDES.  Currently those hours are approximately 7:00 AM to 11:00 PM Eastern, Sunday - Friday and 11:00 AM to 11:00 PM Eastern, Saturday.
	Must Have
	Section 8.2

	263
	Interface Compatibility
	Browser Compatibility
	The user interface should be compatible with the two most recent versions of Microsoft Internet Explorer and the current version of Mozilla Firefox.
	Must Have
	Section 6.2

	264
	Interface Compatibility
	Section 508 Compatibility
	NetDMR must comply with Section 508 of the Rehabilitation Act in supporting users with disabilities.
	Must Have
	Section 7.1

	265
	Interface Compatibility
	JavaScript Compatibility
	As long as NetDMR is Section 508 compliant, accommodations for users or browsers that do not support JavaScript are not required.
	Must Have
	Sections 6.2, 7.2

	266
	Interface Performance
	Time Required to Complete One Page of a DMR
	Users must be able to complete one page of a DMR (comprising seven parameters) in five minutes or less.
	Must Have
	* This requirement will be addressed as part of the NetDMR testing plan

	267
	Interface Performance
	Time Required for Page Transitions
	Page transitions in the user interface must take 15 seconds or less.
	Must Have
	* This requirement will be addressed as part of the NetDMR testing plan

	268
	Interface Performance
	Time Required for Field Transitions
	Field transitions in the user interface (i.e., moving from one field to another on the same page) must take three seconds or less.
	Must Have
	* This requirement will be addressed as part of the NetDMR testing plan

	282
	Sign and Submit eDMRs
	Violation Indicator
	NetDMR will indicate reported violations in the facility user interface.
	Must Have
	UC65,UC67,UC68

	295
	Sign and Submit eDMRs
	Submit DMR After Monitoring Period Start Date
	Users should be able to sign and submit a NetDMR validated DMR at any time on or after its monitoring period start date (including times before its monitoring period end date).
	Must Have
	UC67,UC68

	306
	Search and Review eDMRs and CORs
	Default Search Results Per Page
	All search results must be presented 25 results per page by default, with the option to display all the records. 
	Must Have
	*This requirement will be modified to 10 results per page in a Change Request.

	Architecture Requirements

	269
	CDX Environment
	Web Server
	Apache
	Must Have
	Section 2.1

	270
	CDX Environment
	Application Server
	JBoss 4.0.5
	Must Have
	Section 2.1

	271
	CDX Environment
	Database Server
	Oracle 10G Database Server
	Must Have
	Section 2.1

	272
	CDX Environment
	Java Development Kit (JDK)/Java Runtime Engine (JRE)
	Sun Java Development Kit (JDK)/Java Runtime Engine (JRE)
	Must Have
	Section 2.1

	273
	CDX Environment
	Java Version
	Java SE 5 and Java EE 1.4.
	Must Have
	Section 2.1

	274
	CDX Environment
	Operating System
	Redhat Linux
	Must Have
	Section 2.1

	275
	Open Source Environment
	Web Server
	Apache
	Must Have
	Section 2.1

	276
	Open Source Environment
	Application Server
	JBoss 4
	Must Have
	Section 2.1

	277
	Open Source Environment
	Database Server
	PostgreSQL 
	Must Have
	Section 2.1

	278
	Open Source Environment
	Java Development Kit (JDK)/Java Runtime Engine (JRE)
	Sun
	Must Have
	Section 2.1

	279
	Open Source Environment
	Java Version
	Java SE 5 and Java EE 1.4.
	Must Have
	Section 2.1

	280
	Open Source Environment
	Operating System
	RedHat Linux
	Must Have
	Section 2.1


9.1 Example Subscriber Agreement

Regulatory Authority Subscriber Agreement Number: 45JBHC12

Generated On: December 13, 2006

Account Reference: HENV12345
A.
Subscriber Information
User Name:  johnsmith

Name:  John Smith

Organization:  ABC Steel

Email Address:  john.smith@erg.com

Phone Number:  (202) 555-2155

B.
Permit Information
Signing privileges are requested for the following permits:

	Permit ID
	Facility Name
	Facility Address
	Relationship
	Authorized By

	RI0002440
	ABC Steel
	123 County Road 

Steelville, RI 34000
	The Facility
	Self

	RI0000014
	AAA Waste
	123 North Road 

Steelville RI 34500
	Parent Company
	Jane Doe


C.
Terms and Conditions


I agree:

· To protect my account and password from compromise, not allow anyone else to use my account, and not share my password with any other person;
· To change my password if I believe it becomes known to any other person;
· To promptly report to Regulatory Authority any evidence of the loss, theft, or other compromise of my account or password;
· To notify Regulatory Authority if I cease to represent any of the requested sites as the submitter for the organization’s electronic reports to NetDMR as soon as this change in relationship occurs;
· To review, in a timely manner, the email and onscreen acknowledgements and copies of documents submitted through my account to NetDMR;
· To report any evidence of discrepancy between the document submitted, and what NetDMR received;
· That in no event will Regulatory Authority be liable to me or my employer for any special, consequential, indirect or similar damages, including any lost profits or lost data arising out of the use or inability to use the software or of any data supplied therewith even if Regulatory Authority or anyone else has been advised of the possibility of such damages, or for any claim by any other party.  Regulatory Authority disclaims all warranties, express or implied, including but not limited to implied warranties of merchantability and fitness for a particular purpose, with respect to the software and the accompanying written materials.

I understand that I will be held as legally bound, obligated, and responsible by the electronic signature created as by a handwritten signature. 

D.
Delegated Authorization
Permit ID: TX0000014

I, Jane Doe, have the authority to enter into this Agreement for AAA Waste and Permit ID RI0000014 under the applicable standards. I request Regulatory Authority grant John Smith the ability to submit DMRs for Permit ID RI0000014 through the NetDMR system.



President




Delegator Signature
Title
Date

E.
Subscriber Signature

Permit ID: RI0002440

I, John Smith, have the authority to enter into this Agreement for ABC Steel and Permit ID RI0002440 under the applicable standards. 

Permit ID: RI0000014

I, John Smith, am authorized by Jane Doe, who does have the authority under the applicable standards, to enter into this agreement for AAA Waste and Permit ID RI0000014. 

By submitting this application to Regulatory Authority I, John Smith, have read, understand, and accept the terms and conditions of this subscriber agreement. I certify under penalty of law that I have personally examined and am familiar with the information submitted in this application and all attachments and that, based on my inquiry of those persons immediately responsible for obtaining the information contained in the application, I believe that the information is true, accurate and complete. I am aware that there are significant penalties for submitting false information, including the possibility of fine and imprisonment.


Subscriber Signature 
Date

Print this form and mail to:

Regulatory Authority

12345 Circle Drive

Gowen, MI 49326
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· NetDMR Common Component Prototypes;
· NetDMR Security Specification Version 1.0;
· NetDMR SRS Version 1.2;
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· NetDMR Cross Media Electronic Reporting Rule (CROMERR) Checklist; and
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11.0 Glossary

	Table 11-1.  Glossary

	Acronym
	Description and Notes

	BPDF
	Basic Permit Data Flow

	CDX
	Central Data Exchange - http://www.epa.gov/cdx/

	COR
	Copy of Record, legally enforceable copy of DMR submission

	CWA
	Clean Water Act

	DET
	Data Exchange Template

	DMR
	· Discharge Monitoring Report 

· Required under the Clean Water Act, used by permittees to report pollutant concentrations or other properties for water discharged into rivers, lakes, streams, and other water bodies as specified in a NPDES permit.

	BPDF
	Basic Permit Data Flow

	ECHO 
	Enforcement and Compliance System On-line

http://www.epa.gov/echo/index.html

	ECOS
	Environmental Council of States

http://www.ecos.org

	eDMR
	Electronic DMR System

	EPA
	U.S. Environmental Protection Agency

http://www.epa.gov

	ESDF
	Empty Slot Data Flow

	Exchange Network
	National Environmental Information Exchange Network

http://www.epa.gov/exchangenetwork/index.html
http://exchangenetwork.net/

	FCD
	Flow Configuration Document, outlines how the exchange of a particular "flow" is going to happen, includes which XML schema will be used, which Exchange Network services (submit, download, solicit, etc) will be used, etc.

	ICIS
	Integrated Compliance Information System

http://www.epa.gov/compliance/data/systems/modernization/index.html
ICIS, a Web-based system, enables individuals from states and EPA to access integrated enforcement, compliance, and NPDES data from any desktop connected to the Internet.  The public can access some ICIS data through ECHO.

	ICIS-NPDES
	Integrated Compliance Information System - National Pollutant Discharge Elimination System

http://www.epa.gov/compliance/data/systems/index.html

	IPT
	Integrated Project Team

	JAD
	Joint Application Design Session

	NAAS
	Network Authentication and Authorization Services

	NEIEN
	National Environmental Information Exchange Network

http://www.epa.gov/exchangenetwork/index.html
http://exchangenetwork.net/

	NPDES
	National Pollutant Discharge Elimination System

	Network Client
	Network Clients can submit, request, and receive results from a request on the Network.  Network Clients cannot respond to data queries from other Nodes and therefore cannot publish data on the Exchange Network. 

	OECA
	EPA Office of Enforcement and Compliance Assurance

http://www.epa.gov/compliance/

	OEI
	EPA Office of Environmental Information

http://www.epa.gov/oei/

	RA
	Regulatory Authority.  The entity responsible for administering an NPDES permit issued under the CWA. 

	Service Provider
	An Exchange Network 1.1 compliant Node (e.g., CDX or a state Node)  that implements the data flows and services outlined in this FCD. 

	Service User
	A user of the data flows and services outlined in this FCD. A Service User calls the services provided by a Service Provider. A Service User can be an installation of NetDMR, a Network Client, an Exchange Network 1.1 compliant Node, or any other application that can call the Web services provided by the Service Provider.

	SCR
	Schema Conformance Report

	SDD
	Software Design Document

	SOAP
	Simple Object Access Protocol

	SRS
	Software Requirements Specification

	TCEQ
	Texas Commission on Environmental Quality

	XML
	eXtensible Markup Language
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