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B.1 Introduction


This appendix presents representative NetDMR System Administrator prototype pages.  System Administrator functionality includes creating and deleting instances, viewing and editing instance details, scheduling and updating instance downtime, and viewing and editing instance settings.  Following each screen capture, the page elements, field validations, and pick list options for the page are presented in a series of tables.  For brevity, confirmation message pages and error message pages are omitted; one sample confirmation message page is described in Section B.2.2.  

The prototype can be reviewed in electronic format at:   
http://www2.ergweb.com/projects/netdmr/stakeholders/docs/systemadmin/prototype/sysadmin/sysadmin_home.html

These prototype pages were developed for illustrative purposes only, and include sample data.  The information displayed may not reflect actual or realistic data.  In addition, the layout, style, and content of the prototype pages may be revised during development to improve consistency and flow, or to address discrepancies between code requirements and the interface design.  Any significant recommended changes to prototype pages will be forwarded to ECOS for approval prior to being implemented.  
B.2 NetDMR System Administrator Home
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Note: A separate script or installation routine will exist to create the initial System Administrator for a NetDMR installation and subsequent System Administrators.

Figure B‑1.  NetDMR System Administrator Home Page
	Table B-1.  NetDMR System Administrator Home Page Elements and Description

	Element Title/Name
	Type
	Description

	Home
	Hot Link
	Displays the NetDMR Home page.

	My Account
	Hot Link
	Displays the My Account page.

	Request Access 
	Hot Link
	Displays the Request Access to a Permit and Associated DMRs page.

	Help 
	Hot Link
	Displays the Help page.

	Logout
	Hot Link
	Ends the session, logs out the user, and displays the NetDMR Login page.

	User
	Pre-populated Element
	Displays the user name and user type for the current user.

	Manage
	Menu
	Lists the Manage menu hyperlinks.

	Instances
	Menu Hot Link
	Displays the My Instances page.

	Downtime
	Menu Hot Link
	Displays the Instance Downtime Schedule page.

	Settings
	Menu Hot Link
	Displays the View Settings page.

	Last 10 Logins
	Table
	Displays the date and time of the last 10 logins.

	Create New Instance
	Push Button
	Displays the Create Instance page.

	My Instances
	Table
	Displays information about the instances managed by the System Administrator.  The user can sort the table columns in ascending or descending order by clicking on the column titles.

	Instance
	Table Column Heading
	Displays the instance name.

	Instance Hyperlink
	Hot Link
	Displays the Instance Details page for the selected instance.

	Status
	Table Column Heading
	Displays the status of the instance.

	Update
	Graphic Push Button
	Displays the Edit Instance page.

	Delete
	Graphic Push Button
	Displays the Confirm Delete Instance page.


Note: Shaded rows represent elements that are common to all System Administrator prototype pages.  The common elements described in this table are not repeated in the remainder of this document.

B.3 Create Instance
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Note:  The controls shown above each table on this page (e.g., Showing 1-6  of 20 >>)  will be replaced with those shown in Figure B‑16 and described in Table B-30.  

.
Figure B‑2.  Create Instance Page
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Figure B‑2.  Create Instance Page (Continued)

	Table B-2.  Create Instance Page Elements and Description

	Element Title/Name
	Type
	Description

	General
	Section Title
	User enters general information for the instance.

	Instance Name
	Text Entry Box
	User enters the instance name.

	Time Zone
	Selection Box
	User selects the appropriate time zone. 

	Number of Secret Questions Users Must Answer
	Selection Box
	User selects the appropriate number. (Required)

	Allow multiple signatory requests in a subscriber agreement?
	Selection Box
	Users selects either “yes” or “no.” (Required)

	Instance Graphic (will be shown at the top right of all pages)
	Text Entry Box
	User enters the file or uses Browse to specify the file.

	Browse
	Push Button
	Displays a popup dialog box that allows the user to browse their file system for a file.

	Internal Administrator
	Section Title
	User enters the account information for the initial internal administrator

	E-mail Address
	Text Entry Box
	User enters the email address. (Required)

	Enter E-mail Address Again
	Text Entry Box
	User enters the email address again. (Required)

	User Name

-Use account email address as user name
	Radio Button
	User clicks to select user name option. (Required) 

	User Name

-Create user name
	Radio Button
	User clicks to select user name option. (Required)

	User Name

-Create user name
	Text Entry Box
	User enters a user name. (Required)

	First Name
	Text Entry Box
	User enters first name. (Required)

	Last Name
	Text Entry Box
	User enters last name. (Required)

	Telephone Number
	Text Entry Box
	User enters telephone number. (Required)

	Organization
	Text Entry Box
	User enters the name of the company or organization with which the Internal Administrator is affiliated. (Required)

	Temporary Password (will be renamed Temporary Key)
	Text Entry Box
	User enters a temporary password. (Required)

	Verify Temporary Password(will be renamed Temporary Key)
	Text Entry Box
	User enters a temporary password again. (Required)

	Agency Maps
	Section Title
	Displays the current agency maps and allows the user to add agency maps. 

	Permit Prefix
	Selection Box
	User selects the appropriate permit prefix. (Required)

	Agency Type Code
	Selection Box
	User selects the appropriate Agency Type. (Required)

	Save and Add Another
	Push Button
	Saves data and allows user to add another Agency Map.

	Showing Results x-y of z
	Pre-Populated Element
	Displays the number of results shown and the total number of results.

	Forward Arrow
	Graphic Push Button
	Displays the next page of results.

	Double Forward Arrow
	Graphic Push Button
	Displays the last page of results.

	Permit Prefix
	Table Column Heading
	Displays the permit prefix.

	Agency Type Codes
	Table Column Heading
	Displays the Agency Type codes.

	Delete
	Graphic Push Button
	Deletes the Agency Map. 

	Subscriber Agreement: Regulatory Authority Mailing Information
	Section Title 
	Displays the regulatory authority mailing information.

	Attn
	Text Entry Box
	User enters the name to be used as the attention line.

	Address
	Text Entry Box
	User enters the regulatory authority mailing address.

	Supplemental Address
	Text Entry Box
	User enters the regulatory authority supplemental address.

	City
	Text Entry Box
	User enters the regulatory authority mailing city.

	State
	Selection Box
	User selects the regulatory authority mailing state.

	Zip Code
	Text Entry Box
	User enters the regulatory authority mailing zip code.

	Subscriber Agreement: Terms and Conditions
	Section Title
	Displays the opening terms, closing terms, and conditions.

	Opening Terms
	Text Entry Box
	User customizes the subscriber agreement opening terms.

	Closing Terms
	Pre-populated Element
	User customizes the subscriber agreement closing terms.

	Condition
	Text Entry Box
	User customizes the subscriber agreement conditions.

	Save and Add Another
	Push Button
	Saves data and allows user to add another condition.

	Conditions
	Table Title
	Displays the condition and order in the subscriber agreement. 

	Order
	Table Column Heading
	Displays the condition order.

	Condition
	Table Column Heading
	Displays the condition text.

	Delete
	Graphic Push Button
	Deletes the condition from the subscriber agreement. 

	Subscriber Agreement: Certification Statement
	Section Title
	Displays certification statement.

	Certification Statement
	Text Entry Box
	User customizes the certification statement that will be included in Section E of the subscriber agreement.

	Sample Subscriber Agreement
	Hot Link
	Displays a sample subscriber agreement.

	Save
	Push Button
	Displays the Confirm Create Instance page.

	Cancel
	Push Button
	Cancels the instance creation and displays the My Instances page.


Note: Shaded rows represent elements that are common to pages with a results table.  The common elements described in this table are not repeated in the remainder of this document.

	Table B-3.  Create Instance Page Field Validations

	Element Title/Name
	Validations
	Error Messages

	Instance Name
	Cannot contain special characters other than  “.”, and “-”.  
	Instance name cannot contain special characters other than  “.”, and “-”.  

	Number of Secret Questions Users Must Answer
	Required
	All fields marked with an asterisk must be completed.  Please try again.

	Allow Multiple Signatory Requests in a Subscriber Agreement
	Required
	All fields marked with an asterisk must be completed.  Please try again.

	Instance Graphic (will be shown at the top right of all pages)
	Selected file must be an image file with an extension of .gif, .jpg, or .png. Note: file extensions only will be validated.
	Only .gif, .jpg, or .png image files may be selected. Please try again.

	E-mail Address
	Required
	All fields marked with an asterisk must be completed.  Please try again.

	
	Cannot contain special characters other than “@”, “.”, and “_”
	Only the following special characters are allowed:  “@”, “.”, and “_”.  Please try again.

	
	Must contain “@” symbol
	The email address must include the “@” symbol. Please re-enter your email address.

	Enter E-mail Address Again
	Required
	All fields marked with an asterisk must be completed.  Please try again.

	
	Must match first email address entry
	The email address you entered does not match. 

	User Name

-Create user name
	Cannot contain special characters other than “@”, “.”, and “_”
	Only the following special characters are allowed:  “@”, “.”, and “_”.  Please try again.

	First Name
	Cannot contain special characters other than “-” and “'”
	Only the following special characters are allowed:  “@”, “.”, and “_”.  Please try again.

	Last Name
	Cannot contain special characters other than “-” and “'”
	Only the following special characters are allowed:  “-” and “'”. Please try again. 

	Telephone Number
	· 10 digit number

· Format = xxx-xxx-xxxx
	You must enter a 10-digit phone number (xxx-xxx-xxxx).  Please try again.

	Organization
	Cannot contain special characters other than “-”, “.”, and “’”.  
	Only the following special characters are allowed:  “-”, “.”, and “’”.  Please try again. 

	Temporary Password (will be renamed “Temporary Key”)
	· Contains numbers, and uppercase or lower case letters

· Cannot contain special characters other than: !@#$^&*+=
	Password must contain at least one letter and one number and cannot contain special characters other than: !@#$^&*+=.  Please try again.

	Verify Temporary Password
	Must match password entered first
	Password does not match.  Please try again.

	Permit Prefix
	Required.
	All fields marked with an asterisk must be completed.  Please try again.

	Agency Type Code
	Required
	All fields marked with an asterisk must be completed.  Please try again.

	
	Agency type code does not overlap between instances within an installation
	The permit prefix and agency type code overlaps with the permit prefix and agency type code selected for another regulatory authority in this installation of NetDMR.  Please try again.

	Attn
	Cannot contain special characters other than “-” and “'”
	Only the following special characters are allowed:  “@”, “.”, and “_”.  Please try again.

	Address
	May not contain special characters other than: “.”, “’”, and “-“
	Address cannot contain special characters other than “.”, “’”, and “-“  Please try again. 

	Supplemental Address
	May not contain special characters other than: “.”, “’”, and “-“
	Address cannot contain special characters other than “.”, “’”, and “-“  Please try again. 

	City
	May not contain special characters other than: “.”, “’”, and “-“
	City cannot contain special characters other than: “.”, “’”, and “-“. Please try again. 

	Zip Code
	May not contain special characters.
	Zip code cannot contain special characters. Please try again. 


	Table B-4.  Create Instance Page Field Pick Lists

	Element Title/Name
	Description

	Time Zone
	· Eastern

· Central

· Mountain

· Pacific
	· Alaskan Standard

· Hawaiian Standard

· Hawaiian Aleutian Standard

	Number of Secret Questions Users Must Answer
	Select a number between 0 and 10.

	Allow multiple signatory requests in a subscriber agreement?
	· Yes

· No

	Permit Prefix
	Select one of the 50 states, Washington DC, Gulf of Mexico, U.S. Territories or Puerto Rico.

	State
	Select one of the 50 states, Washington DC, Gulf of Mexico, U.S. Territories or Puerto Rico.

	Agency Type Codes
	· County

· EPA

· EPA Contractor

· Interstate

· Local

· Municipal

· Other
	· Other-EPA

· Other-State

· Regional
· State

· State Contractor

· Tribal


B.3.1 Confirm Create Instance

[image: image4.jpg]Home | My Account | Help | Logout @Usen maryjones, SystemAdmin

A

NetDMR

Instances
Dawntime.

| Manage
Settings

& Confirm Create Instance

@ Please confirm that you would like to create this instance.

General

Instance Name Region 6
Time Zane Central
Instance Key * ARA123456783

Humber of secret questions & user §
must answer:

Allow multiple signatory requests Yes
in & subscriber agreement?

Instance Graphic (will be shown at XXDEQ.jpg
the top right of all pages)

Internal Administrator

Email Address sally anderson@epa.gov
User Name. sanderson

First Name sally

Last Name Andersen

Telephane Number 1114111111
Organization Region &

Email Address sally andersan@epa.gov

Temporary Password
Agency Maps

Agency Type Codes

Regional, Other-EpA

Regional, Other-Epa

Subscriber Agreement
View a semple subscriber aareement

Regulatory Authority Mailing Information

attn Mary Lou
address 12345 Circle Drive
‘Supplemental Address:

city

state:

Zip Code:
Terms and Conditions

Opening Terms:

Closing Terms I understand that 1 will be held as legally bound,
obligated, and responsible by the electronic signature
created as by a handwritten signature.

Conditions

To protact my account and password from compromise, not allow anyone slss to use my account,
2nd not share my passward with any other person

To changs my passuard if 1 balisus it bacomes known o any other persan

To promptly report to Regulatory Authority any evidence of the loss, theft, or other compromiss of
y sccaunt or passvord

Certification Statement.

Certficatian Statement;

By submitting this application to Regulatory Authority 1, John Smith, have read, understand,
and acoept the erms and canditians of this subseriber agreement. 1 cortify under penalty of
law that I have personally examined and am familiar with the information submitted in this
application and all attachments and that, based on my inquiry of those persons immediately
respansible for abtaining the information contained in the applization, I believe that the
information is true, accurate and complete. [ am aware that there are significant penalties for
submitting false information, including the possibilty of fine and imprisonment.

User Lagged in as: maryjonas, SystemAdmin

August 31, 2007 8:00EST




Figure B‑3.  Confirm Instance Creation Page
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Figure B‑3.  Confirm Instance Creation Page (Continued)
	Table B-5.  Confirm Instance Creation Page Elements and Description

	Element Title/Name
	Type
	Description

	General
	Section Title
	Displays general information for the instance.

	Instance Name
	Pre-populated Element 
	Displays the instance name.

	Time Zone
	Pre-populated Element
	Displays the time zone. 

	Instance Key
	Pre-populated Element
	Displays the instance key.

	Number of Secret Questions Users Must Answer
	Pre-populated Element
	Displays the number of secret questions.

	Allow multiple signatory requests in a subscriber agreement?
	Pre-populated Element
	Displays whether multiple signatory requests are allowed in a subscriber agreement.

	Instance Graphic (will be shown at the top right of all pages)
	Pre-populated Element
	User enters the file or uses Browse to specify the file.

	Internal Administrator
	Section Title
	Displays the account information for the initial internal administrator

	E-mail Address
	Pre-populated Element
	Displays the Internal Administrator’s email address. 

	User Name
	Pre-populated Element
	Displays the Internal Administrator’s name. 

	First Name
	Pre-populated Element
	Displays the Internal Administrator’s first name. 

	Last Name
	Pre-populated Element
	Displays the Internal Administrator’s last name.

	Telephone Number
	Pre-populated Element
	Displays the Internal Administrator’s telephone number. 

	Organization
	Pre-populated Element
	Displays the name of the company or organization with which the Internal Administrator is affiliated. 

	Temporary Password (will be renamed “Temporary Key”)
	Pre-populated Element
	Displays the Internal Administrator’s temporary password. 

	Agency Maps
	Section Title
	Displays the permit prefixes and Agency Type codes for the instance.  The user can sort the table columns in ascending or descending order by clicking on the column titles.

	Permit Prefix
	Table Column Heading
	Displays the permit prefix.

	Agency Type Code
	Table Column Heading
	Displays the Agency Type code.

	Sample subscriber agreement
	Hot Link
	Displays a sample subscriber agreement.

	Subscriber Agreement: Regulatory Authority Mailing Information
	Section Title
	Displays the regulatory authority mailing information.

	Attn
	Pre-populated Element
	Displays the regulatory authority attention line.

	Address
	Pre-populated Element
	Displays the regulatory authority mailing address.

	Supplemental Address
	Pre-populated Element
	Displays the regulatory authority supplemental address.

	City
	Pre-populated Element
	Displays the regulatory authority mailing city.

	State
	Pre-populated Element
	Displays the regulatory authority mailing state.

	Zip Code
	Pre-populated Element
	Displays the regulatory authority mailing zip code.

	Subscriber Agreement: Terms and Conditions
	Section Title
	Displays the opening terms, closing terms, and conditions.

	Opening Terms
	Pre-populated Element
	Displays the subscriber agreement opening terms.

	Closing Terms
	Pre-populated Element
	Displays the subscriber agreement closing terms.

	Condition
	Pre-populated Element
	Displays the subscriber agreement conditions.

	Subscriber Agreement: Certification Statement
	Section Title
	Displays the certification statement that will be included in Section E of the subscriber agreement.

	Create
	Push Button
	Initiates the create instance process and displays the My Instances page with a confirmation message.

	Cancel
	Push Button
	Cancels the instance creation and displays the Create Instances page.


B.3.2 Create Instance Sample Confirmation Page
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Figure B‑4.  Instance Creation Confirmation
	Table B-6.  Instance Creation Confirmation Page Elements and Description

	Element Title/Name
	Type
	Description

	Confirmation Message
	Information Box
	Displays confirmation message.

	Create New Instance
	Push Button
	Displays the Create Instance page.

	My Instances
	Table
	Displays information about the instances managed by the System Administrator.  The user can sort the table columns in ascending or descending order by clicking on the column titles.

	Instance
	Table Column Heading
	Displays the instance name.

	Instance Hyperlink
	Hot Link
	Displays the Instance Details page for the selected instance.

	Status
	Table Column Heading
	Displays the status of the instance.

	Update
	Graphic Push Button
	Displays the Edit Instance page.

	Delete
	Graphic Push Button
	Displays the Confirm Delete Instance page.


B.4 Instance Details
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Note:  The controls shown above each table on this page (e.g., Showing 1-6  of 20 >>)  will be replaced with those shown in Figure B‑16 and described in Table B-30.
Figure B‑5.  Instance Details Page
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Note:  The controls shown above each table on this page (e.g., Showing 1-6  of 20 >>)  will be replaced with those shown in Figure B‑16 and described in Table B-30.
Figure B‑5.  Instance Details Page
 (Continued)

	Table B-7.  Instance Details Page Elements and Description

	Element Title/Name
	Type
	Description

	Instance Name
	Pre-populated Element 
	Displays the instance name.

	Instance Time Zone
	Pre-populated Element
	Displays the instance time zone. 

	Number of Secret Questions
	Pre-populated Element
	Displays the number of secret questions chosen by the user.

	Multiple requests per subscriber agreement?
	Pre-populated Element
	Displays whether multiple requests are allowed in a subscriber agreement.

	Edit Instance
	Push Button
	Displays the Edit Instance page.

	Agency Maps
	Table Title
	Displays the states or appropriate areas and permit prefixes for the instance.  The user can sort the table columns in ascending or descending order by clicking on the column titles.

	Permit Prefix
	Table Column Heading
	Displays the selected permit prefix.

	Agency Type Codes
	Table Column Heading
	Displays the selected Agency type code.

	Internal Administrators
	Table Title
	Displays the user name, affiliation, email address, and phone number for Internal Administrators associated with the instance. The user can sort the table columns in ascending or descending order by clicking on the column titles.

	User Name
	Table Column Heading
	Displays the Internal Administrator’s user name.

	Affiliations
	Table Column Heading
	Displays the Internal Administrator’s affiliation.

	Email Address
	Table Column Heading
	Displays the Internal Administrator’s email address.

	Phone Number
	Table Column Heading
	Displays the Internal Administrator’s phone number.

	Subscriber Agreement: Regulatory Authority Mailing Information
	Section Title
	Displays the regulatory authority mailing information.

	Attn
	Pre-populated Element
	Displays the regulatory authority attention line.

	Address
	Pre-populated Element
	Displays the regulatory authority mailing address.

	Supplemental Address
	Pre-populated Element
	Displays the regulatory authority supplemental address.

	City
	Pre-populated Element
	Displays the regulatory authority mailing city.

	State
	Pre-populated Element
	Displays the regulatory authority mailing state.

	Zip Code
	Pre-populated Element
	Displays the regulatory authority mailing zip code.

	Subscriber Agreement: Terms and Conditions
	Section Title
	Displays the subscriber agreement opening terms, closing terms, and conditions.

	Sample subscriber agreement
	Hot Link
	Displays a sample subscriber agreement.

	Opening Terms
	Pre-populated Element
	Displays the subscriber agreement opening terms.

	Closing Terms
	Pre-populated Element
	Displays the subscriber agreement closing terms.

	Conditions
	Pre-populated Element
	Displays the subscriber agreement conditions.


B.5 Edit Instance
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Note:  The controls shown above each table on this page (e.g., Showing 1-6  of 20 >>)  will be replaced with those shown in Figure B‑16 and described in Table B-30.
Figure B‑6.  Edit Instance
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Figure B‑6.  Edit Instance(Continued)

	Table B-8.  Edit Instance Page Elements and Description

	Element Title/Name
	Type
	Description

	General
	Section Title
	User enters general characteristics for the instance.

	Instance Name
	Text Entry Box
	User enters the instance name.

	Time Zone
	Selection Box
	User selects the appropriate time zone. 

	Number of Secret Questions Users Must Answer
	Selection Box
	User selects the appropriate number. (Required)

	Allow multiple signatory requests in a subscriber agreement?
	Selection Box
	User selects either “yes” or “no.” (Required)

	Instance Status
	Radio Button
	User selects on-line, on-line for internal administrators only, or deleted. (Required)

	Deleted
	Text Entry Box
	User enters the reason for deleting the instance. 

	Internal Administrator
	Section Title
	Displays the account information for internal administrators.  

	Internal User
	Selection Box
	User selects an internal user name.

	Add
	Push Button
	Adds the user to the Internal Administrator table. 

	User Name
	Pre-populated Element
	Displays the Internal Administrator’s name. 

	Affiliation
	Pre-populated Element
	Displays the Internal Administrator’s affiliation.

	Email Address
	Pre-populated Element
	Displays the Internal Administrator’s email address.

	Phone Number
	Pre-populated Element
	Displays the Internal Administrator’s phone number.

	Delete
	Graphic Push Button
	Removes the Internal Administrator.

	Agency Maps
	Section Title
	Displays the current agency maps and allows the user to add agency maps. 

	Add Another
	Push Button
	Displays Add Another Agency Mapping page.

	Permit Prefix
	Table Column Heading
	Displays the permit prefix.

	Agency Type Code
	Table Column Heading
	Displays the Agency Type code. 

	Update
	Graphic Push Button
	Displays the Update Agency Type Code Selections page.

	Delete
	Graphic Push Button
	Deletes the Agency Map.  

	Subscriber Agreement: Regulatory Authority Mailing Information
	Section Title
	Displays the regulatory authority mailing information.  

	Attn
	Text Entry Box
	User enters the name to be used as attention line.

	Address
	Text Entry Box
	User enters the regulatory authority mailing address.

	Supplemental Address
	Text Entry Box
	User enters the regulatory authority supplemental address.

	City
	Text Entry Box
	User enters the regulatory authority mailing city.

	State
	Selection Box
	User selects the regulatory authority mailing state.

	Zip Code
	Text Entry Box
	User enters the regulatory authority mailing zip code.

	Subscriber Agreement: Terms and Conditions
	Section Title
	Displays the condition and order in the subscriber agreement.  

	Opening Terms
	Text Entry Box
	User enters the subscriber agreement opening terms.

	Closing Terms
	Pre-populated Element
	Displays the subscriber agreement closing terms.

	Conditions
	Text Entry Box
	User enters the subscriber agreement conditions.

	Save and Add Another
	Push Button
	Saves data and allows user to make another condition.

	Conditions
	Table Title
	Displays the display order, condition terms, and delete option.

	Order
	Table Column Heading
	Displays the condition order.

	Condition
	Table Column Heading
	Displays the condition terms.

	Delete
	Graphic Push Button
	Deletes the condition from the subscriber agreement.

	Subscriber Agreement: Certification Statement
	Section Title
	Displays the subscriber agreement certification statement.

	Certification Statement
	Text Entry Box
	User customizes the certification statement that will be included in Section E of the subscriber agreement.

	Sample Subscriber Agreement
	Hot Link
	Displays a sample subscriber agreement.

	Save
	Push Button
	Saves the changes and displays the Confirm Edit Instance page.

	Cancel
	Push Button
	Displays the My Instances page without saving changes.


Note: Although not shown in Figure B-6 and Table B-8, the System Administrator may specify the frequency of password change for the instance (between 1-12 months) from this page. 
	Table B-9.  Edit Instance Page Field Validations

	Element Title/Name
	Validations
	Error Messages

	Instance Name
	Cannot contain special characters other than  “.”, “’” and “-”.  
	Instance name cannot contain special characters other than  “.”, “’”and “-”.  

	Number of Secret Questions Users Must Answer
	Required
	All fields marked with an asterisk must be completed.  Please try again.

	Allow Multiple Signatory Requests in a Subscriber Agreement
	Required
	All fields marked with an asterisk must be completed.  Please try again.

	Instance Graphic (will be shown at the top right of all pages)
	Selected file must be an image file with an extension of .gif, .jpg, or .png. Note: file extensions only will be validated.
	Only .gif, .jpg, or .png image files may be selected. Please try again.

	Instance Status
	Required
	An instance status must be selected. Please try again.

	Instance Status: Deleted
	If selected, a reason is required.
	You must enter a reason for changing an instance status to ‘deleted’.

	
	Cannot contain special characters other than: !@#$^&*+=
	The explanatory text cannot contain special characters other than: !@#$^&*+=

	Internal Administrator
	Required
	You must select at least one Internal Administrator for the instance. Please try again.

	Attn
	Cannot contain special characters other than “-” and “'”
	Name cannot contain special characters other than “-” and “'”. Please try again. 

	Address
	May not contain special characters other than: “.”, “’”, and “-“
	Address cannot contain special characters other than “.”, “’”, and “-“  Please try again. 

	Supplemental Address
	May not contain special characters other than: “.”, “’”, and “-“
	Address cannot contain special characters other than “.”, “’”, and “-“  Please try again. 

	City
	May not contain special characters.
	Address cannot contain special characters. Please try again. 

	Zip Code
	May not contain special characters.
	Zip code cannot contain special characters. Please try again. 


	Table B-10.  Edit Instance Page Field Pick Lists

	Element Title/Name
	Description

	Time Zone
	· Eastern 

· Central

· Mountain

· Pacific
	· Alaskan Standard

· Hawaiian Standard

· Hawaiian Aleutian Standard

	Number of Secret Questions Users Must Answer
	Select a number between 0 and 10.

	Allow multiple signatory requests in a subscriber agreement?
	· Yes

· No

	Internal User
	The list of internal users is specific to the NetDMR instance.

	State
	Select one of the 50 states, Washington DC, Gulf of Mexico, U.S. Territories or Puerto Rico.


B.5.1 Add Another Agency Mapping
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Figure B‑7.  Add Another Agency Mapping

	Table B-11.  Add Another Agency Mapping Page Elements and Description

	Element Title/Name
	Type
	Description

	Permit Prefix
	Selection Box
	User selects the appropriate permit prefix. (Required)

	Agency Type Code
	Selection Box
	User selects one or more Agency types. (Required)

	Save
	Push Button
	Displays the Edit Instance page with agency map changes saved.

	Cancel
	Push Button
	Displays the Edit Instance page without saving changes.


	Table B-12.  Add Another Agency Mapping Page Field Validations

	Element Title/Name
	Validations
	Error Messages

	Permit Prefix
	Required
	All fields marked with an asterisk must be completed.  Please try again.

	Agency Type Code
	Required
	All fields marked with an asterisk must be completed.  Please try again.

	
	Agency type code does not overlap between instances within an installation
	The permit prefix and agency type code overlaps with the permit prefix and agency type code selected for another regulatory authority in this installation of NetDMR.  Please try again.


	Table B-13.  Add Another Agency Mapping Page Field Pick Lists

	Element Title/Name
	Description

	Permit Prefix
	Select one of the 50 states, Washington DC, Gulf of Mexico, U.S. Territories or Puerto Rico.

	Agency Type Codes
	· County 

· EPA

· EPA Contractor

· Interstate

· Local

· Municipal

· Other
	· Other-EPA

· Other-State

· Regional

· State

· State Contractor

· Tribal


B.5.2 Update Agency Type Code Selections
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Figure B‑8.  Update Agency Type
	Table B-14.  Update Agency Type Code Selections Page Elements and Description

	Element Title/Name
	Type
	Description

	Update Agency Type Code Selections
	Selection Box
	User selects the appropriate Agency type. (Required)

	Save
	Push Button
	Displays the Edit Instance page with the agency type code changes saved.

	Cancel
	Push Button
	Displays the Edit Instance page without saving changes.


	Table B-15.  Update Agency Type Code Selections Page Field Validations

	Element Title/Name
	Validations
	Error Messages

	Agency Type Code
	Required
	All fields marked with an asterisk must be completed.  Please try again.

	
	Agency type code does not overlap between instances within an installation
	The permit prefix and agency type code overlaps with the permit prefix and agency type code selected for another regulatory authority in this installation of NetDMR.  Please try again.


	Table B-16.  Update Agency Type Code Selections Page Field Pick Lists

	Element Title/Name
	Description

	Update Agency Type Code Selections
	· County

· EPA

· EPA Contractor

· Interstate

· Local

· Municipal

· Other
	· Other-EPA

· Other-State

· Regional

· State

· State Contractor

· Tribal


B.5.3 Confirm Edit Instance Page
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Note:  The controls shown above each table on this page (e.g., Showing 1-6  of 20 >>)  will be replaced with those shown in Figure B‑16 and described in Table B-30.
Figure B‑9.  Confirm Edit Instance Page
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Figure B‑9.  Confirm Edit Instance Page (Continued)

	Table B-17.  Confirm Edit Instance Page Elements and Description

	Element Title/Name
	Type
	Description

	General
	Section Title
	User enters general information for the instance.

	Instance Name
	Pre-populated Element 
	Displays the instance name.

	Time Zone
	Pre-populated Element
	Displays the time zone.

	Number of Secret Questions Users Must Answer
	Pre-populated Element
	Displays the number of secret questions.

	Allow multiple signatory requests in a subscriber agreement?
	Pre-populated Element
	Displays whether multiple signatory requests are allowed in a subscriber agreement.

	Instance Graphic (will be shown at the top right of all pages)
	Pre-populated Element
	Displays the file name chosen by the user.

	Instance Status
	Pre-populated Element
	Displays the instance status chosen by the user.

	Internal Administrator
	Section Title
	Displays account information for the Internal Administrators.  

	User Name
	Pre-populated Element
	Displays the Internal Administrator’s name. 

	Affiliation
	Pre-populated Element
	Displays the Internal Administrator’s affiliation.

	Email Address
	Pre-populated Element
	Displays the Internal Administrator’s email address.

	Phone Number
	Pre-populated Element
	Displays the Internal Administrator’s phone number.

	Agency Maps
	Section Title
	Displays the permit prefixes and agency type codes for the instance.  

	Permit Prefix
	Table Column Heading
	Displays the permit prefix.

	Agency Type Code
	Table Column Heading
	Displays the Agency Type code. 

	Sample Subscriber Agreement
	Hot Link
	Displays a sample subscriber agreement.

	Subscriber Agreement: Regulatory Authority Mailing Information
	Section Title
	Displays the regulatory authority mailing information.

	Attn
	Pre-populated Element
	Displays the regulatory authority attention line.

	Address
	Pre-populated Element
	Displays the regulatory authority mailing address.

	Supplemental Address
	Pre-populated Element
	Displays the regulatory authority supplemental address.

	City
	Pre-populated Element
	Displays the regulatory authority mailing city.

	State
	Pre-populated Element
	Displays the regulatory authority mailing state.

	Zip Code
	Pre-populated Element
	Displays the regulatory authority mailing zip code.

	Subscriber Agreement: Terms and Conditions
	Section Title
	Displays the subscriber agreement opening terms, closing terms, and conditions.

	Opening Terms
	Pre-populated Element
	Displays the subscriber agreement opening terms.

	Closing Terms
	Pre-populated Element
	Displays the subscriber agreement closing terms.

	Conditions
	Pre-populated Element
	Displays the subscriber agreement conditions.

	Certification Statement
	Pre-populated Element
	Displays the certification statement included in Section E of the subscriber agreement.

	Save
	Push Button
	Confirms the changes and displays the My Instances page with a confirmation message.

	Cancel
	Push Button
	Displays the Create Instance page without saving changes.


B.6 Delete Instance
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Note:  The controls shown above each table on this page (e.g., Showing 1-6  of 20 >>)  will be replaced with those shown in Figure B‑16 and described in Table B-30.
Figure B‑10.  Confirm Delete Instance Page
	Table B-18.  Confirm Delete Instance Page Elements and Description

	Element Title/Name
	Type
	Description

	General
	Section Title
	Displays general information for the instance.

	Instance Name
	Pre-populated Element 
	Displays the instance name.

	Time Zone
	Pre-populated Element
	Displays the time zone. 


	Instance Key
	Pre-populated Element
	Displays the instance key.

	Number of Secret Questions Users Must Answer
	Pre-populated Element
	Displays the number of secret questions.

	Allow multiple signatory requests in a subscriber agreement?
	Pre-populated Element
	Displays whether multiple signatory requests are allowed in a subscriber agreement.

	Internal Administrator
	Section Title
	Displays the account information for the initial internal administrator

	Name
	Pre-populated Element
	Displays the internal administrator’s name. 

	Affiliation
	Pre-populated Element
	Displays the internal administrator’s affiliation.

	Email Address
	Pre-populated Element
	Displays the internal administrator’s email address.

	Temporary Password
	Pre-populated Element
	Displays the internal administrator’s temporary password. 

	Agency Maps
	Section Title
	Displays the permit prefixes and agency type codes for the instance.  

	Permit Prefix
	Table Column Heading
	Displays the permit prefix.

	Agency Type Code
	Table Column Heading
	Displays the Agency Type code.

	Time Zone
	Pre-populated Element
	Displays the time zone. 

	Delete
	Push Button
	Confirms the instance deletion and displays the My Instances page with a confirmation message.

	Cancel
	Push Button
	Cancels the request and displays the My Instances page.


B.7 Manage Instance Downtime Schedule
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Figure B‑11.  Manage Instance Downtime Schedule Page
	Table B-19.  Manage Instance Downtime Schedule Page Elements and Description

	Element Title/Name
	Type
	Description

	Schedule Another Downtime
	Push Button
	Displays the Schedule Downtime page.

	Instance Downtime Schedule
	Table
	Displays the scheduled times that the instance(s) will be unavailable to users.  The user can sort the table columns in ascending or descending order by clicking on the column titles.

	Component to be taken off-line
	Table Column Heading
	Displays whether the full installation or specific instances will be taken off-line.

	Start Date/Time
	Table Column Heading
	Displays the downtime start date and start time.

	End Date/Time
	Table Column Heading
	Displays the downtime end date and end time.

	Off-line Message to be Displayed to Users
	Table Column Heading
	Displays message to be displayed to users.

	Update
	Graphic Push Button
	Displays the Update Downtime page.

	Delete
	Graphic Push Button
	Deletes the scheduled downtime.


	Table B-19a.  Manage Instance Downtime Schedule Page Validations

	Element Title/Name
	Validations
	Error Messages

	Delete
	Cannot delete a downtime after its start date/time
	This downtime cannot be deleted because it is currently in effect.


B.7.1 Schedule Instance Downtime
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Figure B‑12.  Schedule Downtime Page
	Table B-20.  Schedule Instance Downtime Page Elements and Description

	Element Title/Name
	Type
	Description

	Take Down
	Selection Box
	User selects one or more instances. (Required.)

	Start Date
	Text Entry Box
	User enters the start date. (Required.)

	Calendar
	Graphic Push Button
	Displays a popup calendar of dates from which the user may select. 

	Start Time
	Text Entry Box
	User enters the start time. (Required.)

	Start Time
	Selection Box
	User selects AM or PM. (Required.)

	End Date
	Text Entry Box
	User enters the end date. (Required.)

	Calendar
	Graphic Push Button
	Displays a popup calendar of dates from which the user may select.

	End Time
	Text Entry Box
	User enters the end time. (Required.)

	End Time
	Selection Box
	User selects AM or PM. (Required.)

	Message to Users
	Text Entry Box
	User enters a message to be displayed to users during the downtime. (Required.)

	Save
	Push Button
	Displays Instance Downtime Schedule page with a confirmation message.

	Cancel
	Push Button
	Cancels request and displays Instance Downtime Schedule page.


	Table B-21.  Schedule Instance Downtime Page Field Validations

	Element Title/Name
	Validations
	Error Messages

	General/All Date and Time fields
	Downtime between the start date/time and the end date/time cannot overlap with another scheduled downtime for the same instance
	The date and time combination you requested overlaps with another scheduled downtime for this instance.  Please try again.

	Take Down
	Required
	All fields marked with an asterisk must be completed.  Please try again.

	Start Date
	Required
	All fields marked with an asterisk must be completed.  Please try again.

	
	Format = mm/dd/yyyy 
	Date must follow mm/dd/yyyy format.  Please try again.

	Start Time
	Required
	All fields marked with an asterisk must be completed.  Please try again.

	
	Format = hh:mm 
	Date must follow hh:mm format.  Please try again.

	End Date
	Required
	All fields marked with an asterisk must be completed.  Please try again.

	
	Format = mm/dd/yyyy 
	Date must follow mm/dd/yyyy format.  Please try again.

	
	Later than start date
	End date must be later than start date.  Please try again.

	End Time
	Required
	All fields marked with an asterisk must be completed.  Please try again.

	
	Format = hh:mm 
	Date must follow hh:mm format.  Please try again..

	
	Later than current date/time
	End date must be later than today’s date and time.  Please try again.

	Message to Users
	Required
	All fields marked with an asterisk must be completed.  Please try again.

	
	Cannot contain special characters other than standard punctuation and “@”.
	Only standard punctuation and “@” are allowed. Please try again.


	Table B-22.  Schedule Instance Downtime Page Field Pick Lists

	Element Title/Name
	Description

	Take Down
	The list of instances is specific to the NetDMR installation.

	Start Time
	· AM

· PM 

	End Time
	· AM

· PM 


B.7.2 Update Instance Downtime
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Figure B‑13.  Update Instance Downtime
	Table B-23.  Update Instance Downtime Page Elements and Description

	Element Title/Name
	Type
	Description

	Take Down
	Selection Box
	User selects one or more instances. (Required.)

	Start Date
	Text Entry Box
	User enters the start date. (Required.)

	Calendar
	Graphic Push Button
	Displays a popup calendar of dates from which the user may select.

	Start Time
	Text Entry Box
	User enters the start time. (Required.)

	Start Time
	Selection Box
	User selects AM or PM. (Required.)

	End Date
	Text Entry Box
	User enters the end date. (Required.)

	Calendar
	Graphic Push Button
	Displays a popup calendar of dates from which the user may select.

	End Time
	Text Entry Box
	User enters the end time. (Required.)

	End Time
	Selection Box
	User selects AM or PM. (Required.)

	Message to Users
	Text Entry Box
	User enters a message to be displayed to users during the downtime. (Required.)

	Save
	Push Button
	Displays Instance Downtime Schedule page with a confirmation message.

	Cancel
	Push Button
	Cancels request and displays Instance Downtime Schedule page.


	Table B-24.  Update Instance Downtime Page Field Validations

	Element Title/Name
	Validations
	Error Messages

	General/All Date and Time fields
	Downtime between the start date/time and the end date/time cannot overlap with another scheduled downtime for the same instance
	The date and time combination you requested overlaps with another scheduled downtime for this instance.  Please try again.

	Start Date
	Required
	All fields marked with an asterisk must be completed.  Please try again.

	
	Format = mm/dd/yyyy 
	Date must follow mm/dd/yyyy format.  Please try again.

	
	Cannot be modified after the specified start date
	The start date cannot be modified because this downtime is currently in effect.

	Start Time
	Required
	All fields marked with an asterisk must be completed.  Please try again.

	
	Format = hh:mm 
	Date must follow hh:mm format.  Please try again.

	End Date
	Required
	All fields marked with an asterisk must be completed.  Please try again.

	
	Format = mm/dd/yyyy 
	Date must follow mm/dd/yyyy format.  Please try again.

	
	Later than start date
	End date must be later than start date.  Please try again.

	
	Later than current date/time
	End date must be later than today’s date and time.  Please try again.

	End Time
	Required
	All fields marked with an asterisk must be completed.  Please try again.

	
	Format = hh:mm 
	Date must follow hh:mm format.  Please try again..

	Message to Users
	Required
	All fields marked with an asterisk must be completed.  Please try again.

	
	Cannot contain special characters other than standard punctuation and “@”.
	Only standard punctuation and “@” are allowed. Please try again.


	Table B-25.  Update Instance Downtime Page Field Pick Lists

	Element Title/Name
	Description

	Take Down
	The list of instances is specific to the NetDMR installation.

	Start Time
	· AM

· PM 

	End Time
	· AM

· PM 


B.8 View Settings
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Figure B‑14.  View Settings Page
	Table B-26.  View Settings Page Elements and Description

	Element Title/Name
	Type
	Description

	User/COR Purge Schedule
	Pre-Populated Element
	Displays the User/COR purge schedule.

	Current Schemas
	Pre-Populated Element
	Displays the location of the current schemas.

	Suspect Analysis Frequency

	Pre-Populated Element
	Displays the analysis frequency for logs.

	Suspect Analysis Data Subset
	Pre-Populated Element
	Displays the analysis data subset for logs.

	Edit Setting
	Push Button
	Displays the Edit Settings page.

	NetDMR Signing Certificate
	Table Title
	Displays the Certificate Alias, Serial Number, Issuer, Validity Start Date, and Validity End Date. The user can sort the table columns in ascending or descending order by clicking on the column titles.

	NetDMR Signing Certificate
	Radio Button
	Displays the selected certificate.

	Certificate Alias
	Table Column Heading
	Displays the certificate alias.

	Serial Number
	Table Column Heading
	Displays the serial number.

	Issuer
	Table Column Heading
	Displays the issuer.

	Validity Start Date
	Table Column Heading
	Displays the validity start date.

	Validity End Date
	Table Column Heading
	Displays the validity end date.


B.9 Edit Settings
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Figure B‑15.  Edit Settings Page

	Table B-27.  Edit Settings Page Elements and Description

	Element Title/Name
	Type
	Description

	User/COR Purge Schedule
	Text Entry Box
	User enters the length of time before User/COR data are purged (in years).

	Current Schemas
	Pre-Populated element
	Displays the current schemas.

	Suspect Analysis Frequency
	Selection Box
	User selects the analysis frequency for logs.

	Suspect Analysis Log Data Subset
	Selection Box
	User selects the analysis data subset for logs.

	NetDMR Signing Certificate
	Table Title
	Displays the Certificate Alias, Serial Number, Issuer, Validity Start Date, and Validity End Date.  The user can sort the table columns in ascending or descending order by clicking on the column titles.

	NetDMR Signing Certificate
	Radio Button
	User selects the signing certificate.

	Certificate Alias
	Table Column Heading
	Displays the certificate alias.

	Serial Number
	Table Column Heading
	Displays the serial number.

	Issuer
	Table Column Heading
	Displays the issuer.

	Validity Start Date
	Table Column Heading
	Displays the validity start date.

	Validity End Date
	Table Column Heading
	Displays the validity end date.

	Save
	Push Button
	Saves changes and displays the Edit Settings page with a confirmation message.

	Cancel
	Push Button
	Displays the Edit Settings page without saving changes.


	Table B-28.  Edit Settings Page Field Validations

	Element Title/Name
	Validations
	Error Messages

	User/COR Purge Schedule
	Must contain a number 0-99
	The User/COR purge schedule must contain numbers.  Please try again.

	
	Cannot contain special characters.
	Special characters are not allowed.  Please try again.


	Table B-29.  Edit Settings Page Field Pick Lists

	Element Title/Name
	Description

	Suspect Analysis Frequency
	· Monthly

· Quarterly
	· Semi-Annual

· Yearly

	Suspect Analysis Log Data Subset
	· 1 year

· 2 year
	· 3 year

· All


B.10 Sample Page Controls 
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Figure B‑16.  Sample Page Controls
	Table B-30.  Sample Page Control Options Elements and Description

	Element Title/Name
	Type
	Description

	Double Back Arrow
	Graphic Push Button
	Displays the first page of results.

	Back Arrow
	Graphic Push Button
	Displays the previous page of results.

	Page 
	Selection Box
	User selects a specific page number.

	Go
	Push Button
	Displays a specifc selected page of results.

	Forward Arrow
	Graphic Push Button
	Displays the next page of results.

	Double Forward Arrow
	Graphic Push Button
	Displays the last page of results.

	Showing Results x-y of z
	Pre-Populated Element
	Displays the number of results shown and the total number of results.

	View All
	Graphic Push Button
	Displays all of the results on one page.
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