CROMERR Checklist NetDMR Change Log
Last updated: October 1, 2007

Version 2.1

Changes made by Michael Ledesma (EPA)

· In the header, made it more clear that what is being approved is an EPA system.

· At the beginning of the checklist, inserted a general note explaining that States may deviate from the approved system, but only with EPA approval.

· Revised the answer to Checklist Item #3 to say that five questions must be answered and I've deleted the sentence about Regulatory Authority discretion.  
Changes made by ERG

· Updated minor revision number to reflect that changes were made to the 2.0 version

· Updated references to 2.0 documents to reference 2.1 documents
Version 2.0
Item 5

· Added the hashed password back in to the Submission Receipt.

Item 13c
· Per clarification memo, added a reference to Item 3.

Item 16

· Per clarification memo, added a reference to the business process outlining the timeliness of responding to a suspected account compromise. The business process was added to the supporting documentation for Item 16. 
Item 20

· Revised per clarification memo to include additional information on database backups and physical security.

Version 1.12
Item 20

· Provided more information on the stored Copy of Record.
Version 1.11

Items 1-20

· Minor grammatical and formatting changes were made throughout the document.
Item 1b-alt
· The regional business process for storing the subscriber agreements was moved to an external supporting document.

· NetDMR users with signatory access are required to provide the answer to three secret questions. Initially it was thought all users would answer a single question during the initial registration process. Users who request signatory access would be required to provide two more answer during the access request process. However, upon further discussion with stakeholders it was decided that all NetDMR users will be required to provide the answer to three secret questions. This eliminates the need to collect two additional questions during the access request process. This item was updated to reflect this change. 
Item 2

· The regional business process for verifying registrants have the appropriate authority has been moved to an external supporting document.

· The Regional Business process was modified in the following ways:

· Removed language requiring NetDMR to “ensure that only cognizant officials named in ICIS/NDPES are eligible to sign DMRs.“ All registrants requesting signatory access will still be verified through direct contact with the facility.
· Removed language stating “Any changes to the authorization will be performed by the Regional Office and must be accompanied by a modification to the subscriber agreement and verified.” Signatories can remove signatory access from themselves. Regional Offices only need to be contacted to grant signatory access.

Item 3

· The language was revised to reflect that all users will be required to answer three security questions instead of only those users requesting signatory access.
· The diagram outlining the registration process was updated to reflect that all users must provide the answer to the secret questions during initial registration.  The number of secret questions was changed from 3 to 5.
Item 5

· Clarified that the data included in the data document is at least all the user provided data. Additional information for the DMR, such as limits, may not be included in the data XML document. 
· Modified contents of the Submission Receipt to remove the hashed password.  Many users will have access to the COR. If the hashed form of the submitter's password is included within the COR, a malicious user has a starting point to determine the plaintext form of the password by comparing various hashed sample passwords to the hashed form of the user password in the COR. While the password salt provides an additional protection against such an attack, removing the hashed form of the password from the COR makes it much more difficult for the malicious user to determine the account password.
· Modified contents of submission E-Mail acknowledgement to include ‘Instructions to download the COR’ rather than ‘A link to download the COR’. Similar changes were made for viewing the COR online.

· Modified COR Alteration, Use Case A mitigation to add a process to log all key pair changes. 
Item 20
· New language was provided to specify how the CORs are maintained in the database. Supporting documentation was updated to include business processes for securing physical access to the servers and for backing up the database.
