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1 Introduction
This document defines the method for exchanging data between New Jersey Water Quality Data Exchange (NJWQDE) components.  Specifically, the document’s purpose is to specify how E2 will exchange data with Compass, and how Compass will serve data through the NJ Water Monitoring Inventory and Data Portal.  
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As depicted in the above diagram, this document is organized into two sections:

A. E2 / Compass Data Exchange: this section defines how E2 will transmit user water quality data “submissions”, organization information, project metadata, and monitoring locations to Compass and how Compass will provide notice to E2 of the status of the transmissions.   In addition, this section defines how reference data will be exchanged between E2 and Compass, and how E2 will integrate with iMAP for spatial functionalities that will enable user’s to select latitude and longitude coordinates from a map and validate coordinates based on the selected County.  
B. Compass / Data Portal Data Exchange: this section defines how the NJ Water Monitoring Inventory and Data Portal will query and solicit data from Compass.  
The above topics are covered in Section ‎2: E2 / Compass Data Exchange and Section ‎3: Compass / Data Portal Data Exchange, respectively.   
2 E2 / Compass Data Exchange
2.1 NJWQX Data
WQX data submitted to E2 will be transmitted to Compass using one of two mechanisms:

1. E2 calling a function on Compass to trigger Compass tables with inserts/updates/deletes on organization, station and results data.
2. E2 Task calling a project package on Compass to trigger Compass tables with inserts/updates/deletes on project data.

3. WQDE_WQX xml transmissions to the Node
The E2 Task will be responsible for updating Compass when a user has submitted Organization, Project, and/or Monitoring Location data.  The E2 Task will track inserts/updates/deletes made to E2 Organization, Project, and Monitoring Location tables and call a function on Compass to transmit the data.  

E2 will call the Compass function referencing a record using E2’s unique Organization, Project, and Monitoring Location ID primary keys.   The function on Compass – to be programmed by NJDEP / CGI – will be responsible for parsing the data into Compass tables.

Water Quality data submissions will be sent to Compass via the Node through WQDE_WQX xml file transmissions.  E2 will construct and validate the xml files.  The files will contain Activity and Result-level data referencing EPA’s WQX Organization, Project, and Monitoring Location Identifier fields.  A Node WQDE_WQX Submit Plug-in – to be developed by NJDEP – will be responsible for parsing the data into Compass tables, as well as ensuring that the submissions are related to the given Organization, Project, and Monitoring Location.  
2.1.1 Submission Exchange from E2 to Compass
2.1.1.1 E2 calling a Compass Function to Trigger Compass tables on Org/Mon/Res
The E2 Task will support all insert/update/delete operations for user submissions of Organization, Monitoring Location and Result Status data.  The user may submit the data via E2’s web forms or, in the case of Monitoring Locations, via the WQX module’s CIMP procedures.   
E2 will first validate the user submissions before the data is parsed into E2 tables.  Once the data is committed to E2 tables, it will be transferred to Compass via the 3 Triggers that will call 3 functions on Compass. 
2.1.1.2 E2 calling a Function to Trigger Compass tables on Project
The E2 Task will support all insert/update/delete operations for user submissions of Project data.  The user may submit the data via E2’s web forms or via the WQX module’s CIMP procedures.   

E2 will first validate the user submissions before the data is parsed into E2 tables.  Once the data is committed to E2 tables, it will be flagged for transfer to Compass by calling the Store procedure that will call a project package on Compass. 

Project Insert:

1. Create new project, and click “save/next” or “save”. Insert project data SP will be called.
2. Submit project data, and the submission passes the validation. Insert project will be called.

Project Update:

3. Edit Project data, and click “save/next” and “save”. Update project data SP will be called.
4. Resubmit project data, and the submission passes the validation. Update project will be called.

Project Delete (New):

5. Delete Project from web forms (Project can’t be deleted from submission or resubmit). Delete project data SP will be called. A project ID will be sent as parameter.
The package should return ‘0’ or other string to E2. If ‘0’ is returned, the submission to compass tables is successful and the project table in E2 will flag ‘S’ for the successful project record. If other string is returned, the submission is failed and the project table in E2 will flag ‘F’ for the failed project record, and it’ll also be recorded in the system message log.
2.1.1.3 XML Transmissions
The XML Schema that will be used for inserting, updating and deleting data reported will depend on the type of submission which includes four types of submission: 

1. Activities (& Results)

2. Biological Metrics and Indices

3. Chemical Result (Only)

4. Data Logger

All WQX submissions will fall into one of the following categories:

1. Insert: Indicates that the data reported is new or an update to the existing dataset. 

2. Delete: Indicates that previously submitted data needs to be deleted (inactivated).

The subsections to follow describe the logic that E2 will incorporate to appropriately handle Update-Insert and Delete operation types. It is assumed that for data consistency purposes, Compass will incorporate logic along the same lines. 
2.1.1.3.1 Insert
Insert operations will stem from user submissions of data via the WQX Module’s CIMP procedures.  
In addition to the data elements included in the WQDE_WQX schema and WQDE Data Dictionary, the submissions will pass a “Submission ID” parameter to allow E2 and Compass to maintain a one-to-one relationship among data submissions.  The xml files will also contain attributes which are for E2 error reporting purposes and may be ignored by the Node plug-in and Compass tables.

2.1.1.3.2 Update
Updates will stem from user re-submissions of previously submitted data.   The update operation will pass a previous Submission ID and Resubmission ID along with the xml file to allow E2 and Compass to maintain a one-to-one relationship among data submissions. All submission including resubmission would be treated as new submission.  The original submission should be flag as inactive.
2.1.1.3.3 Delete (New)
Delete operations can only occur only through the user submissions of activity and results data, through the “View Submissions” GUI in E2. For the Delete operation, E2 will set the submission as “Inactive” temporally, can call a web service of DeleteWQXfromCompass to delete (or inactive) the submission in Compass. When the feedback from Compass is successful, the submission along with all the Activities, Results and attachments data will be deleted from E2 permanently.
2.1.2 E2 to Compass Data Exchange Mechanism 
2.1.2.1 Submit WQX Submission from E2 to Compass 

Submissions that have passed E2 validation (and have been successfully submitted) and approved will be kept in a holding area for an E2 scheduled task to send to Compass. This process of tagging submissions for sending out to Compass will occur as soon as the submission has been successfully made in E2. 

E2 will use the following logic in the scheduled task to provide submissions to Compass:

1. E2 will invoke the Authenticate Web service on the Node, using the following input parameters:

	Authenticate Web Service Invocation

	Parameter
	Value

	userId
	Node user ID supplied to E2 system.

	credential
	Node password supplied to E2 system.

	authentiationMethod
	“password”


2. E2 will invoke a WQX Submit Web service on the Node (the WQX Submit web service will be developed by NJDEP). This Submit Web service will contain the following input parameter values:

	Submit Web Service Invocation

	Parameter
	Value

	securityToken
	Obtained from previous authentication

	transactionId
	blank

	dataflow
	“SubmitWQXtoCompass”

	documents
	XML file conforming to NJDEP’s customized WQDE_WQX_v2.0 schema.    


This will contain a submission to include the submission file that has been submitted by the user.  In addition, the following submission descriptors will be provided:

	Field Name

	Submission ID
(Auto-populated by E2)

	Submission Date
(Auto-populated by E2)

	Reported Data


A detailed list of all elements, datatypes, field lengths, and schema mapping is provided in the WQX Schema and Data Dictionary.
If Compass is able to properly receive and process the Submission file from E2, a transaction ID will be returned to E2 as part of the SOAP message return. If an error has occurred, an error message will be returned in the SOAP message return.  E2 will not update the status as “Sent” for these failed submissions and will attempt to send to Compass during the next time the scheduled task executes.

2.1.2.2 Delete WQX Submission from E2 to Compass (New)
Submissions that are going to be deleted from E2 will be deleted from Compass at first. This process of deleting submissions from Compass will occur as soon as the submission has been temporally deleted from E2 (set as inactive).
E2 will use the following logic to delete submissions to Compass:

1. Once the user click the delete button for a submission, E2 will set the submission as Inactive in E2 database.

2. E2 will invoke the Authenticate Web service on the Node, using the following input parameters:

	Authenticate Web Service Invocation

	Parameter
	Value

	userId
	Node user ID supplied to E2 system.

	credential
	Node password supplied to E2 system.

	authentiationMethod
	“password”


3. E2 will invoke a WQX Delete Web service on the Node (the WQX Delete web service will be developed by NJDEP). This Delete Web service will contain the following input parameter values:

	Submit Web Service Invocation

	Parameter
	Value

	securityToken
	Obtained from previous authentication

	transactionId
	blank

	dataflow
	“DeleteWQXfromCompass”

	documents
	XML file conforming to NJDEP’s customized WQDE_WQX_v2.0 schema.    


This will contain a submission to include the submission file that has been submitted by the user.  In addition, the following submission descriptors will be provided:

	Field Name

	Submission ID
(Auto-populated by E2)

	Submission Date
(Auto-populated by E2)

	Reported Data


2.2 Data Exchange from Compass to E2 (i.e. Submission Feedback)

2.2.1 Compass Feedback Scenarios

When Compass has completed processing of WQM submission files, the system will provide feedback to the E2 system. The feedback could be marked one of:

1. “A” (Accepted): The submission data is successfully stored in Compass.

2. “F” (Failed): The submission failed due to reasons such as system failure.

Compass will make use of the E2_Validation_v1.0.xsd schema to provide feedback to E2. 

2.2.2 Compass to E2 Data Exchange Mechanism

2.2.2.1 Compass to E2 Data Submission feedback

After Compass has validated the submission’s ability to reside in the Compass system, the system will use the following process to provide feedback to the E2 system:

1. Compass will invoke the Authenticate Web service on the Node, using the following input parameters:

	Authenticate Web Service Invocation

	Parameter
	Value

	userId
	Node user ID supplied to E2 system.

	credential
	Node password supplied to E2 system.

	authentiationMethod
	“password”


2. Compass will invoke a Submit Web service on the Node. This Submit Web service will contain the following input parameter values:

	Submit Web Service Invocation

	Parameter
	Value

	securityToken
	Obtained from previous authentication

	transactionId
	blank

	dataflow
	“SubmitE2ValidationResponse”

	documents
	XML file conforming to E2_Validation_v1.0.xsd schema.  


The XML instance document will contain one or more validation responses, corresponding to one validation response per submission. The structure set is organized by LoginName (of submitting user), and SubmissionID. All validation messages applying to the same submitter (including accepted and rejected submissions) should be collected under the same SubmissionUserValidationResponse block.
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Structure of Validation XML file sent from Compass to E2

All submissions that fail (marked “F”) must include SystemFailureErrorMessage. Submissions that are marked as “A” do not need to have any additional information provided.

3. If E2 is able to properly receive and process the Validation message from Compass, a transaction ID will be returned as part of the SOAP message return. If an error has occurred, an error message will be returned in the SOAP message return. 

4. E2 will then loop through the submission validation XML file. For each SubmissionUserValidationResponse in the XML file, E2 will perform the following action, based on the element ValidationStatusCode for the submission:

· ValidationStatusCode = “A” (Acceptance submission):
i. Update E2 tracking of the data exchange to “Successful” status.

· ValidationStatusCode = “F” (System Failure):

i. Email DEP e-WQX Administrator regarding system failure.

ii. E2 will send an email to the e-WQM system administrator using an email template preconfigured in E2. The notification email template will look similar to the following:



<TemplateSubject>NOTICE: E2-Compass Communication Failure </TemplateSubject>



<TemplateContent>

New Jersey DEP e-WQX System Message:

e-WQX System Administrator,

This email provides notice that the communication between E2 and Compass failed for the following submission:

Submission ID



%SUBMISSIONID%

Please investigate this situation. 



</TemplateContent>

2.2.2.2 Compass to E2 Data Deletion feedback (New)
After Compass has deleted the submission in the Compass, the system will use the following process to provide feedback to the E2 system:

1. Compass will invoke the Authenticate Web service on the Node, using the following input parameters:

	Authenticate Web Service Invocation

	Parameter
	Value

	userId
	Node user ID supplied to E2 system.

	credential
	Node password supplied to E2 system.

	authentiationMethod
	“password”


2. Compass will invoke a Submit Web service on the Node. This Submit Web service will contain the following input parameter values:

	Submit Web Service Invocation

	Parameter
	Value

	securityToken
	Obtained from previous authentication

	transactionId
	blank

	dataflow
	“SubmitE2ValidationResponse”

	documents
	XML file conforming to E2_Validation_v1.0.xsd schema.  


The XML instance document will contain one or more validation responses, corresponding to one validation response per submission. The structure set is organized by LoginName (of submitting user), and SubmissionID. All validation messages applying to the same submitter (including accepted and rejected submissions) should be collected under the same SubmissionUserValidationResponse block.
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Structure of Validation XML file sent from Compass to E2

All submissions that fail (marked “F”) must include SystemFailureErrorMessage. Submissions that are marked as “A” do not need to have any additional information provided.

3. If E2 is able to properly receive and process the Validation message from Compass, a transaction ID will be returned as part of the SOAP message return. If an error has occurred, an error message will be returned in the SOAP message return. 

4. E2 will perform the following action, based on the element ValidationStatusCode for the submission:

· ValidationStatusCode = “A” (Acceptance Deletion):
i. Delete the submission with all the activities, results and attachments data.

· ValidationStatusCode = “F” (System Failure):

i. Record the error message in the system message log.
2.3 Attachments Handling

Submissions to E2 may contain references to attachment file names in Project and Monitoring Location table fields, or the AttachedBinaryObjectFileName schema element field in the Activity and Result data blocks.  For any attachments are submitted as part of data entry in web forms, or via CIMP in xml transmissions, E2 will establish a Task to transfer the attachments to an NJDEP file server.  

2.3.1 Attachment Insert

E2 will create folders based on the Project, Monitoring Location, Activity, and Result parent IDs for the attachments that have been submitted and save the attachments in those folders.  Once the files are successfully saved in the file servers, E2 will update the corresponding <AttachedBinaryObjectFileLocation> data element in the submission XML file to include the file location. This submission XML file will be used to transfer from E2 to COMPASS.  
A scheduled task of WQXAttachmentFileTransfer will send the project attachments, station attachments, activity attachments and result attachments to NJDEP file server when a batch of Projects, stations, activities and results is submitted with attachments and the submission passes the validation and approved by the administrators.

The system will synchronize the project attachments and station attachments to NJDEP file server when:

1) A project or a station is created with new attachments uploaded through the web forms,

2) A project or a station is updated with new attachments uploaded through the web forms,

2.3.2 Attachment Delete (New)
Once the attachments are deleted from E2, the system will synchronize to delete the attachments in the NJDEP file server.

A delete request will be sent to file server to delete the project or station files when:

1) A project or station is deleted from E2 through web forms. 
2) The project or monitoring location is updated and one or more attachments under the project/station are deleted from E2.

A delete request will be sent to file server to delete the activities and results folder when:

1) If a submission is deleted and the attachments under that submission are deleted from E2. 
2) If a submission is resubmitted and all the activities and results along with the attachments under that submission are deleted from E2.
The file server will reside within the NJ network and accessible via the E2 Application server.   NJDEP will provide detailed information regarding the location, path, and user permissions to access the file server once it has been established.

2.4 Data Exchange Task Scheduler

The WQX NJDEP Administrator will be able to configure data exchange tasks through the Admin Tools module in E2. The three configurable tasks are:

1. WQXSubmissionToCompass: This task will be used to configure the frequency of sending submissions data to Compass that gets reported in E2. The mechanism of sending this data is described above.

2. CompassValidationToWQX: Once Compass finishes validation of the results, it sends validation messages to the node using the mechanism described above. These results are kept in a holding area until the E2 task CompassValidationToWQX gets kicked off.

3. WQXAttachmentFileTransfer: This task will be used to configure the frequency of transferring submitted file attachments to NJDEP’s file management server.  

The procedure for scheduling any of these tasks is described below:

(One-time step) The E2 WQX NJDEP System Administrator will go into E2 to configure the frequency of tasks, or may choose to run this task now on demand. This is done through the Schedule screen in the System Configuration area of E2, as shown below:
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Task Scheduler Screen
The Administrator will select  “WQXSubmissionToCompass”, “CompassValidationToWQX”, or “WQXAttachmentFileTransfer” from the Task-name drop-down to view the current schedule frequency and change if desired. 

The E2 Task Server will run the scheduled task at the set frequency. 

Triggers and Store Procedures for data exchange:

1. Triggers: WQXOrgMonLocSynchronization: The triggers will be used for sending Organization,  Monitoring Location, and result status information to Compass. 

2. Store Procedures: WQXProjSynchronization: The store procedure will be used for sending project information to Compass. 

2.5 iMap Integration with E2 

The WQX Module integrates NJDEP’s iMap application to deliver two GIS functionalities: 

1. Select X,Y coordinates in E2 and view them in iMap 

2. Select X,Y coordinates in iMap and populate them on E2 screen 

2.5.1 E2-iMap Integration Details

2.5.1.1 Communication from E2 to iMap

Communication from E2 to iMap is initiated when the user clicks the button- “Select from Map” on an E2 page. This could occur for two scenarios:

1. X,Y Coordinates are entered before clicking “Select from Map”


Under this scenario, E2 will show the entered X,Y Coordinates on iMap. To meet this 
requirement, E2 will open iMap as a new window and pass the following information to iMap in 
form of a URL:

· X,Y Coordinates entered by the user

· E2 Page Name ( for example “ CreateNewSite “)

· E2 Button Name  ( for example “ MapPointX“)


Each of these parameters will be separated in the URL with an “&” sign. As an example, the URL 
that will appear as:

https://njdep.gov/iMap?xCoord=32&yCoord=33&pageName=CreateNewSite&buttonName=MapPointX

(The session ID will also be passed from E2 to iMap, but this will be done behind the scenes by 
E2 application.)


For an explanation on how iMap will use this information it receives and passes any information 
back to E2, please see below.  
2. “Select from Map” button is clicked without entering X,Y Coordinates


Under this scenario, E2 will bring up iMap as a new window and pass the following information to 
iMap in form of a URL:

· URL to point to iMap application

· E2 Page Name 

· E2 Button Name


This scenario will more likely be followed if the user intends to populate X,Y Coordinates using 
iMap. The logic that iMap will follow to populate X,Y Coordinates to E2 is described in the next 
Section.


Note: Users will not be able to enter in any data on E2 page while the iMap application is open.

2.5.1.2 Communication from iMap to E2

Users will be brought to iMap application through one of the two scenarios described in Section ‎2.5.1.1. Users will be able to select a point on iMap whether or not coordinates were entered in E2. When the user clicks a button to redirect to E2, iMap will pass back the following information to E2 in form of a URL:

· E2 Page Name (as received from E2)

· E2 Button Name (as received from E2)

· X,Y Coordinates (selected by the user / as received from E2)

The URL that will be sent to E2 will look something like:

https://njdep.E2/Pages/Site?xCoord=32&yCoord=33&pageName=CreateNewSite&buttonName=MapPointX
The iMap window will close automatically after the user is redirected to E2. This will also refresh the E2 window with the X,Y Coordinates received from iMap.

Notes: 

· Clicking a point on iMap will overwrite the X,Y Coordinates if the user had entered them before clicking “Select from Map”.

· iMap will need the ability to configure E2 URL so that iMap could be successfully integrated with E2 on test as well as production environments.

3 Compass / Data Portal Data Exchange 
NOTE: This section will be completed as part of the Design of the NJ Water Monitoring Inventory and Data Portal.
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