Shared CROMERR Services Task Force Discussion Questions

Please use as much space as you need to complete the following questions and do not worry about formatting.  Completed responses should be sent to kdurance@rossstrategic.com by COB, 10/11.

I. Contact Information and Background

1. Name:

2. Organization:

3. Role:

4. Email Address:

5. Phone:

6. Please describe your organizations current electronic reporting capabilities. For example:

i. Does your organization currently accept data electronically from the regulated community? 

ii. If so, do you have a current approach in place to meet CROMERR requirements? If so, please describe at a high level.

iii. Do you have one common electronic reporting portal or do you have separate applications in place to meet electronic reporting requirements?

II. General Interest, Success Measures, Target Audience, Use Cases

1. What are the 3-5 critical benefits you would expect implementers (yourself or others) to achieve by adopting shared CROMERR services and why?

2. Please list and describe the top 3-5 challenges or barriers you have encountered or expect to encounter related to the implementation of a CROMERR compliant electronic reporting solution.  

3. What are the top three electronic reporting use cases you think your organization or others would adopt shared CROMERR services for?

4. Please list any potential policies or other driving forces that need to be considered for a successful implementation of shared CROMERR services (e.g. ECOS/EPA E-Transactions  Working Group effort).
III. General Features & Requirements

Four key functional areas have been identified that provide the legal framework for CROMERR electronic reporting by regulated entities. The following set of questions is focused on exploring expectations you may have related to shared CROMERR services in these four areas:

1. Registration

2. Signature and Submission Process

3. Signature Validation

4. Copy of Record

1. Registration

i. How interested are you in sharing and/or using registration and identity proofing information between organizations? 
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In addition to selecting a choice above, please discuss any concerns or thoughts you might have with an approach like this.
ii. How frequently would you estimate registration information could be shared among organizations to eliminate duplication of effort? 
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In addition to selecting a choice above, please provide additional context around your estimate if possible.
iii. In cases where identity proofing is not able to be completed electronically and wet ink signatures need to be used, what role or capabilities would you expect shared CROMERR services to provide in the identity proofing process? 
2. Signature and Submission Process

i. For electronic collections that are subject to CROMERR, what security controls do you require, or expect to require related to this data? 

ii. How likely are you to consider using a shared CROMERR service for allowing submitters to view a human readable copy of a submission prior to electronic signature rather than performing this service exclusively within your organization? 
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In addition to selecting a choice above, please discuss any concerns or thoughts you might have with an approach like this.
iii. Following the opportunity to review the human readable COR, the signature “ceremony” could be performed by a set of pluggable/reusable code or a set of web services. How likely are you to consider using a shared CROMERR service for this? 
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In addition to selecting a choice above, please discuss any concerns or thoughts you might have with an approach like this.
iv. Describe your expectations regarding how out of band notifications (e.g. emails sent to a certifier’s email account) would be managed in a model where your organization adopts shared CROMERR services. 

3. Signature Validation

i. How likely are you to consider allowing shared services to interact with your registration system to authenticate users, lock or disable accounts with successive signature failures, and either notify your registrants or notify your system(s) to inform them of spurious use?
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In addition to selecting a choice above, please discuss any concerns or thoughts you might have with an approach like this.
ii. CROMERR puts forth requirements related to the ability to revoke or reject compromised credentials. In the event that this type of event occurs, please describe your expectations for how your organization could be notified or involved in this process. 

4. Copy of Record

i. How likely are you to consider allowing electronic submissions to be stored centrally, in an independent location to provide submitters access to copies of record for non-repudiation and allow these records to be distributed to your organization, separately? 
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ii. What issues or concerns would you have with using a shared service/central location for archival and review of Copies of Record?

IV. Governance, Roles/Responsibilities, and Operations:

1. What governance model would you envision being in place in order for you to be comfortable using shared CROMERR services?

2. What operating provisions would you want specified in an MOU or agreement prior to your adoption of shared CROMERR services?

3. What model(s) would you see working most effectively related to support incident and problem management?

4. What model(s) would you see working most effectively related to change control, and release management?

5. What are your expectations for developer support, documentation and/or training of (a) end users and (b) internal staff related to integrating with and using shared CROMERR services?
6. If EPA were to host and support centralized services which services would your organization utilize from the example set below?
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 (e.g. View, Repudiate)
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7. Please describe your vision of how best to implement and use shared CROMERR services.  Provide any additional thoughts or descriptions on how end users might interact between your system(s) and their integration with centrally hosted or shared CROMERR service modules, and how EPA might play a role to support these efforts, e.g. stand alone CROMERR modules that can run independent of EPA services versus hosted record keeping and non-repudiation etc.

V. Proof of Concept

1. Please indicate your level of interest your Agency has in participating in a proof of concept effort with EPA concurrent to requirements gathering in an effort to help inform the IPT?
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2. If your Agency is interested, please provide additional context related to your participation (type of data submission, timing, etc.) that may be helpful for planning purposes. 
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