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1 Introduction

This document provides high-level guidance to application developers wishing to utilize Shared CROMERR Services within their web application. These services were designed based on the input from the Shared Services Integrated Project Team (IPT)
 that was formed to discuss and investigate the adoption of Shared CROMERR Services on the Exchange Network. Readers of this document are assumed to have a working knowledge of CROMERR requirements. Materials that can be referenced as background for this working knowledge include:

· EPA’s CROMERR Overview for direct reporters

· EPA’s CROMERR Overview for states, tribes and local governments.

· Shared CROMERR Guidance and Recommendations Document v1.1
2 Shared CROMERR Services Pre-Requisites

Prior to consuming Shared CROMERR Services, a developer must have a Network Authentication and Authorization Services (NAAS) account. The user account must have appropriate access privileges to allow it to utilize shared services. A NAAS account with appropriate privileges can be established by contacting the Exchange Network Help Desk:

· Phone: +1 (888) 890-1995

· Email: nodehelpdesk@epacdx.net
Once a developer has a valid user account, the Shared CROMERR Services can be accessed at the following URLs:

· Development: https://encromerrdev.epacdxnode.net/shared-cromerr-ws/services/
· Test: https://encromerrtest.epacdxnode.net/shared-cromerr-ws/services/
· Production: https://encromerr.epa.gov/shared-cromerr-ws/services/
3 Shared CROMERR Services Usage Overview

At a summary level, the Shared CROMERR Services can be broken down into the following three high level categories:

· Registration and Identity Management: The Registration and Identity Management category is a set of services that addresses all user tasks that are involved in creating, validating and maintaining user accounts.

· Signature Ceremony: The Signature Ceremony category is a set of services that are used to authenticate credentials, verify user intent, and electronically sign regulated submissions in a way that binds the signature device to the submission and informs the submitter to provide non-repudiation.

· Copy of Record Management: The Copy of Record (COR) category of services addresses all activities and functions for storing, maintaining, and retrieving the COR and associated notifications. 

To support these three categories, five sets of services have been established:

· User Management: The user management services allow client applications to create, update, and manage user accounts for use within the client application, including establishing knowledge based questions and answers for use during the signature process.
· Identity Proofing: The identity proofing services provide an interface to an asynchronous third-party electronic identity proofing service. 
· Second Factor Authentication: The second factor authentication services allow a user to re-authenticate and answer a knowledge-based question during the signature process.
· Signature: The signature services allow a user to sign a document and subsequently validate the COR against the generated signature.

· Signature and COR: The signature and COR services allow a user to sign, validate, download, and repudiate a COR stored within the Shared CROMERR Services database. 

NOTE:  In order to use any services, the client application must provide a valid NAAS security token which is obtained by using the Authenticate method found in all five sets of services.

3.1 Category #1: Registration and Identity Management

Shared CROMERR Services supports Registration and Identity Management through the use of the User Management and Identity Proofing services. The creation of a user account is a multi-step process that involves orchestrating calls with Shared CROMERR Services with business processes specific to the client application. Figure 3‑1 shows a sample workflow for creating a user account for a user that will sign documents. At the end of the workflow, the user will have a valid account with a signature device; however, until he is identity proofed and signs an Electronic Signature Agreement (ESA) the client application should not allow the user to sign documents.
Figure 3‑1 Workflow Diagram for User Management Services
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If the client application uses Identity Proofing Services, Shared CROMERR Services can provide the client application with a URL to launch the LexisNexis identity proofing pop-up window. As seen in Figure 3‑1, using this pop-up window, an end-user submits their information to LexisNexis. Once the information is submitted to LexisNexis, the client application will poll Shared CROMERR Services for the identity-proofing results. Figure 3‑2 shows a sample workflow identity proofing a user electronically.

Figure 3‑1 LexisNexis Identity Proofing Pop-Up Window
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Figure 3‑2 Workflow Diagram for Identity Proofing Services
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If the user passes LexisNexis, the client application may either present a paper ESA for the end-user to print, sign, and mail for approval, or leverage the Signature services to allow the user to electronically sign an ESA (see 3.2). Once the user has been identity proofed and a signed ESA is on file, the user should be activated and allowed to sign documents within the client application.
3.2 Category #2: Signature Ceremony

Shared CROMERR Services allow users that are either registered using User Management Services or users that are managed locally by the client application to sign documents for storage within the client application.

If User Management Services are not used, the client application is responsible for storing and maintaining the CROMERR compliant user credentials and 2nd factor authentication information. The Knowledge Based Query (KBQ) can be of any approved format that the trading partner chooses. The client must explicitly audit the re-authentication of the user and the KBQ challenge response. The client application will have to provide signature data in the shared service calls where stipulated to include all information necessary to construct a CROMERR-compliant detached signature. Figure 3‑1 illustrates sample workflow for signing a document when User Management Services and Second Factor Authentication Services are not used.  

Figure 3‑1 Workflow Diagram for Signature Services Scenario #1


[image: image5.emf]CROMERR Services

Trading Partner submits for signing (Shared Signing Services scenario #1)

EPA Trading Partner

S

e

s

s

i

o

n

Get Authentication Token

<<securityToken>>

Create CROMERR Activity CreateActivity()

Audit User Re-Authentication AuditEvent()

<<adminID, credential>>

Sign Document

Sign()

D

e

t

a

c

h

e

d

 

s

i

g

n

a

t

u

r

e

 

s

t

o

r

a

g

e

Authenticate()

<<securityToken, dataflow, user, properties>>

<<activityId>>

KBQ 20-5-1 AuditEvent()

<<securityToken, activityId, event, user>>

<<securityToken, activityId, event, user>>

<<securityToken, activityId, user, 

notifications, document, signatureData>>

<<detachedSignature>>


If User Management and Second Factor Authentication services are used, the Shared CROMERR Services environment is responsible for storing and maintaining the CROMERR compliant user credentials and 2nd factor authentication information. The KBQ will use the 20-5-1 format. Figure 3‑2 illustrates sample workflow for signing a document when User Management Services and Second Factor Authentication Services are also used.  

Figure 3‑2 Workflow Diagram for Signature Services Scenario #2
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Once a document has been signed, the client application can verify that the document has not been tampered with by validating the document against the detached signature. In order to do this the client application will have to provide the document, detached signature and the activity ID that was associated with the original signature ceremony. If the trading partner’s CROMERR integration with the Shared Services does not use the User Management and Second Factor Authentication services, then the client application will have to provide signature data in the shared service calls where stipulated to include all information necessary to validate a CROMERR compliant digital signature. If the trading partner is using User Management and Second Factor Authentication services, then the signature data does not have to be provided. Figure 3‑3 illustrates sample workflow for validating a document.

Figure 3‑3 Workflow Diagram for Validating Copy of Record with Detached Signature
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3.3 Category #3: Copy of Record Management

Shared CROMERR Services allow users that are either registered using User Management Services or users that are managed locally by the client application to sign documents for storage within the Shared CROMERR Services archive.

If User Management Services are not used, the client application is responsible for storing and maintaining the CROMERR compliant user credentials and 2nd factor authentication information. The Knowledge Based Query (KBQ) can be of any approved format that the trading partner chooses. The client must explicitly audit the re-authentication of the user and the KBQ challenge response. The client application will have to provide signature data in the shared service calls where stipulated to include all information necessary to construct a CROMERR-compliant detached signature. Figure 3‑4 illustrates sample workflow for signing and storing a document when User Management Services and Second Factor Authentication Services are not used.  

Figure 3‑4 Workflow Diagram for Signature and COR Services Scenario #1
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If User Management and Second Factor Authentication services are used, the Shared CROMERR Services environment is responsible for storing and maintaining the CROMERR compliant user credentials and 2nd factor authentication information. The KBQ will use the 20-5-1 format. Figure 3‑5 illustrates sample workflow for signing a document when User Management Services and Second Factor Authentication Services are also used.  

Figure 3‑5 Workflow Diagram for Signature and COR Services Scenario #2
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Once a document has been signed, the client application can verify that the document has not been tampered with by validating the document against the detached signature. If the trading partner’s CROMERR integration with the Shared Services does not use the User Management and Second Factor Authentication services, then the client application will have to provide signature data in the shared service calls where stipulated to include all information necessary to validate a CROMERR compliant digital signature. If the trading partner is using User Management and Second Factor Authentication services, then the signature data does not have to be provided. Figure 3‑6 illustrates sample workflow for validating a document.

Figure 3‑6 Workflow Diagram for Validating Copy of Record with Detached Signature
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In order for the client application to display a list of previously submitted documents to a regulated user or a reviewer, the client application can search for CoR using criteria such as user ID and submission dates.  Figure 3‑7 illustrates sample workflow for searching for a CoRs.

Figure 3‑7 Workflow Diagram for Searching for a Copy of Record 


[image: image11.emf]CROMERR Services

Trading Partner invokes SearchForCOR Service

EPA Trading Partner

S

e

s

s

i

o

n

Get Authentication Token

<<securityToken>>

<<adminID, credential>>

Search for Documents

SearchForCOR()

<<documents>>

Authenticate()

<<securityToken, 

dataflow, userId, documentId, 

documentName, startDate, endDate>>

S

h

a

r

e

d

 

R

e

p

o

s

i

t

o

r

y


If a user or reviewer wishes to download a CoR, the client application may download a CoR by providing the document identifier. Figure 3‑8 illustrates sample workflow for downloading a CoR.
Figure 3‑8 Workflow Diagram for Downloading a Copy of Record

[image: image12.emf]CROMERR Services

Trading Partner invokes DownloadCOR  Service

EPA Trading Partner

S

e

s

s

i

o

n

Get Authentication Token

<<securityToken>>

<<adminID, credential>>

Download Document

DownloadCOR()

<<document>>

Authenticate()

<<securityToken, activityId, user, 

documentId>

S

h

a

r

e

d

 

R

e

p

o

s

i

t

o

r

y

 
Once a document has been signed, the client application can alter its retention status (e.g., “expired”). Figure 3‑9 illustrates sample workflow for setting a retention status for a document.

Figure 3‑9 Workflow Diagram for Setting Retention Status
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Once a document has been signed, the client application can mark it as repudiated. Figure 3‑10 illustrates sample workflow for repudiating a document.

Figure 3‑10 Workflow Diagram for Repudiating a CoR
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4 Additional Technical Guidance

The following are additional general technical guidelines for trading partners for designing client applications to consume CROMERR shared services:

1. The services support MTOM (W3C Message Transmission Optimization Mechanism) by default for operations where large documents are sent. While client-server communication will still work without the MTOM feature, documents will be sent as Base64 encoded and will involve significant overhead.

2. HTTP chunking should be turned on for greater efficiency in the client-server communications.

3. The client side application will set reasonable HTTP connection/read timeouts. A recommended value is 5 minutes for each.

4. The client side application will ensure that SOAP 1.2 binding is used. This is not the default setup in all toolkits.

5. The trading partner will ensure that all SSL certificates provided are trusted in their SSL configuration stack
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