Proposed Process Enhancement:  Existing Paper ESA
SCS proposes offering a new electronic ESA (e-ESA) option to SCS Users who have previously completed a paper ESA with wet-ink signature. The proposed option tracks the forensics of the paper ESA for identity proofing, organization, and user affiliation to organization. It then ties this information to the e-ESA using the SCS User Name (printed on the paper ESA). Upon successful completion, using the existing SCS TRC-approved document KBQ electronic Signature tool, the User may subsequently use the SCS e-ESA to electronically sign agreements using SCS KBQ for approved Program dataflows.

1) User requests a new dataflow and role in SCS
2) SCS compares the registrant’s existing paper ESA information for dataflow and role against proposed minimum validation requirements listed below:

	SCS Organizational Role
	 Role Validation Criteria
	Minimum Requirements for On-File Paper ESA

	Official 
	Identity
	ESA Paper Signature

ESA Organization Letterhead (optional)

	Official
	Organization
	None
 

ESA Paper Organization

ESA Organization on Letterhead (optional)

	Official
	Org-User Relationship
	ESA wet-ink attesting user is Official

ESA Paper Official authorizes User for Org.

	Certified Submitter 
	Identify
	ESA Paper Signature

ESA Organization Letterhead (optional)

	Certified Submitter
	Organization
	None2 (MOU - performed by Program)

ESA Paper Organization

ESA Organization on Letterhead (optional)

	Certified Submitter
	Org-User Relationship
	None2
ESA wet-ink by Certified Submitter for Org.

ESA wet-ink by Official authorizes User for Org.


3) When registrant passes minimum Step 2 validation criteria, a window opens and provides the registrant an electronic option.  The registrant chooses the electronic Signature option by clicking a button on the screen and is then prompted to establish SCS TRC-approved KBQ secrets if they do not already have them.  Once a User’s validation is confirmed in Step 2 and the User has established KBQ secrets, the User will be provided with a human-readable copy of the SCS e-ESA, which the User eSigns following SCS’s TRC-approved eSignature process to complete the process. 

4) SCS Users who do not pass the validation process and are therefore unable to establish an e-ESA  are provided with a option to establish a paper ESA for use with the new dataflow.1 

5) SCS electronically signs
 SCS Registration information and ties it together with a timestamp and User Name.  

6) Re-validation may be performed at any time for a period no less than 5 years after last use of approved KBQ signature device or initial validation.  Re-validation is performed by EPA comparing
 User e-signed credential, full name, and Organization results to the original e-signed SCS ESA following the requirements outlined in Step 2.

�  Validation is performed by Program rather than SCS and is based on MOU/ISA. Validation requirements may vary by Program. 


�  SCS uses existing, TRC-approved, electronic signature components, including KBQ, to bind and archive validation results to user with a timestamp to ensure integrity of the original results and when step was performed.


�  Re-registering is case-by-case and is neither automated nor initiated by SCS Users. 





