


SCS Minimum CROMERR User Identity Verification 
SCS minimum user identity verification for approval for CROMERR authorized roles are based on the following LexisNexis indicator/summary codes provided by InstantID®:
· Exact match for Full or Last Name AND
· Exact match for Date of Birth (DOB) AND
· Exact match for last 4-digits of Social Security Number (SSN4) AND
· Full 9-digits of SSN (SSN9) that is returned to the system based on the SSN4, NAME and DOB data entered by the registrant AND
· Accurate home address or Exact match for home phone number OR
· Exact match to Credit Card number, AND
· Exact match to Credit Card Expiration date, Secret Credit Code AND
· Exact match to Full or Last Name on Credit Card

Note:  Identity verification may be rejected for risk indicators as provided in Risk Indicator References, below.
[bookmark: _GoBack]SCS Minimum CROMERR Business Verification 
SCS minimum business verification for approval for CROMERR authorized roles are based on the following LexisNexis indicator/summary codes provided by BusinessInstantID®:
· User Identity Verification (above) is approved AND
· Association found between the person and the company in the Company Contacts data  OR
· SSN of user matches Federal Employer ID Number (FEIN) also known as Tax ID Number (TIN)
AND
· Business name is an exact match OR
· A business name is similar to the input business name but with a different business address AND FEIN matches business name
LEXISNEXIS® verification is based on input and indexes collected from LexisNexis based on material described in the LexisNexis Web Services Guide, including following tables:
· Business Verification Indicator (BVI), 
· Name-Address-SSN (NAS) Indicator, 
· Name-Address-SSN (NAS) Summary, 
· Name-Address-Phone (NAP) Summary, 
· Authorization Rep. Relation to Company (ARRC), 
· Name-Address-FEIN(NAF) Indicator


LEXISNEXIS® Input/Output Details
Figure 1 - Data Elements Captured & Passed by SCS 
	Logical Name
	HTTP POST Proposed Name
	Notes    

	First Name
	fx
	First Name tied to SCS Credential

	Last Name
	ls
	Last Name tied to SCS Credential

	Organization Name
	onm
	Organization tied to SCS Credential and Authorization

	Organization Address 
	oaddr
	Organization Address is a concatenation of the Address Line 1 and Address Line 2 fields from SCS Registration verified by User

	Organization City
	oc
	Organization City verified by User

	Organization State
	ost
	Organization State verified by User

	Organization Zip Code
	oz
	Organization Zip code verified by User

	Organization Country
	oc
	Organization Country is either blank for United States, or verified by User

	Organization Telephone Number
	opn
	Organization Phone Number verified by User

	Validation Type

	type
	Valid values are “P” for InstantID and “B” for BusinessInstantID.
Assumption: SCS will never call both services at the same time

	Transaction ID
	tid
	SCS-generated and owned ID





Figure 2 – LexisNexis Data Elements InstantID Request 
	Logical Name
	Instant ID Request Xpath
	Data Element Source

	Transaction ID
	User/QueryID
	SCS Web

	First Name
	SearchBy/Name/First
	SCS Web

	Middle Name
	SearchBy/Name/Middle
	LexisNexis User Entry

	Last Name
	SearchBy/Name/Last
	SCS Web

	Personal Address 
	SearchBy/Address/StreetAddress1
	LexisNexis User Entry

	Personal City
	SearchBy/Address/City
	LexisNexis User Entry

	Personal State
	SearchBy/Address/State
	LexisNexis User Entry

	Personal Zip Code
	SearchBy/Address/Zip5
	LexisNexis User Entry

	Personal Telephone Number
	SearchBy/HomePhone
	LexisNexis User Entry

	DOB
	SearchBy/DOB/*
	LexisNexis User Entry

	Last 4 SSN
	SearchBy/SSNLast4
	LexisNexis User Entry





Figure 3 – LexisNexis Data Elements BusinessInstantID Request Mapping
	Logical Name
	Business InstantID Request Xpath
	Data Element Source

	Transaction ID
	User/QueryID
	SCS Web

	FEIN
	SearchBy/FEIN
	LexisNexis User Entry

	First Name
	SearchBy/AuthorizedRepresentative/Name/First
	SCS Web

	Middle Name
	SearchBy/AuthorizedRepresentative/Name/Middle
	LexisNexis User Entry

	Last Name
	SearchBy/AuthorizedRepresentative/Name/Last
	SCS Web

	Personal Address
	SearchBy/AuthorizedRepresentative/Address/StreetAddress1
	LexisNexis User Entry

	Personal City
	SearchBy/AuthorizedRepresentative/Address/City
	LexisNexis User Entry

	Personal State
	SearchBy/AuthorizedRepresentative/Address/State
	LexisNexis User Entry

	Personal Zip Code
	SearchBy/AuthorizedRepresentative/Address/Zip5
	LexisNexis User Entry

	Personal Telephone Number
	SearchBy/Phone10
	LexisNexis User Entry

	DOB
	SearchBy/DOB/*
	LexisNexis User Entry

	Last 4 SSN
	SearchBy/SSN
	LexisNexis User Entry

	Organization Name
	SearchBy/CompanyName
	SCS Web

	Organization Address 
(concatenation of Address 1 and 2 from SCS Web)
	SearchBy/CompanyAddress/StreetAddress1
	SCS Web

	Organization City
	SearchBy/CompanyAddress/City
	SCS Web

	Organization State
	SearchBy/CompanyAddress/State
	SCS Web

	Organization Zip Code
	SearchBy/CompanyAddress/Zip5
	SCS Web

	Organization Telephone Number
	SearchBy/CompanyPhone
	SCS Web




Figure 4 – Data Elements Returned by LexisNexis InstantID Response
	Xpath
	Return

	/Header/QueryID
	Transaction ID provided by SCS 

	/DOBVerified
	1 = True, 0 = False

	/NameAddressSSNSummary/*
	An index [0-12] indicating the level of the match of the submitted Name, Address, and SSN (NAS). See NameAddressSSN (NAS) Summary on page 126 of the web services guide

	/NameAddressPhone/*
	Verification details of Name Address Phone data. Provides the level of matching (page 126 of the web service guide). Returns code values [0-12].

	/ComprehensiveVerificationIndex
	Code 00 - 50. (Last name, address & SSN or phone verified; first name, phone or SSN verification failures). See page 126 of web services guide.

	/RiskIndicators/*
	Structure containing possible risk indicators (see Consumer InstantID High Risk Indicator Codes on page 28 of the web service guide for details.)

	/SSNInfo/Valid
	G = Good, Blank = Not able to validate

	/Hash/Input/StreetAddress
	SHA-256 Hash + Salt of input value used in validation.

	/Hash/ Input/City
	SHA-256 Hash + Salt of input value used in validation.

	/Hash/ Input/State
	SHA-256 Hash + Salt of input value used in validation. Note that the abbreviated state will be returned.

	/Hash/ Input/Zip 
	SHA-256 Hash + Salt of input value used in validation. Note the zip code will be the 5 digit zip.

	/Hash/ Input/DOB 
	SHA-256 Hash + Salt of input value used in validation. Note the DOB will be returned in MM, DD, YYYY hashed separately.

	/Hash/ Input/SSN4
	SHA-256 Hash + Salt of input value used in validation.

	/Hash/ Input/Phone 
	SHA-256 Hash + Salt of input value used in validation. Note that this phone will be 10 digits.

	/Hash/Verified/StreetAddress
	SHA-256 Hash + Salt of verified user data found in the LexisNexis repository.

	/Hash/Verified/City
	SHA-256 Hash + Salt of verified user data found in the LexisNexis repository.

	/Hash/Verified/State 
	SHA-256 Hash + Salt of verified user data found in the LexisNexis repository. Note that the abbreviated state will be returned.

	/Hash/Verified/Zip 
	SHA-256 Hash + Salt of verified user data found in the LexisNexis repository. Note the zip code will be the 5 digit zip.

	/Hash/Verified/DOB 
	SHA-256 Hash + Salt of verified user data found in the LexisNexis repository. Note the DOB will be returned in MM, DD, YYYY hashed separately.

	/Hash/Verified/SSN
	SHA-256 Hash + Salt of verified user data found in the LexisNexis repository. Note that the entire 9 digit SSN hash is returned for this value.

	/Hash/Verified/Phone 
	SHA-256 Hash + Salt of verified user data found in the LexisNexis repository. Note that this phone will be 10 digits.


Figure 5 – Data Elements Returned by LexisNexis BusinessInstantID Response
	Xpath
	Return

	/Header/QueryID
	Transaction ID provided by SCS 

	/AuthorizedRepresentiveResults/VerificationIndicators/DOB
	Indicator of verification of submitted Date of Birth [0 (false | 1 (true)]

	/AuthorizedRepresentiveResults/NameAddressSSNSummary
	An index [0-12] indicating the level of the match of the submitted Name, Address, and SSN. See BusinessInstantID NameAddressSSN (NAS) Summary on page 52 of the web services guide. 

	/AuthorizedRepresentiveResults/NameAddressPhoneSummary
	An index [0-12] indicating the level of the match of the submitted Name, Address, and phone number. See BusinessInstantID NameAddressPhone (NAP) Summary on page 53 of the web services guide

	/AuthorizedRepresentiveResults/ComprehensiveVerificationIndex
	CVI is an index summarizing the verification matches found in the NameAddressSSNSummary and NameAddressPhone\Summary [00 - 50]. See page 126 of web service guide.

	/AuthorizedRepresentativeResults/RiskIndicators/*
	Many values. See page 50 of web services guide

	/AuthorizedRepresentiveResults/SSNInfo/Valid
	G = Good, Blank = Not able to validate

	/CompanyResults/VerificationIndicators/*
	1 = True, 0 = False indicators per field for company name, address, city, state, and zip

	/CompanyResults/VerifiedInput/*
	Normalized names/address of company (actual value)

	/CompanyResults/NameAddressPhoneIndicator
	An index indicating the verification of the match of the submitted Name, Address, and Phone [0-8]. See BusinessInstantID NameAddressPhoneIndicator on page 53.

	/CompanyResults/NameAddressFEINIndicator
	An index indicating the verification of the match of the submitted Name, Address, and FEIN [0-8]. See BusinessInstantID NameAddressFEINIndicator on page 54.

	/CompanyResults/BusinessVerificationIndicator
	An index summarizing the verification matches found in the NameAddressPhoneIndicator, NameAddressFEINIndicator, and NameAddressSSNIndicator [0–50]. See BusinessInstantID BusinessVervicationIndicator (BVI) on page 54.

	/CompanyResults/VerificationIndicators/AuthorizedRepresentativeRelationshipToCompany/*
	Relationship between the submitted individual and the Company. See Codes for Authorized Representative’s Relationship to Company on page 52.

	/Hash/ Input/FEIN
	SHA-256 Hash + Salt of input value used in validation

	/Hash/ Input/StreetAddress
	SHA-256 Hash + Salt of input value used in validation

	/Hash/ Input/City
	SHA-256 Hash + Salt of input value used in validation

	/Hash/ Input/State
	SHA-256 Hash + Salt of input value used in validation. Note that the abbreviated state will be returned.

	/Hash/ Input/Zip
	SHA-256 Hash + Salt of input value used in validation. Note the zip code will be the 5 digit zip.

	/Hash/ Input/DOB
	SHA-256 Hash + Salt of input value used in validation. Note the DOB will be returned in MM, DD, YYYY hashed separately

	/Hash/ Input/SSN4
	SHA-256 Hash + Salt of input value used in validation

	/Hash/ Input/Phone
	SHA-256 Hash + Salt of input value used in validation. Note that this phone will be 10 digits.

	/Hash/Verified/FEIN
	SHA-256 Hash + Salt of verified user data found in the LexisNexis repository.

	/Hash/Verified/StreetAddress
	SHA-256 Hash + Salt of verified user data found in the LexisNexis repository.

	/Hash/Verified/City
	SHA-256 Hash + Salt of verified user data found in the LexisNexis repository.

	/Hash/Verified/State
	SHA-256 Hash + Salt of input value used in validation. Note that the abbreviated state will be returned.

	/Hash/Verified/Zip
	SHA-256 Hash + Salt of input value used in validation. Note the zip code will be the 5 digit zip.

	/Hash/Verified/DOB
	SHA-256 Hash + Salt of input value used in validation. Note the DOB will be returned in MM, DD, YYYY hashed separately

	/Hash/Verified/SSN
	SHA-256 Hash + Salt of input value used in validation (all 9 digits)

	/Hash/Verified/Phone
	SHA-256 Hash + Salt of input value used in validation. Note that this phone will be 10 digits.






Risk Indicator References:
	Risk Code
	Risk Code Description
	Rejected/Allowed

	2
	The input SSN is reported as deceased
	Rejected

	3
	The input SSN was issued prior to the input date-of-birth
	Rejected

	4
	The input name and SSN are verified, but not with the input address and phone
	Rejected

	6
	The input SSN is invalid or not yet issued
	Rejected

	7
	The input phone number may be disconnected
	Allowable

	8
	The input phone number is potentially invalid
	Rejected

	9
	The input phone number is a pager number
	Allowable

	10
	The input phone number is a mobile number
	Allowable

	11
	The input address may be invalid according to postal specifications
	Allowable1

	12
	The input zip code belongs to a post office box
	Allowable

	14
	The input address is a transient commercial or institutional address
	Allowable

	15
	The input phone number matches a transient commercial or institutional address
	Allowable

	16
	The input phone number and input zip code combination is invalid
	Rejected

	19
	Unable to verify name, address, SSN/TIN and phone
	Allowable1

	25
	Unable to verify address
	Allowable1

	26
	Unable to verify SSN / TIN
	Allowable1

	27
	Unable to verify phone number
	Allowable1

	28
	Unable to verify date-of-birth
	Rejected

	29
	The input SSN/TIN may have been miskeyed
	Rejected

	30
	The input address may have been miskeyed
	Allowable1

	31
	The input phone number may have been miskeyed
	Allowable1

	32
	The input name matches the OFAC file
	Rejected

	37
	Unable to verify name
	Allowable1

	38
	The input SSN is associated with multiple last names
	Allowable1

	39
	The input SSN is recently issued
	Allowable

	41
	The input driver's license number is invalid for the input DL State
	N/A

	44
	The input phone area code is changing
	Allowable

	46
	The input work phone is a pager number
	Allowable

	48
	Unable to verify first name
	Allowable

	49
	The input phone and address are geographically distant (>10 miles)
	Allowable

	50
	The input address matches a prison address
	Rejected

	51
	The input last name is not associated with the input SSN
	Rejected

	52
	The input first name is not associated with input SSN
	Rejected

	53
	The input home phone and work phone are geographically distant (>100 miles)
	Allowable

	55
	The input work phone is potentially invalid
	Allowable1

	56
	The input work phone is potentially disconnected
	Allowable1

	57
	The input work phone is a mobile number
	Allowable

	64
	The input address returns a different phone number
	Allowable1

	66
	The input SSN is associated with a different last name, same first name
	Rejected

	71
	The input SSN is not found in the public record
	Rejected

	72
	The input SSN is associated with a different name and address
	Rejected

	74
	The input phone number is associated with a different name and address
	Allowable1

	75
	The input name and address are associated with an unlisted/non-published phone number
	Allowable1

	76
	The input name may have been miskeyed
	Rejected

	77
	The input name was missing
	Rejected

	78
	The input address was missing
	Rejected

	79
	The input SSN/TIN was missing or incomplete
	Allowable2

	80
	The input phone was missing or incomplete
	Allowable1

	81
	The input date-of-birth was missing or incomplete
	Rejected

	82
	The input name and address return a different phone number
	Allowable1

	83
	The input date-of-birth may have been miskeyed
	Rejected

	85
	The input SSN was issued to a non-US citizen
	Allowable

	89
	The input SSN was issued within the last three years
	Allowable

	90
	The input SSN was issued after age five (post-1990)
	Allowable

	CO
	The input zip code is a corporate only zip code
	Allowable

	CZ
	Address mismatch between city/state and zip code
	Allowable1

	DD
	A different driver's license number has been found for the input applicant
	N/A

	DM
	The input driver's license number may have been miskeyed
	N/A

	DF
	The input driver's license number is not found in the public record
	N/A

	DV
	Unable to verify driver's license number
	N/A

	IT
	The input SSN is an ITIN
	Rejected

	MI
	Multiple identities associated with input social
	Allowable1

	MO
	The input zip code is a military only zip code
	Allowable

	MS
	Multiple SSNs reported with applicant
	Rejected

	PA
	Potential address discrepancy - the input address may be a previous address
	Allowable1

	PO
	The primary input address is a P.O. Box
	Allowable

	SR
	Address mismatch on secondary address range
	Allowable1

	WL
	The input name matches one or more of the non-OFAC global watchlist(s)
	Allowable1

	ZI
	Unable to verify zip code
	Rejected





1Allowable if other criteria used for minimum requirements accepted
2Allowable if other criteria used for minimum requirements accepted e.g. Auth Ref Data separate from FEIN/TIN

