Proposed Process Enhancement:  Third-Party, Real-Time Identity Proofing
SCS proposes offering company officials and users with e-signature requirements a voluntary, real-time electronic ESA service as an alternative to the current paper-based process. SCS will explain how the registrant leaves the SCS web site, interacts with LexisNexis for identity-proofing, and - upon successful completion - returns to SCS.  Process starts when SCS User chooses the LexisNexis link: 

1) New browser session opens at LexisNexis site. Simultaneously, SCS sends User’ registration information (Exhibit A) and unique transaction Id to LexisNexis and with the SCS certificate electronically signs a copy of what was sent to LexisNexis. User is informed that validation information will be returned to US EPA. 

	Exhibit A
	Prefix (Mr., Mrs., Dr. etc)
	First Name
	Last Name
	Suffix (Sr., Jr., PhD, etc.)

	
	Organization Name
	Address
	Org. City
	Org. State
	Org. Zipcode
	Transaction ID


2) At LexisNexis site, User must enter and submit additional information not collected by SCS (Exhibit B).
	Exhibit B
	SSN4 (last 4 digits of SSN)
	Date of Birth
	Home Street Address

	
	Home City
	Home State
	Home Zipcode
	Home Phone
	FEIN (optional)


3) With the User’s permission, validation information is returned to US EPA. Upon submit
, LexisNexis site closes. User’s original SCS web page remains open.  LexisNexis uses information above, assigns scores
, and returns results to SCS in one transaction along with Hash method used.  US EPA uses information returned by LexisNexis to identity proof the User, as noted in Step 5. 

a) Level  1 - INSTANTID® LexisNexis performs internal, proprietary validation process and returns Verification Indicators (yes or no flags), Index scores, and risk Indicator codes:

	Indicators(Y/N):
	Name
	Home Street, City, State, Zip, Phone, DOB, SSN4

	Codes

(0-12/xx):
	NameAddressSSN
	NameAddressPhone
	NameAddressFEIN
	Risk Indicator

	Indexes (0-50):
	ComprehensiveVerificationIndex 
	


b) Level  2 - BUSINESSINSTANTID® LexisNexis performs internal, proprietary validation process and, again, returns Verification Indicators (yes or no flags), Index scores (0-12), and risk indicator codes.  

	Indicators(Y/N):
	Name
	Home Street, City, State, Zip, Phone, DOB, SSN4

	Codes(0-12/xx):
	NameAddressSSN
	NameAddressPhone
	NameAddressFEIN
	Risk Indicator

	Indexes (0-50):
	ComprehensiveVerificationIndex 
	BusinessVerificationIndex
	RelationshipToCompany


4) Additionally, in the one transaction returned to SCS, LexisNexis returns the original transaction ID, all indexes and codes from Step 3, and cryptographically hashed values of all user input from Step 2. This includes both User input where LexisNexis enforces a standard format (SSN4, DOB, Home Phone, Home State and a ZIP5) and LexisNexis proprietary matching results where some input and LexisNexis data is in un-enforced, non-standardized format and where input may be ambiguous (e.g., “St” vs. “Street” in Home Street Address, “St. Paul” vs. “Saint Paul” in Home City).

	User Input (hashed):
	SSN(4-digits)
	DOB
	Home Street
	City
	State
	Zip Code
	Phone

	LexisNexis Match (hashed):
	SSN(9-digits)
	DOB
	Home Street
	City
	State
	Zip Code
	Phone


5) SCS examines the returned indicators, codes, and indexes from LexisNexis for CROMERR minimum id proofing requirements.

a) Accurate Full or Last Name, DOB, and SSN (4-digits)

b) Accurate Home address or Phone number 

c) Valid Organization Name and BusinessVerificationIndex >= established minimum3

d) Users RelationshipToCompany index >= established minimum3

e) No unacceptable risk indicators for such as deceased, SSN issued before birth, Prison address, etc.

6) Using the SCS Server certificate, SCS electronically signs all data exchanged between LexisNexis during the two transactions (Step 1 and Step 4) and ties them to the transaction Id, timestamp, and SCS User Name. SCS Server certificate assures integrity and non-repudiaton for all SCS ESA use.  

7) Re-validation may be performed at any time for a period no less than 5 years after last use of approved 20-5-1 signature device or initial validation.  Re-validation is performed by EPA re-registering
 and re-inputting user information.  EPA then compares the hash results from re-validation against the original hash results (Step 4) signed with SCS Server certificate.
�	 Note: if the user does not click on the submit button, the session is null and void


�	 LexisNexis may “harvest” information for its internal data from a variety of public and private sources periodically.


�	 Per 12/3/10 TRC meeting, attorneys will establish minimum requirements that satisfy “legal certainty” 


�	 Re-registering is case-by-case and is neither automated nor initiated by SCS Users. 





