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Technical and Business Requirements Matrix

The following is a potential suite of questions about technical and business requirements a grantee might wish to ask a Vendor to evaluate the Vendor’s capacity to provide the requested services.  The requirements must satisfy high-level project business requirements and conform with the state/tribal-specific IT environments and conform to state/tribal IT security policies.
The Vendor’s proposal must state whether it will meet or not meet the following listed requirements for the system.  Each must be answered individually.  The Vendor must provide a response sufficient to indicate how it will meet the identified requirements or why there is disagreement with the requirement.  Please provide any additional comments that you believe will assist the Agency in evaluating Vendor’s capacity to provide the requested services in compliance with identified requirements.

	Requirements
	Contractor

Meets Requirements Yes or No)
	Contractor’s Complies with Modification
	Contractor’s Response

	Technical Requirements
	
	
	

	1. System Architecture
	
	
	

	The system must employ Internet-based architecture with an intelligent workstation client accessing a central database through software on a server.  One suite of software handles the application processing on the server, while another suite of software handles the end-user interface processing on the client. The system must place no limit on record size.
	
	
	

	The proposed software must be expandable and portable, with specific reference to the system capacity requirements presented in this RFP
	
	
	

	The system must be fully self-contained and capable of being operated by Agency staff with no dependency on Vendor services for its routine operation.
	
	
	

	The system server proposed by the Vendor must be compatible with the Agency’s technical architecture and be sized suitable for the system specified. The system server design should also consider requirements from the other partners.
	
	
	

	The system must be an open system, with no dependency on the use of specific models (except for applicable pre-existing software) or models of equipment operating systems, etc., to ensure the future viability of the system.
	
	
	

	The system must records the user ID and timestamp for each time the record is modified in the database.
	
	
	

	The Vendor will define and recommend the technical architecture necessary to support the application and data environment. If the Agency follows the Vendor's recommendations and the infrastructure fails to support the application to the satisfaction of the Agency, this project will be considered incomplete
	
	
	

	
	
	
	

	2. Software Licensing
	
	
	

	Vendor must license the software for perpetual use for a fixed fee without additional royalties or service fees, except for ongoing software maintenance.
	
	
	

	Tribes/States prefer the avoidance of use of propriety software which they do not have access to the code base for modifications or API’s
	
	
	

	
	
	
	

	3. Programming Language
	
	
	

	The system’s client applications must be written in ________ (e.g. either JAVA J@EE or.NET 1.0 or 2.0 programming language, whichever is currently acceptable by each of the agencies participating in this project) and XML.
	
	
	

	The system must offer the source code and/or Application Programming Interfaces (APIs) that enable the Agency to develop custom interfaces to all modules.  Vendor must provide training and documentation.  Since the Agency may not choose to take advantage of the source code and/or APIs initially, source code and/or APIs training and documentation must be quoted as an option.
	
	
	

	If Vendor, whether directly or through a successor or an affiliate shall cease to be in the information management software business, or if the Vendor should be declared bankrupt by a court of competent jurisdiction, the Tribe/State shall have the right to access, for its own and sole use only, for maintenance use only, one copy of the source code to the Software proposed hereunder.  Each source program supplied to the Agency under this paragraph shall be subject to each and every restriction on use set forth in the Vendor’s Proprietary Software License and Hardware Sales Agreement.
	
	
	

	
	
	
	

	4. Hardware
	
	
	

	Vendor’s recommended hardware platform/topology must provide for optimal functioning in the following areas:
	
	
	

	Communication line speed for distributed entry functions and major online processes of departments and offices located in various areas of the Agency.
	
	
	

	Processing the volumes presented and any increases in volume that can be expected through the implementation of the proposed system
	
	
	

	Application installation, administration and support
	
	
	

	Support for a variety of TCP/IP network configurations
	
	
	

	Support wireless LAN and WAN configurations that support TCP/IP.
	
	
	

	
	
	
	

	5. RDBMS / Applications / Database Management
	
	
	

	System must be available with Agency’s standard relational database management system.
	
	
	

	
	
	
	

	6. System and Performance Requirements
	
	
	

	Response time of the complete system must be acceptable to the Agency.
	
	
	

	
	
	
	

	7. Security / Access Control
	
	
	

	The system must provide security at database, workstation, and individual operator levels
	
	
	

	The system must provide secure access control based upon unique user login, for types of record (i.e. fund, order) as well as by function performed upon the record (i.e. Display, Add, Edit, Delete.)
	
	
	

	The system must check each user’s access privileges at login, and automatically disable or enable client functions (in real time) based upon the user’s profile.
	
	
	

	The system must have component-level security, to be able to define security roles, assign users to those roles and grant component-level security privileges to specific roles
	
	
	

	The system must easily accommodate a mechanism to grant/revoke security privileges to the regulated community who uses this system.  
	
	
	

	
	
	
	

	8. Software Package Specifications
	
	
	

	The software will operate effectively on Agency hardware as defined by Vendor or with Vendor supplied upgrade recommendations.
	
	
	

	The software will operate in a recognized industry standard operating environment.
	
	
	

	The software will allow the Agency, from PC workstations, to access and update all necessary information to complete a transaction. The minimum acceptable PC OS to be supported by the software will be defined and agreed to prior to application development.
	
	
	

	The software will allow for the accurate and timely input and extraction of Agency data.
	
	
	

	The software will allow for processing of all identified Agency business
	
	
	

	The software will provide identified data reporting capabilities.
	
	
	

	The software provides a Graphical User Interface (GUI) that is user-friendly and provides data, calculation, reporting, and communication capabilities to Agency users. 
	
	
	

	The software should include user-friendly system administration tools for actions such as reference table maintenance, security definition, etc.
	
	
	

	The system must be modular in design to accommodate phased implementation and future expansion.
	
	
	

	The modularity must allow the capabilities of the core systems to function without the entire system complement
	
	
	

	Additional modules may be integrated into the system without a major impact to the installed components. 
	
	
	

	All modules of the system are integrated and designed to work together using a single input and a common database with no redundant data entry or data storage.
	
	
	

	The system supports paperless processing through the use of electronic documents that are routed for electronic signatures through user-defined approval paths.
	
	
	

	The system prevents transaction data from being posted in the system unless all members on the approval path have approved the associated electronic document.
	
	
	

	Response times, at local and remote sites, for the major on-line processes stated above will meet business requirements.
	
	
	

	The software provides the capability of transferring data to and from the host/server to the client for processing on other software packages.
	
	
	

	
	
	
	

	9. Reporting
	
	
	

	The software delivers standard reports.
	
	
	

	The system includes ad-hoc query and reporting tools.
	
	
	

	
	
	
	

	10. Audit Trail
	
	
	

	The system enables the user to modify data entry transactions that have already been posted to the database while maintaining an audit trail of the change.  The design of an Audit Trail feature will be recommended by the Vendor and approved by the Agency. 
	
	
	

	
	
	
	

	11. Edit and Validation Control
	
	
	

	The system includes comprehensive field edits to prevent incomplete or incorrect data from entering the system
	
	
	

	
	
	
	

	Business Requirements
	
	
	

	
	
	
	

	1. Security and Confidentiality
	
	
	

	The Agency will retain administration of data access security, including application security (granting of access, resetting of passwords, definition of password syntax rules, monitoring of access violation reports, etc.). The Agency will administer all user security profiles.  Agency IT Staff will oversee and coordinate security issues relative to the Vendor and partner agencies. However, the function of security software implementation and maintenance will be the responsibility of the Vendor.
	
	
	

	Vendor will guard against and monitor unauthorized activity of the Vendor’s employees and all other unauthorized parties in the implementation and maintenance of the software.
	
	
	

	Vendor will guard against the unauthorized access or alteration of Agency data by the Vendor’s employees and all other unauthorized parties. Any violations will be recorded and reported to the Agency.
	
	
	

	Vendor will provide security training for its staff.
	
	
	

	The Agency requires thorough criminal background checks of the Vendor’s staff. Vendor must provide evidence of satisfactory completion of required background checks for all staff to be assigned to this Contract.
	
	
	

	The Vendor must meet all Federal, State/Tribal, and Agency conditions (such as HIPAA) as they relate to the security and privacy of data, when implemented.  The Vendor must establish and maintain formal, documented policies and procedures for granting different levels of access to information and the handling of Agency data to ensure that its confidentiality is protected.
	
	
	

	
	
	
	

	2. Training
	
	
	

	Vendor must provide training as part of the cost of the system, to include:
	
	
	

	User training
	
	
	

	Technical training for Agency individuals who will be working with the services vendor to configure the applications including establishing databases and interfaces, data conversion, customization, and upgrading the customized software.
	
	
	

	System administration training for Agency personnel who will be responsible for ongoing maintenance and administration of the system, including security.
	
	
	

	All Vendor Software training manuals, training plans and other documentation provided to Purchaser will become the property of the Agency.
	
	
	

	
	
	
	

	3. Documentation
	
	
	

	Vendor shall supply two copies of the following documentation in an electronic format, online and in hard copy:
	
	
	

	User and Technical Manuals - On-line and Hard Copy
	
	
	

	Data Element Dictionary
	
	
	

	Operations Manual
	
	
	

	All updates of documentation during the term of the Contract, software license, and maintenance agreement
	
	
	

	Information flow, function and procedure calls, and internal system operations diagrams and descriptions of sufficient detail that they will allow the tribes’/states’ IT staff to debug the application without vendor’s assistance.
	
	
	

	The Vendor must submit the following documentation for all modules and program development:
	
	
	

	System-wide documentation and specifications
	
	
	

	Baseline End-User training manuals will be provided and used as a basis for “User Manuals” and online help
	
	
	

	Installation procedure
	
	
	

	Module configuration documents sufficient for configuration maintenance purposes
	
	
	

	Testing scripts
	
	
	

	Specification documentation
	
	
	

	Production migration
	
	
	

	
	
	
	

	4. Obscelescence
	
	
	

	The Agency is responsible for long-term retention public records. The Vendor must guarantee that data, and related information have a migration path to future revisions of the vendor's hardware and software and that there is a guaranteed and reasonably straightforward "exit path" to systems of other vendors.
	
	
	

	The Vendor must guarantee that data will migrate smoothly to any future revision of the software and hardware (“smoothly” would be defined as having the system administrator follow Vendor-supplied written instructions to run a Vendor-supplied program or programs in batch mode to convert data, or any process that is simpler or more automatic than this).
	
	
	

	The Vendor must guarantee that data will export to software and hardware of other vendors.
	
	
	

	
	
	
	

	5. Modification to Meet New Requirements
	
	
	

	After the system enters into production, The Vendor shall, within reasonable cost, make system modifications as deemed necessary by the Agency or any modification due to new requirements or standards mandated by Federal or State/Tribal laws. An annual maintenance agreement may be required for continued updates and enhancements.
	
	
	

	
	
	
	

	6. Delivery Requirements
	
	
	

	The Vendor shall be solely responsible for assuring that deliveries are made to personnel authorized to accept delivery on behalf of the Agency.  Any losses resulting from the Vendor’s failure to deliver the product to authorized personnel shall be borne exclusively by the Vendor
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