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	Subject:

	Implement the Policy Framework adopted by the Exchange Network Leadership Council for the National Environmental Information Exchange Network (Exchange Network).

	Scope:
	This Policy establishes the Framework for all other Exchange Network Policies, and the supporting Procedures, Standards and Guidance that implement those Policies.  It establishes requirements for compliance and the process for obtaining compliance waivers.

	Purpose:
	The purpose of this Policy is to establish the authority and processes by which Policy is set and implemented in the context of the Exchange Network.  

	Background:
	The Exchange Network governance structure was adopted by the Environmental Council of the States (ECOS) and the Environmental Protection Agency (EPA) through their separate internal processes.  Implicit in the concept of a network and explicitly in the governance bodies’ charters is an understanding that some form of guiding structure is required to make a network operate.  The Exchange Network Leadership Council (ENLC) has adopted the Framework described herein for the Policies and subordinate documents that shape the Exchange Network.

	Policy:

	Exchange Network partners will comply with all Exchange Network Policies and the Procedures and Standards that implement them, unless they have obtained a waiver as described below.  Partners are urged to use relevant Exchange Network Guidance in the course of their use of the Exchange Network.

	Audience:
	All partners developing or using data exchanges and services on the Exchange Network.

	Authorities:
	The ENLC and Network Operations Board (NOB) Charters give these groups the authority to ensure Exchange Network interoperability by standardizing the way similar data is exchanged.  This authority has been confirmed and conveyed by a resolution of ECOS and through adoption by EPA’s Quality Information Council (QIC).

	Roles and 
 

Responsibilities:
	ENLC

· Create and adopt Exchange Network Policies as needed.
· Adopt Data Standards as appropriate, and guide the NOB in the development and modification of Data Standards.

· Review reports of compliance with this Framework from the NOB and adjust Policy and implementation strategies as necessary to meet strategic objectives.
NOB

· Create and adopt Exchange Network Procedures, Standards and Guidance to implement Exchange Network Policy.
· Make recommendations to the ENLC for needed creation, repeal, or modification of Exchange Network Policy.

· Monitor compliance and the use of waivers for the entire Exchange Network Policy Framework, and as necessary raise to the ENLC.
· Develop and implement strategies to communicate Policies and implementing documentation to Exchange Network partners.

· Maintain the template for Exchange Network Policies. 

· Maintain policy appendices and resources that identify implementing Procedures, Standards and Guidance and that define terminology relevant to Exchange Network Policies.
NPRG

· Draft Exchange Network Policy, Procedures, Standards and Guidance as directed by the NOB.
· Make recommendations to the NOB for needed modifications to documents at any level of this Framework 

NTG:

· Draft Exchange Network Policy, Procedures, Standards and Guidance as directed by the NOB.

· Make recommendations to the NOB for needed modifications to documents at any level of this Framework
· As part of document review, evaluate and take appropriate action on flow-related waiver requests as directed by the NOB.

Exchange Network Partners: 

· Comply with the provisions in this Policy and implementing Procedures and Standards. 

	Definitions:
	Common Definitions:   Numerous terms are used throughout the documents that make up the Exchange Network Policy Framework.  Appendix A to this policy includes definitions that are common to Exchange Network documents.  These specific terms must not be used in Policies, Procedures or Standards in ways that are inconsistent with these definitions.  
The following definitions are introduced in this Policy:

Policy: High-level statement about an Exchange Network requirement designed to influence and determine decisions, actions, and other matters. It is issued by the Exchange Network oversight group, currently the Exchange Network Leadership Council (ENLC). 

Procedure:  The required steps, courses of action, or processes needed to accomplish a task or implement a policy.

Standard: An accepted specification, which defines systems, processes, methodologies, or required outcomes. It provides the basis for assuring consistent and acceptable minimum levels of quality, performance, security and reliability. Standards usually are included in or accompany procedures. 

Guidance:  A compilation of non-mandatory advice, examples, best practices or past experience. Guidance supplements Procedures.

	Related Documents:
	Every Exchange Network Policy shall be accompanied by an appendix which identifies the Standards, Procedures, and Guidance that specifically implement that Policy.  This information will also be available on the exchangenetwork.net website. 
The waiver procedures below refer to documentation that is required for every flow by the Flow Documentation Checklist and review processes documented in the Schema Conformance Report Preparation and Review Process.

	Waivers:

	Waivers may be obtained for any Exchange Network Policy, Procedure or Standard using the process outlined below.  The ENLC recognizes that prior investments and the point in the development cycle where the Exchange Network becomes part of a process may affect the ability of a specific project or partner to comply with Policy.  Generally, waivers will be authorized where the participant identifies a specific cost impact that would arise from rework to comply with Policy, or where a specific business need makes compliance impractical.  Waivers are not appropriate when the only objective is to mirror an application that is inconsistent with standards.  In such a case, the application owner is responsible for the necessary transformations to accept or output standard data.  Waiver requests will be evaluated based on adequate documentation of the need for waivers and evidence of a good faith effort to comply as far as is practical.  The following specific directions shall apply as appropriate:
Flow-specific Waivers:   Flow-specific waivers include deviations from XML usage Guidance, Data Standards, or other flow-specific Procedures and Standards that may be adopted.  In completing required flow documentation, flow developers must identify all required waivers, the reason the waiver is needed, and future plans to bring the flow into compliance.  As part of the normal document review process, the Network Technology Group (NTG) will consider the requested waivers in light of the criteria above.  Approval of the flow documentation package by the NTG constitutes approval of all waivers identified in the flow documentation.  The NTG may negotiate with flow developers for more complete compliance if appropriate.  If the NTG believes that a waiver is inappropriate, the issue will be referred to the NOB for a decision.  NOB denial may be appealed by the flow developer to the ENLC for review.  ENLC waiver decisions are final.  Flows that fail to obtain necessary waivers will not be considered production Exchange Network flows, and will not be published in the Exchange Network registries. 
All Other Waivers:   All other waivers (e.g. deviation from Node specifications and protocols) must be requested in writing to the NOB.  The waiver request must specify the specific provision for which a waiver is required, the reason that compliance is impractical or would be too expensive or the current project.  In addition, the party requesting a waiver must identify future plans to come into compliance, or document why a permanent waiver is appropriate.  The NOB will respond within 20 working days to all waiver requests.  If the NOB does not convene during the specified period, it will respond immediately following its next call or meeting. The NOB may approve or deny the request, or direct further analysis by the requestor or another party.  The NOB will notify the requesting party when a decision will be made, and shall make every effort to avoid schedule disruptions to ongoing projects.  As with flow related waivers, NOB decisions may be appealed in writing to the ENLC.   ENLC decisions are final.  

	Re-approval  Date:
	Every two years, the ENLC will review this Policy, make changes if necessary, and re-approve it in its current or modified form or repeal it if appropriate.

	Contacts

	Exchange Network Coordinator


Appendix A to Exchange Network Policy 000 (Policy Framework Implementation)—Common Definitions

The terms defined below shall be used wherever appropriate throughout all documents that are a part of the Exchange Network Policy Framework.  These terms shall always have the meaning given below.  Alternate terms shall be used if the fit is not exact for the usage.  

	Agreement
	Agreements on the Exchange Network document partners’ expectations about the stewardship of, access to and use of data they exchange on the Network.   There are two broad categories of Exchange Network agreements:  Partner User Agreements between or among partners exchanging data, and Acceptable Use Agreements, which are between a data user and the Network partner providing the data.  

· Partner User Agreements (e.g. Trading Partner Agreements, Memoranda of Agreements) are agreements among Exchange Network partners for specific data flows.  These agreements detail partners’ expectations about exchange content, format and frequency.  They include partner responsibilities for ensuring the complete, accurate, timely and successful of the exchanged data.  These agreements cover if and how data access and use should be limited.  Finally, they lay out the conditions governing access to, and use of, the data including data-specific security protocols and data-specific “acceptable use” standards.
· Acceptable Use Agreements are broader than data-specific use agreements that require Network users to accept use guidelines and standards before being granted access to information.    

	Communities of Interest
	An Exchange Network community of interest is a group of stakeholders who share an interest in the exchange of a specific set of environmental data.

	Data Access
	Acquiring Network partner metadata or source data through query, solicit, or discovery services.

	Data Exchange
	The transmission of data on the Network between or among partners.

	Components
	Elements which comprise Network technology, and which can be separated from or attached to the system, including registered XML schema, Shared Schema Components (reusable XML schema that organize related data elements common to multiple flows), Data Exchange Templates, Nodes and Data Services.

	Exchange Network Discovery Service (ENDS)
	ENDS is a catalog of the data exchanges supported by exchanges and Nodes on the Exchange Network and is intended to become a core Network service.  The initial implementation of ENDS is deployed at EPA’s Central Data Exchange

	Exchange Network Policy
	A written statement, approved by the Exchange Network Leadership Council, providing direction regarding how the Exchange Network manages its standards, protocols, procedures, guidelines and related activities.  

	Exchange Network Leadership Council (ENLC)
	Provides high level leadership and direction for the Network.  The ENLC is responsible for the Network’s strategic plan and its policies.

	Flow Configuration Document (FCD)
	A document that details data exchange processing rules governing the data exchange using narrative text, diagrams and examples.

	Interoperability
	The ability of software and hardware to communicate seamlessly across networks and between multiple tools, services and partners.

	Guidance
	A compilation of non-mandatory advice, examples, best practices or past experience. Guidance supplements procedures.

	Memorandum of Agreement (MOA)
	A written agreement between one party and one or more parties outlining the terms, conditions and any associated obligations, assurances or penalties.  An EPA MOA is an agreement between a state's director and its EPA Regional Administrator outlining the nature of the responsibilities to enforce a regulatory program and defining the level of coordination and oversight between EPA and the state agency.

	Network Authentication Authorization Service (NAAS)
	A centralized service which maintains information about all valid users on the Exchange Network and the privileges associated with each user’s account. Each node must interact with NAAS to ensure that participants in the exchange have sufficient privileges to engage in the transaction of data.

	Network Operations Board (NOB)
	The NOB establishes and maintains operational procedures and guidance; manages shared services and infrastructure, data standards and format development, and the development and implementation of Network Web services and exchanges; and resolves Network Partner implementation and operational problems. 

	Network Partnership and Resources Group (NPRG)
	The NPRG provides planning, analysis, recommendations, and implementation support to the NOB and ENLC on activities such as coordination with the Exchange Network Grant Program; emerging funding sources (including work on grant alignment); Network communications, outreach, and education; the support of Network Data Area Strategies; and maintenance of the Network Project Plan.

	Network Technology Group (NTG)
	The NTG identifies, deliberates, and provides recommendations to the Board on operational and technical issues; it implements the NOB’s technical and operational decisions; and advises the NOB on the management of Network infrastructure resources.

	Policy

	High-level statement about an Exchange Network requirement designed to influence and determine decisions, actions, and other matters. It is issued by the Exchange Network oversight group, currently the Exchange Network Leadership Council (ENLC).

	Standard
	An accepted specification, which defines systems, processes, methodologies, or required outcomes. It provides the basis for assuring consistent and acceptable minimum levels of quality, performance, security and reliability. Standards usually are included in or accompany procedures.

	Trading Partner Agreement (TPA)
	TPAs define in writing, for specific data exchanges, the partners’ individual and joint responsibilities in stewardship, security, and other items essential for the effective exchange of information between two or more trading partners on the Network. 

	Trusted Partners
	Trusted Partners are users of the Exchange Network who have EN membership and valid EN credentials that can be authenticated by the Network Authentication Authorization Service.

	Partners
	Partners are users of Exchange Network technology who share data over the Internet.

	Primacy Agreement
	[To be defined]

	Procedures
	The required steps, courses of action, or processes needed to accomplish or satisfy a policy.


Appendix B to Exchange Network Policy 000 (Policy Framework Implementation)—Related Documents

This appendix identifies the Procedures, Standards, and Guidance that specifically implement the Exchange Network Policy Framework Implementation Policy.  

	Title
	Last Updated

	Procedures
	

	Schema Conformance Report Preparation and Review Process 2.0
	June 22, 2006

	Standards
	

	Flow Documentation Checklist
	July 27, 2006

	Guidance
	

	Exchange Design Guidance & Best Practices for the Exchange Network 1.2
	August 3, 2006

	Flow Configuration Document Template 1.0
	February 7, 2007

	Charter of the Exchange Network Leadership Council and the Network Operations Board
	December 14, 2006

	Network Planning Action Team Business Plan
	March 14, 2005

	Implementation Plan for the National Environmental Information Exchange Network
	February 12, 2002

	Blueprint for the National Environmental Information Exchange Network
	October 30, 2000
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