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Topic:  Parameter encoding for Query and Solicit Methods
Summary of Decision:
Multiple incompatible methods have been implemented for using the SOAP string array specified the Node 1.1 Specification to encode parameters in Query and Solicit method calls. In addition, no standard method of handling value lists (e.g., a list of zipcodes for a GetFacilityByZipcode query) as parameters has been established.

The parameter encoding method initially described
 and refined in this Network Decision Memorandum is the one allowed method for parameter encoding.  Other methods, such as embedding an XML string in the first array position, or use of name/value pairs are not compliant and should be avoided. This decision is motivated by the overriding requirement for the interoperability of Network core methods Query and Solicit.  The Network Node Functional Specifications and Network Node Protocol documents will be updated to reflect this clarification and refinement, in Version 1.2 of those documents.
Solicit and Query parameters shall be encoded as follows:
1. The parameters, their order, total number, data type, optionality, and allowance of value lists (see below) is established by the Query/Solicit designer, documented, and frozen (for that version)
.  Note that because parameters are encoded as a simple ArrayOfString, none of these constraints is enforced through XML Datatypes or facet restrictions. This makes the documentation of Query/Solicits especially critical. Client and Node implementers are responsible for implementing any pre-execution validity checks on these parameters.  Further, special care should be taken by Node developers in cases where parameter values are placed into SQL statements.  As indicated by section 3.2.9 of the Network Security Guidelines and Recommendations, this exposes the node to SQL parameter attacks.  Developers are encouraged to use value lists as a tool in defending against this risk.  For example instead of allowing the client to provide freeform pieces of SQL (such as “20008 OR 94123 OR 98118”) that are highly susceptible to SQL parameter attack, it is recommended that such parameters be accepted only as a value list (such as “20008|94123|98118”) that can be parsed for dangerous SQL keywords more easily.
2. The ordered set of parameter values must be passed via the ArrayOfString  as follows:
a. An ArrayOfString is defined with elements {X1, X2, ..., Xi, ..., XN} where N is the total number of parameters defined:

<parameters soap-enc:arrayType="mns:ArrayOfString[N]">

b. The value for the ith  parameter is placed in the ith position of the array:

<parameters soap-enc:arrayType="mns:ArrayOfString[N]">

<item type='xsd:string'>1st_value</item>
(1st position)
<item type='xsd:string'>2nd_value</item>
(2nd position)





...
<item type='xsd:string'>ith_value</item>
(ith  position)





...
<item type='xsd:string'>Nth_value</item>
(Nth position)

</parameters>


A given parameter value must always be stored in the same array position.  

c. An empty element indicates that no value is being supplied for a parameter. An empty element must be included in the query, in order to ensure proper ordering of parameters. Although originally supported by the SOAP specification, use of “sparse” array features such as “index” are NOT allowed.
3. Designers may specify that a given parameter will accept a value list. These value lists must be encoded by concatenation of the individual values, using the “|” symbol (known as “pipe” in Unix) as the delimiter, into a single string, which is passed in that parameter’s respective array position.  The pipe character is the only delimiter allowed for this purpose.
For example, the following snippet would pass a list of three zipcodes to the GetFacByZipcode request. 

<mns:Query xmlns:mns="http://www.exchangenetwork.net/schema/v1.0/node.xsd">

   <securityToken type='xsd:string'>32yFw3</securityToken>

   <request type='xsd:string'>GetFacByZipcode</request>


   ...
   <parameters soap-enc:arrayType="mns:ArrayOfstring[1]">


<item type='xsd:string'>20008|94123|98118</item>

   </parameters>

</mns:Query>
Affected Parties and Expectations
	Affected Parties
	Expectations for Affected Parties

	NTG
	Publicize this decision

Update the Network Node Functional Specifications and Network Node Protocol Version 1.1 with these refinements.

	Query/Solicit Authors
	Use these conventions when designing and documenting new Query/Solicits, and when revising existing Query/Solicits. 

	Network Node and Client Developers
	Use and support these conventions when implementing Nodes and clients. 


Relevant Documents (e.g., guidance documents, decision memoranda, etc.):
Network Node Functional Specifications 1.1
Network Node Protocol 1.1
Point of Contact:
Network Technology Group
� Network Node Functional Specifications and Network Node Protocol Version 1.1


� See the Node and Service Discovery project on the � HYPERLINK "http://www.exchangenetwork.net" ��www.exchangenetwork.net� site for more information about templates that can be used to document query and solicit methods.
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