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= Overview

= Role of CDX Node & NAAS
= Node Architecture

« Platform & Toolkit

= Web Services (DNC)

= Application Services

« Data Flow Services

« Test Tool

= Recommendations CDX
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= Provides a technical description of the Central Data
Exchange (CDX) Node:
= Architecture
= Demonstrated Node Configuration (DNC)
= Network Authorization & Authentication Services (NAAS)
= CDX services (Scheduling, Auditing, etc.)
= Data flow interfaces

= Describes techniques, tools, tips, and strategies for
development

= Captures lessons learned during implementati

tDX
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e CDX Is the Node on the Exchange Network that
acts as the Central Data Exchange for EPA

e CDX Iinteracts with EPA program areas (FRS, etc)
e CDX validates all exchanges against NAAS

e NAAS iIs a distributed authorization and
authentication mechanism

e NAAS includes user and policy management

e All network nodes should use the NAAS to
validate exchanges cnx
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Node (Web/App Server)

SOAP Listener Web Services Tier
SOAP Processor (CDX DNC)

[ Transaction Mgmt
Firewall XML Document Mgmt

Application Services
Tier

Data Mapping

Database Connectivity Data Services Tier

_

Existing
Data
Repository
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Node (Web Server)

SOAP Listener
SOAP Processor

Transaction Mgmt
XML Processing
Archival

. Validation
Firewall Transformation

Audit/Log
Scheduling

Distribution
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= CDX Is hosted on BEA WebLogic application
server

= WebLogic chosen for scalability and reliability

= CDX utilizes Apache Axis as the web services
toolkit

= Apache Axis chosen for DIME support and
general stability
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Heterk Configuration

= DNC for other Platforms and Application Servers
- Unix:
» J2EE containers: WebLogic, Oracle 91AS, Web Sphere,
JBoss
> Servlet containers: Tomcat, Jetty

- Microsoft:
> All of the above Java Servers, plus IS

= There are multiple options for toolkits on each
platform
- J2EE container: Apache Axis 1.1, GLUE, etc.
- 1IS: .NET and Web Services Enhancement (WSE 1spl)
= Must support DIME to be Production
= Our recommendation: Apache Axis or .NET cnx
CENTRAL DATA
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= Choose Web Services platform and Web Services toolkit
= Use reference implementation (DNC) or generate from scratch
= Build Web Services tier

= Integration test against CDX test tool to verify interoperability
according to the Network WSDL

= Implement the Application Services tier

= Integration test against CDX test tool, to verify compliance with
Node Functional Specification

= Implement the Data Services tier
= Integration test with CDX test tool to validate service requests
= Test actual exchanges with destination Node
= Verify Production-Ready Checklist
Q‘J'QQL DATA
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= Document Management (Archival)
= Logging and Auditing
= Scheduling of submissions

= Node management
= User & Policy Management
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= Document Management provides:

- Storage and Retrieval
» Store in non-corruptible place
»Retrieve by transaction ID

- Metadata Validation
» Check document name and type
» Dataflow type
» Unigueness within a transaction

- XML Validation/Transformation

»Well formed-ness
» Conformity to a schema CDX
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« Keep track of
operations and
errors

Transaction
based auditing

Reports may
Include status of
submissions for a
week/month,
based on need

X Application Services

Logging and

Auditing
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U.S. Environmental Protection Agency =
Records found: 6
User Id Uittty Time il Action Status Details
Name
1acFebf-3a25- Exchange
gtamkin@csc com 4282 h2Ge- Hetworl subrnit INFO Dretails
Node Manager B ig-uogé-l:;M b k
Trhe e e Aaitor 012 cdStE2ET et Interface
1acyQabf.2a25.
o ra. 2003/11/14 Distribute :
Task Scheduler epacdxnode@epa.gou :.??;;;E?c;a? St ek craateTask INFO Detailz
Task Auditor S ——— = 5
2c7Qebt-3a2E Exchange =
Stambinieiescicamm A28 b26e 53%3;.1:;14 bk e meubratt SUCCESS Details
012cdBmEZET S Interface
1ac¥Qabt.3az5. o
epacdxnode@epa. gov 4282-h26e fslouaé?';";l‘* _[r)':stl:'b“'te executeTask INFO Cetails
012 cdBtE2aT e
1acF9ebf-3a25-
epacdxnode@epa gov 4222 b6 2005 LTI ERNE getMethodMarne INFO Cetails
iseismony 14:08:28  Distributor
1ac¥Oebt-3a75. i
epacdxnode@epa.gov 4282-b76e- fs,oogéll;;l“ _Dr::l:'b“'te executeTask SUCCESS Details
012 cdBtE2a7 e
Help Desk: (888) 890-1995
EPA Home:
=
Last updated on October 22, 2003, =
=
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cheduling of Exchanges
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= Scheduling
eXC h an g eS Wi t h B°:V —— " " jé. Environmental Protection Agency =
partners
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©n this page you can scheduls a task. To do =0 you ne=d to provide all of the information below.
Aftar clicking mext, the wizard will take you to the second step of this process.

Create New
Task

Description:

Bi-vWeekly Query - GetFacilityBywChangeDate against Washington State
Task: | Query [
Cataflow: | FRS [~]

R::i";is‘f GetFacilitvBwCThangeDate E]
Initial Date
Crmrnsddr yyaw) 01/26/2004
Time of Cay

EsT |23:00:00
(hhi/rmmssec)

Repeat [14
Interval (days)

Seleck Mades: YWwashington State
Oregon State
Fegion &
Mavajo Tribe

& B
¢
I (<1 13

reset

Help Desk: (S55) 590-1995

EPA Home L
Last updated on October 22, 2003,
=] Il = |
A Mormal | EEIHTML Tags || <HTHML>» Source [ 98¢ Previow ]
iEh £l w2 E&) @3 <body:> <tablex <tbodys> <tr> <tds> <az
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against
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U.S. Environmen<

Node List

Total Nodes: 12
Node ID Node Name
CDE Server D, b |
ECMR ED iR
Node Manager FRS FRS
Transaction Auditor e
Legacy Mgr Legacy higr
Task Scheduler Mebraska HE
Task Auditor SQL Data Server SOLDATA
StateMode CLX Test State Node
TEST TEST
User Mgr User hgr 0
WA Wiy
backupCas Backup CAS
primat wisAS FPrimany CAS
&
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User & Policy Management

© 1 U=y Pulieizs - e rozuic bii=nzt Eaylirr =] m‘

e Administer users T -
- @Back > | |ﬂ |§| !\J ) Search :‘\'\ Favorites @ Media £2) [~ ,f_ = _| @ @ =
and aSSOCIated Address @http:mocalhost;usr;addponcies.do;ethod=addponcy B BYce ks >~
policies in NAAS

EENETZERO - @B, inbox -| ) write | | ol il Type 'Search’ Here & Autos -| B Channels | ¥
U.S. Environmental Protection Agency

User Policies

Adminiztrator I epacdxznode@osc.com
User & Policy Management “ersion: TEST

" 3 items found, displaying all items.

! 1 1
: User Id 1 ] Request ‘Params  Privilege: Add: Delete:
: s bechius -
n gtamkin@csc.com COX  query getfacilitybyname £55002 parmic @) o™
Select Administrator CDX  submit any any permit @:} @
View Users CD¥  getstatus any any permit @ [

Add User
Update User

Delete User

View Policies
Add Policy
View BEvents

Help Desk: (585) 590-1995
EPA Horme

Laszt updsted January 13, 2004,
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= CDX Data Services tier consists of exchanges with
EPA program areas (e.g., Data Flows)

= Performs queries, notification, solicitation,
submission, and download depending on TPA

= Data flows In production:
= Facility Registry System (FRS)
= File interface via HTTP/S (Web Services later)
= Electronic Discharge Monitoring Report (e-DMR)
= File interface via drop-off to CDX Web IDEF application

GCDX
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« Test tool (see snapshot next page)

- Manual/Automated tests

- It will check your compliance to the WSDL

- Basic tests to determine interoperability

- Runs over HTTPS (SSL)using 128-bit encryption
(1024 key)

- Uses DIME

- Uses CDX requestor
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Test Tool

2h All Services Result - Microsoft Internet Explorer

Fle Edt Wew Favorites Tools

Help

eﬂack - Q |ﬂ @ ;j f_U Search ‘{:(Favnrites & [':. :;

UJa

address ] httpssiftest epacchmode. et testalSarvices do7method=alServices

~

‘ Links 4] Weblogic Server 7.0 - Consale Login - @] Java 2 Platform SE v1.3 4] Central Data Exchange System Change Request

Authenticate

Download
GetServices
GetStaius
NodePing
Notify
Query
Solicit
Submit

All Services
Error Conditions

Notify-Download

Solicit-GetSiatus-
Download
Submit-Download

A

B =

All Services Result

Allservices has been perfarmed on the Node, The results are as follaws:

Service
HodePing
Authenticate
Subrnit
GetStatus
Cownload
Query

Solicit

Motify

GetServices

User le: spacchmods@cse.com
Note Address: Pitps:est epacdznods netidciservices NetworkhodsPort Type_v10

Description

Determination of Mode availability
Authentication against Node

Submission of documant to Hode

Status of previous submission

Cownload of previously submitted document
Synchronous query sgainst Node
Asynchronous query against Node

Mode notified that documnent is available

Supported Services

U.S. Environmental Protection Agency

Result
Pass
Pass
Pasz
Pasz
Pass
Pass
Pasz
Pass

Pass

Request SOAP
Download
Download
Download
Download
Download
Lownload
Download
Download

Download

Help Desk: (388) 8901935

EF;

A Hiome

Last updated on Movember 14, 2003,

Response SOAP

Download
Download
Download
Download
Download
Download
Download
Download

Download

S @ Internet
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= All Nodes must be developed strictly according
the Network WSDL

= Use existing DNCs:
- (Java)

(.Net/C#)
(.Net/VB)
(Oracle)

GCDX
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https://epacdxnode.net/schema/v1.0/cdx.wsdl
https://test.epacdxnode.net/CDX_NODE_DNC.zip
https://test.epacdxnode.net/CDX_DotNet_V10.zip
https://test.epacdxnode.net/CDX_VBDotNet_V10.zip
https://test.epacdxnode.net/CDX_DNC_9IAS_V10.zip

	Agenda
	Overview
	Role of CDX & NAAS
	Basic Node Architecture
	CDX Node Architecture
	CDX Platform and Toolkit
	CDX Demonstrated Node Configuration
	Node Building Roadmap
	CDX Application Services
	CDX Application Services     Document Management
	CDX Application Services    Logging and Auditing
	CDX Application Services    Scheduling of Exchanges
	CDX Application Services Node Management
	CDX Application Services User & Policy Management
	CDX Data Services
	Web Services –Integration Testing
	Test Tool
	Recommendations

