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C.1 Introduction


This appendix presents representative NetDMR Internal Administrator prototype pages.  Internal Administrator functionalities include managing access requests, managing instance settings, processing subscriber agreements, searching CORs, searching permits, searching external users, editing user accounts, viewing suspect logs and raw logs, managing exchange network activity, and validating CORs.  Following each screen capture, the page elements, field validations, and pick list options for the page are presented in a series of tables.  For brevity, confirmation message pages and error message pages are omitted; one sample confirmation message is described in Figure C-3.

The prototype can be reviewed in electronic format at:   
http://www2.ergweb.com/projects/netdmr/stakeholders/docs/internaladmin/prototype/internaladmin/int_admin_home.html

These prototype pages were developed for illustrative purposes only, and include sample data.  The information displayed may not reflect actual or realistic data.  In addition, the layout, style, and content of the prototype pages may be revised during development to improve consistency and flow, or to address discrepancies between code requirements and the interface design.  Any significant recommended changes to prototype pages will be forwarded to ECOS for approval prior to being implemented.  
C.2 Internal Administrator Home
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Figure C‑1.  Internal Administrator Home Page
	Table C‑1.  Internal Administrator Home Page Elements and Description

	Element Title/Name
	Type
	Description

	Home
	Hot Link
	Displays the NetDMR Home page.

	My Account
	Hot Link
	Displays the My Account page.

	Request Access 
	Hot Link
	Displays the Request Access to a Permit and Associated DMRs page.

	Help 
	Hot Link
	Displays the Help page.

	Logout
	Hot Link
	Ends the session, logs out the user, and displays the NetDMR Login page.

	User
	Pre-Populated Element
	Displays the user name and user type for the current user.

	Manage
	Menu
	Lists the Manage menu hyperlinks.

	Access Requests
	Menu Hot Link
	Displays the Manage Access Requests page.

	Instances
	Menu Hot Link
	Displays the Manage Instance page.

	Agreements
	Menu Hot Link
	Displays the Process Subscriber Agreements page.

	Search
	Menu
	Lists the Search menu hyperlinks.

	CORs
	Menu Hot Link
	Displays the Search CORs page.

	Permit ID
	Menu Hot Link
	Displays the Search Permit ID page.

	Users
	Menu Hot Link
	Displays the Search Users page.

	View
	Menu
	Lists the View menu hyperlinks.

	Suspect Logs
	Menu Hot Link
	Displays the Suspect Logs page.

	Raw Logs
	Menu Hot Link
	Displays the View Raw Logs page.

	Network Activity
	Menu Hot Link
	Displays the Manage Exchange Network Activity page.

	Validate
	Menu
	Lists the Validate menu hyperlink.

	CORs
	Menu Hot Link
	Displays the Validate COR page.

	Last 10 Logins
	Table
	Displays the date and time of the last 10 logins.

	CORs
	Tab Access Button
	Displays the COR quick search criteria.

	PermitID
	Text Entry Box
	User enters the permit ID.

	Signatory Name
	Text Entry Box
	User enters the signatory name.

	Facility Name
	Text Entry Box
	User enters the facility name.

	Monitoring Period End Date Range—Start Month
	Selection Box
	User selects the start month for the monitoring period end date range.

	Monitoring Period End Date Range—Start Day
	Selection Box
	User selects the start day for the monitoring period end date range.

	Monitoring Period End Date Range—Start Year (will be updated to a selection box)
	Selection Box
	User selects the start year for the monitoring period end date range

	Calendar
	Graphic Push Button
	Displays calendar of dates from which the user selects.

	Monitoring Period End Date Range—End Month
	Selection Box
	User selects the end month for the monitoring period end date range.

	Monitoring Period End Date Range—End Day
	Selection Box
	User selects the end date for the monitoring period end date range.

	Monitoring Period End Date Range—End Year (will be updated to a selection box)
	Selection Box
	User selects the end year for the monitoring period end date range.

	Calendar
	Graphic Push Button
	Displays calendar of dates from which the user selects.

	Search
	Push Button
	Displays the COR Search Results page.

	Permit ID
	Tab Access Button
	Displays the Permit ID quick search criteria.

	Permit ID
	Text Entry Box
	User enters the permit ID.

	Search
	Push Button
	Displays the View Permit Details page for the applicable permit.

	Users
	Tab Access Button
	Displays the user quick search criteria.

	User Name
	Text Entry Box
	User enters a user name.

	Email 
	Text Entry Box
	User enters an email address.

	Permit ID
	Text Entry Box
	User enters a permit ID.

	Facility Name
	Text Entry Box
	User enters a facility name.

	Search
	Push Button
	Displays the User Search Results page.

	Pending Access Requests
	Section Title
	Displays information regarding pending internal and external access requests.

	Pending Access Requests – Internal
	Table Title
	Displays information regarding pending internal access requests.  The user can sort the table columns in ascending or descending order by clicking on the column titles.

	Showing Results x-y of z
	Pre-Populated Element
	Note:  This element will be updated, see Figure C-25. 

	Forward Arrow
	Graphic Push Button
	Note:  This element will be updated, see Figure C-25.

	Double Forward Arrow
	Graphic Push Button
	Note:  This element will be updated, see Figure C-25.

	Name
	Table Column Heading
	Displays the user’s name.

	User Name
	Table Column Heading
	Displays the user name.

	Permit ID
	Table Column Heading
	Displays the permit ID.

	Requested Role
	Table Column Heading
	Displays the requested role.

	Request Date (will be renamed “Date Requested”)
	Table Column Heading
	Displays the date on which the access request was submitted.

	Approve
	Check Box
	User selects to approve request.

	Deny
	Check Box
	User selects to deny request.

	Comment
	Text Entry Box
	User enters a reason for denying the internal access request.

	View Details
	Graphic Push Button
	Displays the View User Account Details page.

	Pending Access Requests - External
	Table Title
	Displays information regarding pending external access requests.  The user can sort the table columns in ascending or descending order by clicking on the column titles.

	Name
	Table Column Heading
	Displays the user’s name.

	User Name
	Table Column Heading
	Displays the user name.

	Permit ID
	Table Column Heading
	Displays the permit ID.

	Facility Name
	Table Column Heading
	Displays the facility name.

	Requested Role
	Table Column Heading
	Displays the requested role.

	Request Date (will be renamed “Date Requested”)
	Table Column Heading
	Displays the date on which the access request was submitted.

	Approve
	Check Box
	User selects to approve the request.

	Deny
	Check Box
	User selects to deny the request.

	Comment
	Text Entry Box
	User enters a reason for denying the external access request.

	View Details
	Graphic Push Button
	Displays the View User Account Details page.

	Pending Access Requests – External Signatory
	Table Title
	Displays information regarding pending external signatory access requests.  The user can sort the table columns in ascending or descending order by clicking on the column titles.

	Name
	Table Column Heading
	Displays the user’s name.

	User Name
	Table Column Heading
	Displays the user name.

	Permit ID
	Table Column Heading
	Displays the permit ID.

	Facility Name
	Table Column Heading
	Displays the facility name.

	Requested Role
	Table Column Heading
	Displays the requested role.

	Request Date (will be renamed “Date Requested”)
	Table Column Heading
	Displays the date on which the access request was submitted.

	View Details
	Graphic Push Button
	Displays the View User Account Details page.

	Approve or Deny Request
	Graphic Push Button
	Displays the Process Subscriber Agreements page.

	Save
	Push Button
	Processes the access request response(s) and displays Confirmed Access Requests page.


Note: Shaded rows represent elements that are common to all Internal Administrator prototype pages.  The common elements described in this table are not repeated in the remainder of this document.

	Table C‑2.  Internal Administrator Home Page Field Validations

	Element Title/Name
	Validations
	Error Messages

	Approve/Deny 
	Cannot select both approve and deny for a single access request
	You may only select one action per access request.  Please try again.

	Comment
	Cannot contain special characters other than: !@#$^&*+=
	Only the following special characters are allowed:  !@#$^&*+=.  Please try again.


	Table C‑3.  Internal Administrator Home Page Field Pick Lists

	Element Title/Name
	Description

	Start Month
	· Jan

· Feb

· Mar

· Apr

· May

· Jun
	· Jul

· Aug

· Sep

· Oct

· Nov

· Dec

	Start Day
	Select a number between 0 and 31.

	Year
	Select a year.

	End Month
	· Jan

· Feb

· Mar

· Apr

· May

· Jun
	· Jul

· Aug

· Sep

· Oct

· Nov

· Dec

	End Day
	Select a number between 0 and 31.

	Year
	Select a year.


C.3 Manage Access Requests
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Note: The controls shown above each table on this page (e.g., Showing 1-5 of 5 >>) will be replaced with those shown in Figure C‑25 and described in Table C‑41.
Figure C‑2.  Manage Access Requests Page
	Table C‑4.  Manage Access Requests Page Elements and Description

	Element Title/Name
	Type
	Description

	Pending Access Requests – Internal
	Table Title
	Displays information regarding pending internal access requests. The user can sort the table columns in ascending or descending order by clicking on the column titles.

	Name
	Table Column Heading
	Displays the user’s name.

	User Name
	Table Column Heading
	Displays the user name.

	Permit ID
	Table Column Heading
	Displays the permit ID.

	Requested Role
	Table Column Heading
	Displays the requested role.

	Request Date (will be renamed “Date Requested”)
	Table Column Heading
	Displays the date on which the access request was submitted.

	Approve
	Check Box
	User selects to approve the access request.

	Deny
	Check Box
	User selects to deny the access request.

	Comment
	Text Entry Box
	User enters a reason for denying the internal access request.

	View Details
	Graphic Push Button
	Displays the View User Account Details page.

	Pending Access Requests - External
	Table Title
	Displays information regarding pending external access requests. The user can sort the table columns in ascending or descending order by clicking on the column titles.

	Name
	Table Column Heading
	Displays the user’s name.

	User Name
	Table Column Heading
	Displays the user name.

	Permit ID
	Table Column Heading
	Displays the permit ID.

	Facility Name
	Table Column Heading
	Displays the facility name.

	Requested Role
	Table Column Heading
	Displays the requested role.

	Request Date (will be renamed “Date Requested”)
	Table Column Heading
	Displays the date on which the access request was submitted.

	Approve
	Check Box
	User selects to approve the access request.

	Deny
	Check Box
	User selects to deny the access request.

	Comment
	Text Entry Box
	User enters a reason for denying the external access request.

	View Details
	Graphic Push Button
	Displays the View User Account Details page.

	Pending Access Requests – External Signatory
	Table Title
	Displays information regarding pending external signatory access requests. The user can sort the table columns in ascending or descending order by clicking on the column titles.

	Name
	Table Column Heading
	Displays the user’s name.

	User Name
	Table Column Heading
	Displays the user name.

	Permit ID
	Table Column Heading
	Displays the permit ID.

	Facility Name
	Table Column Heading
	Displays the facility name.

	Requested Role
	Table Column Heading
	Displays the requested role.

	Request Date (will be renamed “Date Requested”)
	Table Column Heading
	Displays the date on which the access request was submitted.

	View Details
	Graphic Push Button
	Displays the View User Account Details page.

	Approve or Deny Request
	Graphic Push Button
	Displays the Process Subscriber Agreements page.

	Save
	Push Button
	Processes the access request response(s) and displays Confirmed Access Requests page

	Cancel
	Push Button
	Displays the Internal Administrator home page.


	Table C‑5.  Manage Access Requests Page Field Validations

	Element Title/Name
	Validations
	Error Messages

	Approve/Deny 
	Cannot select both approve and deny for a single access request
	You may only select one action per access request.  Please try again

	Comment
	Cannot contain special characters other than: !@#$^&*+=
	Only the following special characters are allowed:  !@#$^&*+=.  Please try again.


C.3.1 Confirmed Access Requests
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Note: The controls shown above each table on this page (e.g., Showing 1-6 of 20 >>) will be replaced with those shown in Figure C‑25 and described in Table C‑41.
Figure C‑3.  Confirmed Access Requests Page
	Table C‑6.  Confirmed Access Requests Page Elements and Description

	Element Title/Name
	Type
	Description

	Confirmation Message
	Information Box
	Displays the confirmation message.

	Pending Access Requests – Internal
	Table Title
	Displays information regarding pending internal access requests.  The user can sort the table columns in ascending or descending order by clicking on the column titles

	Name
	Table Column Heading
	Displays the user’s name.

	User Name
	Table Column Heading
	Displays the user name.

	Permit ID
	Table Column Heading
	Displays the permit ID.

	Requested Role
	Table Column Heading
	Displays the requested role.

	Request Date (will be renamed “Date Requested”)
	Table Column Heading
	Displays the date on which the access request was submitted.

	Approve
	Check Box
	Displays whether the request was approved.

	Deny
	Check Box
	Displays whether the request was denied.

	Comment
	Text Entry Box
	Displays the reason that the internal access request was denied.

	View Details
	Graphic Push Button
	Displays the View User Account Details page.

	Pending Access Requests - External
	Table Title
	Displays information regarding pending external access requests.  The user can sort the table columns in ascending or descending order by clicking on the column titles.

	Name
	Table Column Heading
	Displays the user’s name.

	User Name
	Table Column Heading
	Displays the user name.

	Permit ID
	Table Column Heading
	Displays the permit ID.

	Facility Name
	Table Column Heading
	Displays the facility name.

	Requested Role
	Table Column Heading
	Displays the requested role.

	Request Date (will be renamed “Date Requested”)
	Table Column Heading
	Displays the date on which the access request was submitted.

	Approve
	Check Box
	Displays whether the request was approved.

	Deny
	Check Box
	Displays whether the request was denied.

	Comment
	Text Entry Box
	Displays the reason that the external access request was denied.

	View Details
	Graphic Push Button
	Displays the View User Account Details page.

	OK
	Push Button
	Displays the Internal Administrator home page.


C.4 Manage Instance
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Figure C‑4.  Manage Instance Page
	Table C‑7.  Manage Instance Page Elements and Description

	Element Title/Name
	Type
	Description

	General Information
	Section Title
	Displays general information for the instance.

	Instance Name
	Pre-populated Element 
	Displays the instance name.

	Time Zone
	Pre-populated Element
	Displays the time zone. 

	Number of Secret Questions Users Must Answer
	Pre-populated Element
	Displays the number of secret questions.

	Allow multiple signatory requests in a subscriber agreement?
	Pre-populated Element
	Displays whether multiple signatory requests are allowed in a subscriber agreement.

	Are Permit Administrators required to have signatory roles for their permit?
	Pre-populated Element
	Displays whether Permit Administrators are required to have signatory roles for their permit.

	Agency Mappings
	Section Title
	Displays the permit prefixes and agency type codes for the instance.  The user can sort the table columns in ascending or descending order by clicking on the column titles

	Permit Prefix
	Table Column Heading
	Displays the permit prefix.

	Agency Type Codes
	Table Column Heading
	Displays the Agency type code.

	System Administrator(s)
	Section Title
	Displays the System Administrator’s information.  The user can sort the table columns in ascending or descending order by clicking on the column titles

	Name
	Table Column Heading
	Displays the System Administrator’s name.

	Affiliation
	Table Column Heading
	Displays the System Administrator’s affiliation.

	Email Address
	Table Column Heading
	Displays the System Administrator’s email address.

	Phone
	Table Column Heading
	Displays the System Administrator’s telephone number.

	Custom Email Message
	Section Title
	Displays the email message appended to the end of all instance emails.

	Message to append to end of all instance emails
	Pre-Populated Element
	Displays the message that will appear at the end of all instance emails.

	DMR Submission and Attachment Notifications
	Section Title
	Displays information about the receipt of submission acknowledgements.

	Email addresses that are sent submission acknowledgments any time a DMR is submitted for this instance
	Pre-populated Element
	Displays the email addresses that are sent submission acknowledgements each time a DMR is submitted for the instance

	Custom News and Notices
	Section Title
	Displays the current news and notice items displayed on the NetDMR Login page.

	News/Notice
	Table Column Heading
	Displays the news/notice text.

	Edit
	Push Button
	Displays the Edit Instance page.
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Edit Instance

Figure C‑5.  Edit Instance Page
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Figure C-5. Edit Instance Page (Continued) 

	Table C‑8.  Edit Instance Page Elements and Description

	Element Title/Name
	Type
	Description

	General Information
	Section Title
	Displays general information for the instance.

	Instance Name
	Pre-populated Element 
	Displays the instance name.

	Time Zone
	Pre-populated Element
	Displays the time zone. 

	Number of Secret Questions Users Must Answer
	Pre-populated Element
	Displays the number of secret questions.

	Allow multiple signatory requests in a subscriber agreement?
	Pre-populated Element
	Displays whether multiple signatory requests are allowed in a subscriber agreement.

	Are Permit Administrators required to have signatory roles for their permit?
	Selection Box
	Users selects either “yes” or “no.”

	Agency Mappings
	Section Title

	Displays the permit prefixes and agency type codes for the instance.  The user can sort the table columns in ascending or descending order by clicking on the column titles

	Permit Prefix
	Table Column Heading
	Displays the permit prefix.

	Agency Type Codes
	Table Column Heading
	Displays the Agency type code.

	System Administrator(s)
	Section Title
	Displays the information associated with the System Administrator.  The user can sort the table columns in ascending or descending order by clicking on the column titles

	Name
	Table Column Heading
	Displays the System Administrator’s name.

	Affiliation
	Table Column Heading
	Displays the System Administrator’s affiliation.

	Email Address
	Table Column Heading
	Displays the System Administrator’s email address.

	Phone
	Table Column Heading
	Displays the System Administrator’s telephone number.

	Custom Email Message
	Section Title
	Displays the email message appended to the end of all instance emails.

	Message to append to end of all instance emails
	Pre-Populated Element
	Displays the message that will appear at the end of all instance emails.

	DMR Submission and Attachment Notifications
	Section Title
	Displays information about the receipt of submission acknowledgements.

	Enter another email address
	Text Entry Box
	User enters an email address.

	Add
	Push Button
	Adds the user email address to the list.

	User Email
	Table Column Heading
	Displays the email addresses that are sent submission acknowledgements each time a DMR is submitted for the instance

	Delete User
	Graphic Push Button
	Removes the user email address from the email notification list.

	Customize News and Notices
	Section Title
	Displays the current news and notice items displayed on the NetDMR Login page and allows users to add or delete items, and change the display order.

	News/Notice:
	Text Entry Box
	User enters the news or notice text.

	Save and Add Another
	Push Button
	Appends the new news or notice to the News and Notices table.

	News and Notices
	Table Title
	Displays the current news or notices and the order in which they are presented.

	Order
	Graphic Push Buttons
	Changes the order in which the news or notices are displayed. 

	News/Notice
	Table Column Heading
	Displays the news/notice text.

	Delete
	Graphic Push Button
	Deletes the news/notice item.

	Save
	Push Button
	Saves changes to the instance settings and displays the Manage Instance page.


	Table C‑9.  Edit Instance Page Field Validations

	Element Title/Name
	Validations
	Error Messages

	Enter another email address
	Cannot contain special characters other than “@”, “.”, and “_”
	Only the following special characters are allowed:  “@”, “.”, and “_”.  Please try again.

	
	Must contain “@” symbol
	The email address must include the “@” symbol. Please re-enter your email address.


	Table C‑10.  Edit Instance Page Field Pick Lists

	Element Title/Name
	Description

	Are Permit Administrators required to have signatory roles for their permit?
	· Yes

· No


C.6 Manage Subscriber Agreements
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Figure C‑6.  Manage Subscriber Agreements Page
	Table C‑11.  Manage Subscriber Agreements Page Elements and Description

	Element Title/Name
	Type
	Description

	Subscriber Agreement Number
	Text Entry Box
	User enters the subscriber agreement number.

	Submit
	Push Button
	Initiates the process and displays the Process Subscriber Agreement page.


	Table C‑12.  Manage Subscriber Agreements Page Field Validations

	Element Title/Name
	Validations
	Error Messages

	Subscriber Agreement Number
	Cannot contain special characters. 
	The subscriber agreement number cannon contain special characters. Please try again. 


C.6.1 Process Subscriber Agreement
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Note: The controls shown above each table on this page (e.g., Showing 1-9 of 20 >>) will be replaced with those shown in Figure C‑25 and described in Table C‑41.
Figure C‑7.  Process Subscriber Agreement Page
	Table C‑13.  Process Subscriber Agreement Page Elements and Description

	Element Title/Name
	Type
	Description

	Process Subscriber Agreement
	Section Title
	Displays the subscriber agreement information.

	Subscriber Agreement Number
	Pre-Populated Element
	Displays the subscriber agreement number.

	First Name
	Pre-Populated Element
	Displays the user’s first name.

	Last Name
	Pre-Populated Element
	Displays the user’s last name.

	User Name
	Pre-Populated Element
	Displays the user’s user name.

	Organization
	Pre-Populated Element
	Displays the company or organization with which the user is affiliated.

	Email
	Pre-Populated Element
	Displays the user’s email address.

	Phone
	Pre-Populated Element
	Displays the user’s telephone number.

	Print Subscriber Agreement
	Push Button
	Displays the subscriber agreement.

	Signatory Requests
	Table Title
	Displays the signatory requests information.  The user can sort the table columns in ascending or descending order by clicking on the column titles

	Permit ID
	Pre-Populated Element
	Displays the permit ID.

	Facility Name
	Pre-Populated Element
	Displays the facility name.

	Facility Address
	Pre-Populated Element
	Displays the facility address.

	Relationship
	Pre-Populated Element
	Displays the user’s relationship.

	Authorized By
	Pre-Populated Element
	Displays the name of the authorizer.

	Approve
	Check Box
	User selects to approve the request.

	Deny
	Check Box
	User selects to deny the request.

	Comment
	Text Entry Box
	User enters a reason for denying the signatory request.

	Save
	Push Button
	Processes the request and displays the Confirm Subscriber Agreement Responses page.


	Table C‑14.  Process Subscriber Agreement Page Field Validations

	Element Title/Name
	Validations
	Error Messages

	Approve/Deny 
	Cannot select both approve and deny for a single request
	You may only select one action per access request.  Please try again

	Comment
	Cannot contain special characters other than: !@#$^&*+=
	Only the following special characters are allowed:  !@#$^&*+=.  Please try again.


C.6.2 Confirm Subscriber Agreement Responses
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Note: The controls shown in Figure C‑25 and described in Table C‑41 will be added to this page.

Figure C‑8.  Confirm Subscriber Agreement Responses Page
	Table C‑15.  Confirm Subscriber Agreement Responses Page Elements and Description

	Element Title/Name
	Type
	Description

	Subscriber Agreement Number
	Pre-Populated Element
	Displays the subscriber agreement number.

	First Name
	Pre-Populated Element
	Displays the user’s first name.

	Last Name
	Pre-Populated Element
	Displays the user’s last name.

	User Name
	Pre-Populated Element
	Displays the user’s user name.

	Organization
	Pre-Populated Element
	Displays the company or organization with which the user is affiliated.

	Email
	Pre-Populated Element
	Displays the user’s email address.

	Phone
	Pre-Populated Element
	Displays the user’s telephone number.

	Responses to Signatory Requests
	Table Title
	Displays the response to the signatory requests.  The user can sort the table columns in ascending or descending order by clicking on the column titles

	Permit ID
	Pre-Populated Element
	Displays the permit ID.

	Facility Name
	Pre-Populated Element
	Displays the facility name.

	Facility Address
	Pre-Populated Element
	Displays the facility address.

	Relationship
	Pre-Populated Element
	Displays the user’s relationship.

	Authorized By
	Pre-Populated Element
	Displays the name of the authorizer.

	Status
	Pre-Populated Element
	Displays the status of the signatory request.

	Comment
	Text Entry Box
	Displays the reason that the signatory request was denied.

	Confirm
	Push Button
	Confirms the signatory response(s) and displays the Manage Subscriber Agreements page.

	Cancel
	Push Button
	Displays the Process Subscriber Agreement page without saving changes.


C.7 Search CORs
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Figure C‑9.  Search CORs Page
	Table C‑16.  Search CORs Page Elements and Description

	Element Title/Name
	Type
	Description

	Permit ID
	Text Entry Box
	User enters the permit ID.

	Monitoring Period End Date Range—Start Month
	Selection Box
	User selects the start month for the monitoring period end date range.

	Monitoring Period End Date Range—Start Day
	Selection Box
	User selects the start day monitoring period end date range.

	Monitoring Period End Date Range—Start Year
	Selection Box
	User selects the start year for the monitoring period end date range.

	Calendar
	Graphic Push Button
	Displays calendar of dates from which the user selects.

	Monitoring Period End Date Range—End Month
	Selection Box
	User selects the end month for the monitoring period end date range.

	Monitoring Period End Date Range—End Day
	Selection Box
	User selects the end date for the monitoring period end date range.

	Monitoring Period End Date Range—End Year
	Selection Box
	User selects the end year for the monitoring period end date range.

	Calendar
	Graphic Push Button
	Displays calendar of dates from which the user selects.

	Signatory First Name
	Text Entry Box
	User enters the signatory’s first name.

	Signatory Last Name
	Text Entry Box
	User enters the signatory’s last name.

	Signatory User Name
	Text Entry Box
	User enters the signatory’s user name.

	Signatory Email
	Text Entry Box
	User enters the signatory’s email.

	Facility Name
	Text Entry Box
	User enters the facility name.

	Permitted Feature Number
	Text Entry Box
	User enters the permitted feature number.

	Discharge Number
	Text Entry Box
	User enters the discharge number.

	Discharge Description
	Text Entry Box
	User enters the discharge description.

	Confirmation Number
	Text Entry Box
	User enters the confirmation number.

	Include repudiated CORs?
	Check Box
	User selects to include repudiated CORs in the search results.

	Submit
	Push Button
	Displays the COR Search Results page.

	Cancel
	Push Button
	Displays the Internal Administrator home page.


	Table C‑17.  Search CORs Page Field Pick Lists

	Element Title/Name
	Description

	Start Month
	· Jan

· Feb

· Mar

· Apr

· May

· Jun
	· Jul

· Aug

· Sep

· Oct

· Nov

· Dec

	Start Day
	Select a number between 0 and 31.

	Start Year
	Select a year.

	End Month
	· Jan

· Feb

· Mar

· Apr

· May

· Jun
	· Jul

· Aug

· Sep

· Oct

· Nov

· Dec

	End Day
	Select a number between 0 and 31.

	End Year
	Select a year.


C.7.1 COR Search Results
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Note: The controls shown above each table on this page (e.g., Showing 1-9 of 9 >>) will be replaced with those shown in Figure C‑25 and described in Table C‑41.
Figure C‑10.  COR Search Results Page
	Table C‑18.  COR Search Results Page Elements and Description

	Element Title/Name
	Type
	Description

	Refine Search
	Hot Link
	Displays the refine search popup.

	New Search
	Hot Link
	Displays the new search popup.

	Download Selected
	Hot Link
	Initiates batch COR download for up to 10 CORs.

	COR Search Results
	Table Title
	Displays the results of the COR search.  The user can sort the table columns in ascending or descending order by clicking on the column titles.

	Facility Name
	Table Column Heading
	Displays the facility name.

	Permit ID
	Table Column Heading
	Displays the permit ID.

	Monitoring Period End Date
	Table Column Heading
	Displays the monitoring period end date.

	Permitted Feature Number
	Table Column Heading
	Displays the permitted feature number.

	Discharge Number
	Table Column Heading
	Displays the discharge number.

	Discharge Description
	Table Column Heading
	Displays the discharge description.

	Submitted Date
	Table Column Heading
	Displays the date on which the DMR was submitted.

	Signatory
	Table Column Heading
	Displays the signatory’s name.

	Confirmation #
	Table Column Heading
	Displays the confirmation number.

	Repudiated?
	Table Column Heading
	Displays whether the COR has been repudiated.

	View COR
	Graphic Push Button
	Displays View COR Details page.

	Download
	Check Box
	User selects to add CORs to the batch COR download.


	Table C‑19.  COR Search Results Page Field Validations

	Element Title/Name
	Validations
	Error Messages

	Download Selected
	Maximum = 10 CORs
	A batch COR download may include up to 10 CORs.  The ten most recently received CORs that you selected will be downloaded.


C.7.2 Refine Search Results Sample Page
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Figure C‑11.  COR Search Results:  Refine Search Page

This popup will be populated with the user’s last search criteria.  The user can edit the search criteria to refine the search results.

	Table C‑20.  Refine Search Results Sample Page Elements and Description

	Element Title/Name
	Type
	Description

	Refine Search
	Graphic Push Button
	Displays the Refine Search popup. 

	Permit ID
	Text Entry Box
	User enters the permit ID.

	Signatory First Name
	Text Entry Box
	User enters the signatory’s first name.

	Signatory Last Name
	Text Entry Box
	User enters the signatory’s last name.

	Signatory User Name 
	Text Entry Box
	User enters the signatory’s user name.

	Signatory Email
	Text Entry Box
	User enters the signatory’s email address.

	Facility Name
	Text Entry Box
	User enters the facility name.

	Permitted Feature Number
	Text Entry Box
	User enters the permitted feature number.

	Discharge Number
	Text Entry Box
	User enters the discharge number.

	Discharge Description
	Text Entry Box
	User enters the discharge description.

	Confirmation Number
	Text Entry Box
	User enters the confirmation number.

	Monitoring Period End Date Range—Start Day
	Selection Box
	User selects the start month for the monitoring period end date range.

	Monitoring Period End Date Range—Start Month
	Selection Box
	User selects the start day for the monitoring period end date range.

	Monitoring Period End Date Range—Start Year
	Selection Box
	User selects the start year for the monitoring period end date range.

	Calendar
	Graphic Push Button
	Displays calendar of dates from which the user selects.

	Monitoring Period End Date Range—End Month
	Selection Box
	User selects the end month for the monitoring period end date range.

	Monitoring Period End Date Range—End Day
	Selection Box
	User selects the end date for the monitoring period end date range.

	Monitoring Period End Date Range—End Year 
	Selection Box 
	User selects the end year for the monitoring period end date range.

	Calendar
	Graphic Push Button
	Displays calendar of dates from which the user selects.

	Include Repudiated CORs?
	Check Box
	User selects to include repudiated CORs in the search results.

	Search
	Push Button
	Displays the COR Search Results page.


	Table C‑21.  COR Search Results:  Refine Search Page Field Pick Lists

	Element Title/Name
	Description

	Start Month
	· Jan

· Feb

· Mar

· Apr

· May

· Jun
	· Jul

· Aug

· Sep

· Oct

· Nov

· Dec

	Start Day
	Select a number between 0 and 31.

	Start Year
	Select a year.

	End Month
	· Jan

· Feb

· Mar

· Apr

· May

· Jun
	· Jul

· Aug

· Sep

· Oct

· Nov

· Dec

	End Day
	Select a number between 0 and 31.

	End Year
	Select a year


C.8 Search Permits
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Figure C‑12.  Search Permits Page

	Table C‑22.  Search Permits Page Elements and Description

	Element Title/Name
	Type
	Description

	Permit ID
	Text Entry Box
	User enters the permit ID.

	Search
	Push Button
	Displays the View Permit Details page.


C.8.1 Permit Search Results
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Note: The controls shown above each table on this page (e.g., Showing 1-9 of 9 >>) will be replaced with those shown in Figure C‑25 and described in Table C‑41.
Figure C‑13.  View Permit Details Page
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Note: The controls shown above each table on this page (e.g., Showing 1-9 of 9 >>) will be replaced with those shown in Figure C‑25 and described in Table C‑41
Figure C-13.  View Permit Details Page (Continued)
	Table C‑23.  Permit Search Results Page Elements and Description

	Element Title/Name
	Type
	Description

	Permit ID
	Pre-Populated Element
	Displays the permit ID.

	Facility ID
	Pre-Populated Element
	Displays the facility ID.

	Facility Name
	Pre-Populated Element
	Displays the facility name.

	Permittee Address
	Pre-Populated Element
	Displays the permittee address.

	User and Roles
	Table Title
	Displays the user name, organization, user type, role, role status, view details.  The user can sort the table columns in ascending or descending order by clicking on the column titles.

	User Name
	Table Column Heading
	Displays the user name.

	Organization
	Table Column Heading
	Displays the user’s organization.

	User Type
	Table Column Heading
	Displays the user type.

	Role
	Table Column Heading
	Displays the role.

	Role Status
	Table Column Heading
	Displays the role status.

	View Details
	Graphic Push Button
	Displays the View User Account Details page.

	Subscriber Agreement
	Graphic Push Button
	Displays the subscriber agreement associated with the signatory user.

	Pending Access Requests – Internal
	Table Title
	Displays information regarding pending internal access requests.  The user can sort the table columns in ascending or descending order by clicking on the column titles

	Name
	Table Column Heading
	Displays the user’s name.

	User Name
	Table Column Heading
	Displays the user name.

	User Type
	Table Column Heading
	Displays the user type.

	Requested Role
	Table Column Heading
	Displays the requested role.

	Approve
	Check Box
	User selects to approve the request.

	Deny
	Check Box
	User selects to deny the request.

	Comment
	Text Entry Box
	User enters a reason for denying the internal access request.

	View Details
	Graphic Push Button
	Displays the View User Account Details page.

	Pending Access Requests - External
	Table Title
	Displays information regarding pending external access requests.  The user can sort the table columns in ascending or descending order by clicking on the column titles

	Name
	Table Column Heading
	Displays the user’s name.

	User Name
	Table Column Heading
	Displays the user name.

	User Type
	Table Column Heading
	Displays the user type.

	Requested Role
	Table Column Heading
	Displays the requested role.

	Approve
	Check Box
	User selects to approve the request.

	Deny
	Check Box
	User selects to deny the request.

	Comment
	Text Entry Box
	User enters a reason for denying the external access request.

	View Details
	Graphic Push Button
	Displays the View User Account Details page.

	Pending Access Requests – External Signatory
	Table Title
	Displays information regarding pending external signatory access requests.  The user can sort the table columns in ascending or descending order by clicking on the column titles

	Name
	Table Column Heading
	Displays the user’s name.

	User Name
	Table Column Heading
	Displays the user name.

	Permit ID
	Table Column Heading
	Displays the permit ID.

	Facility Name
	Table Column Heading
	Displays the facility name.

	Requested Role
	Table Column Heading
	Displays the requested role.

	Request Date (will be renamed “Date Requested”)
	Table Column Heading
	Displays the date on which the access request was submitted.

	View Details
	Graphic Push Button
	Displays the View User Account Details page.

	Approve or Deny Request
	Graphic Push Button
	Displays the Process Subscriber Agreements page.

	Save
	Push Button
	Processes the access request response(s) and displays Confirmed Access Requests page.


	Table C‑24.  Permit Search Results Page Field Validations

	Element Title/Name
	Validations
	Error Messages

	Approve/Deny 
	Cannot select both approve and deny for a single request
	You may only select one action per access request.  Please try again.

	Comment
	Cannot contain special characters other than: !@#$^&*+=
	Only the following special characters are allowed:  !@#$^&*+=.  Please try again.


C.9 Search Users
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Figure C‑14.  Search Users Page
	Table C‑25.  Search Users Page Elements and Description

	Element Title/Name
	Type
	Description

	User First Name
	Text Entry Box
	User enters the user first name.

	User Last Name
	Text Entry Box
	User enters the user last name.

	User Name
	Text Entry Box
	User enters the user name.

	Email 
	Text Entry Box
	User enters the user email address.

	Permit ID 
	Text Entry Box
	User enters permit ID.

	Facility Name
	Text Entry Box
	User enters facility name.

	Search
	Push Button
	Displays User Search Results page.

	Cancel
	Push Button
	Displays Internal Administrator home page.


C.9.1 User Search Results
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Note: The controls shown above each table on this page (e.g., Showing 1-9 of 9 >>) will be replaced with those shown in Figure C‑25 and described in Table C‑41
Figure C‑15.  User Search Results Page

	Table C‑26.  User Search Results Page Elements and Description

	Element Title/Name
	Type
	Description

	User Search Results
	Table 
	Displays the results of the user search.  The user can sort the table columns in ascending or descending order by clicking on the column titles.

	First Name
	Table Column Heading
	Displays the user’s first name. 

	Last Name
	Table Column Heading
	Displays the user’s last name.

	User Name
	Table Column Heading
	Displays the user’s name.

	Facility
	Table Column Heading
	Displays the facility name.

	Permit ID
	Table Column Heading
	Displays the permit ID.

	User Type
	Table Column Heading
	Displays the user type.

	Access Rights
	Table Column Heading
	Displays the user’s access rights.

	Email
	Table Column Heading
	Displays the user’s email address.

	View (will be renamed “View Details”)
	Graphic Push Button
	Displays the View User Account Details page.

	Edit
	Graphic Push Button
	Displays the Edit User Account page. (See Section C.9)


C.9.2 View User Account Details
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Note: The controls shown above each table on this page (e.g., Showing 1-9 of 9 >>) will be replaced with those shown in Figure C‑25 and described in Table C‑41.
Figure C‑16.  View User Account Details Page
	Table C‑27.  View User Account Details Page Elements and Description

	Element Title/Name
	Type
	Description

	General Account Information
	Section Title
	Displays general user account information.

	First Name
	Table Column Heading
	Displays the user’s first name. 

	Last Name
	Table Column Heading
	Displays the user’s last name.

	User Name
	Table Column Heading
	Displays the user’s name.

	Email Address
	Table Column Heading
	Displays the user’s email address.

	Telephone Number
	Table Column Heading
	Displays the user’s telephone number. 

	Organization
	Table Column Heading
	Displays the name of the company or organization with which the user is affiliated. 

	Type of User
	Table Column Heading
	Displays the type of user.

	Regulatory Authority
	Table Column Heading
	Displays the regulatory authority.

	Selected Security Questions
	Section Title
	Displays the user’s five selected security questions.

	Five Selected Security Questions
	Pre-populated Element
	Displays the five security questions chosen by the user.

	Permit and Roles
	Section Title
	Displays the permit ID, facility name, access rights, and access status.  Users can sort the table columns in ascending or descending order by clicking on the column titles.

	Permit ID
	Table Column Heading
	Displays the permit ID.

	Facility Name
	Table Column Heading
	Displays the facility name.

	Access Rights
	Table Column Heading
	Displays the user’s access rights.

	Access Status
	Table Column Heading
	Displays the user’s access status.

	Signatory Role History
	Section Title
	Displays the permit ID, facility name, change, and comment.  Users can sort the table columns in ascending or descending order by clicking on the column titles.

	Permit ID
	Table Column Heading
	Displays the permit ID.

	Facility Name
	Table Column Heading
	Displays the facility name.

	Date
	Table Column Heading
	Displays the date of the change.

	Change Type
	Table Column Heading
	Displays the type of change.

	Changed By
	Table Column Heading
	Displays the name and user role of the user that made the change.

	Comment
	Table Column Heading
	Displays the comment associated with the signatory request.

	Edit
	Push Button
	Displays the Edit User Account page. (See Section C.10)

	Cancel
	Push Button
	Displays the User Search Results page.


C.10 Edit User Account
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Note: The controls shown above each table on this page (e.g., Showing 1-7 of 7 >>) will be replaced with those shown in Figure C‑25 and described in Table C‑41.
Figure C‑17.  Edit User Account Page (Continued)
	Table C‑28.  Edit User Account Page Elements and Description

	Element Title/Name
	Type
	Description

	General Account Information
	Section Title
	Displays general user account information.

	First Name
	Text Entry Box
	User enters first name. (Required)

	Last Name
	Text Entry Box
	User enters last name. (Required)

	E-mail Address
	Text Entry Box
	User enters the email address. (Required)

	User Name

-Use email address as user name
	Radio Button
	User clicks to select user name option. (Required) 

	User Name

-Create your own user name
	Radio Button
	User clicks to select user name option. (Required)

	User Name

-Create user name
	Text Entry Box
	User enters a user name. (Required)

	Telephone Number
	Text Entry Box
	User enters telephone number. (Required)

	Organization
	Text Entry Box
	User enters the name of the company or organization with which the Internal Administrator is affiliated. (Required)

	Type of User 
	Pre-Populated Element
	Displays the type of user.

	Regulatory Authority
	Pre-Populated Element
	Displays the regulatory authority.

	Account Status
	Section Title
	Displays general user account information.

	Verified Account
	Pre-Populated Element
	Displays whether the account is verified.

	Current Account Status
	Pre-Populated Element
	Displays the current account status.

	Locked Reason
	Pre-Populated Element
	Displays the reason that the account is locked.

	Locked Date
	Pre-Populated Element
	Displays the date the account was locked.

	Unlock Account
	Check Box
	User selects to unlock account.

	Password
	Section Title
	Displays the password reset option.

	Reset account password
	Check Box
	User selects to reset account password.

	Security Questions and Answers
	Section Title
	Displays currently selected security questions.

	Question 1
	Selection Box
	User selects a security question. 

	Question 1 Response
	Text Entry Box
	User enters a response. 

	Question 2
	Selection Box
	User selects a security question. 

	Question 2 Response
	Text Entry Box
	User enters a response. 

	Question 3
	Selection Box
	User selects a security question. 

	Question 3 Response
	Text Entry Box
	User enters a response. 

	Question 4
	Selection Box
	User selects a security question. 

	Question 4 Response
	Text Entry Box
	User enters a response. 

	Question 5
	Selection Box
	User selects a security question. 

	Question 5 Response
	Text Entry Box
	User enters a response. 

	Permits and Roles
	Table Title
	Displays the permit ID, facility name, access rights, and access status.  Users can sort the table columns in ascending or descending order by clicking on the column titles.

	Permit ID
	Table Column Heading
	Displays the permit ID.

	Facility Name
	Table Column Heading
	Displays the facility name.

	Role
	Table Column Heading
	Displays the role.

	Role Status
	Table Column Heading
	Displays the role status.

	Manage Role
	Graphic Push Button
	Displays the Manage Access Rights popup, which allows the administrator to approve or deny pending access rights.

	Pending Access Status Change
	Pre-Populated Element
	Displays the comment associated with the pending access status change.

	Save All Changes
	Push Button
	Initiates the user account changes and displays Confirm User Account Changes page.

	Cancel
	Push Button
	Displays the View User Account Details page without saving changes.


	Table C‑29.  Edit User Account Page Field Validations

	Element Title/Name
	Validations
	Error Messages

	First Name
	Required
	All fields marked with an asterisk must be completed.  Please try again.

	
	Cannot contain special characters other than “-” and “'”
	Only the following special characters are allowed:  “@”, “.”, and “_”.  Please try again.

	Last Name
	Required
	All fields marked with an asterisk must be completed.  Please try again.

	
	Cannot contain special characters other than “-” and “'”
	Only the following special characters are allowed:  “-” and “'”. Please try again. 

	E-mail Address
	Required
	All fields marked with an asterisk must be completed.  Please try again.

	
	Cannot contain special characters other than “@”, “.”, and “_”
	Only the following special characters are allowed:  “@”, “.”, and “_”.  Please try again.

	
	Must contain “@” symbol
	The email address must include the “@” symbol. Please re-enter your email address.

	User Name

-Create user name
	Cannot contain special characters other than “@”, “.”, and “_”
	Only the following special characters are allowed:  “@”, “.”, and “_”.  Please try again.

	Telephone Number
	Required
	All fields marked with an asterisk must be completed.  Please try again.

	
	· 10 digit number

· Format = xxx-xxx-xxxx
	You must enter a 10-digit phone number (xxx-xxx-xxxx).  Please try again.

	Organization
	Required
	All fields marked with an asterisk must be completed.  Please try again.

	
	Cannot contain special characters other than “-”, “.”, and “’”.  
	Only the following special characters are allowed:  “-”, “.”, and “’”.  Please try again. 

	Question N 
	A question is never selected more than once
	You may not select the same security question more than once.  Please select a different security question.

	Question N Response
	Cannot contain special characters other than “@”, “.”, and “_”.  
	Only the following special characters are allowed:  “@”, “.”, and “_”.  Please try again.

	
	An answer is never repeated
	You may not provide the same answer to more than one question.  Please try again.


	Table C‑30.  Edit User Account Page Field Pick Lists

	Element Title/Name
	Description

	Question 1
	· “What is the name of the street where you grew up?”  

· “What is your favorite color?”  

· “What is your mother’s maiden name?”  

· “What is your father’s middle name?”  

· “What is your favorite vacation destination?”  

· “What is your favorite city?”  

· “What is the name of the high school you attended?”  

· “Who was your childhood hero?”  

· “What was your high school mascot?”

· “What was your first pet’s name?”   

	Question 2
	· “What is the name of the street where you grew up?”  

· “What is your favorite color?”  

· “What is your mother’s maiden name?”  

· “What is your father’s middle name?”  

· “What is your favorite vacation destination?”  

· “What is your favorite city?”  

· “What is the name of the high school you attended?”  

· “Who was your childhood hero?”  

· “What was your high school mascot?”

· “What was your first pet’s name?” 

	Question 3
	· “What is the name of the street where you grew up?”  

· “What is your favorite color?”  

· “What is your mother’s maiden name?”  

· “What is your father’s middle name?”  

· “What is your favorite vacation destination?”  

· “What is your favorite city?”  

· “What is the name of the high school you attended?”  

· “Who was your childhood hero?”  

· “What was your high school mascot?”

· “What was your first pet’s name?” 

	Question 4
	· “What is the name of the street where you grew up?”  

· “What is your favorite color?”  

· “What is your mother’s maiden name?”  

· “What is your father’s middle name?”  

· “What is your favorite vacation destination?”  

· “What is your favorite city?”  

· “What is the name of the high school you attended?”  

· “Who was your childhood hero?”  

· “What was your high school mascot?”

· “What was your first pet’s name?” 

	Question 5
	· “What is the name of the street where you grew up?”  

· “What is your favorite color?”  

· “What is your mother’s maiden name?”  

· “What is your father’s middle name?”  

· “What is your favorite vacation destination?”  

· “What is your favorite city?”  

· “What is the name of the high school you attended?”  

· “Who was your childhood hero?”  

· “What was your high school mascot?”

· “What was your first pet’s name?” 


C.10.1 Confirm User Account Changes 
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Note: The controls shown above each table on this page (e.g., Showing 1-9 of 9 >>) will be replaced with those shown in Figure C‑25 and described in Table C‑41.
Figure C‑18.  Confirm User Account Changes Page
	Table C‑31.  Confirm User Account Changes Page Elements and Description

	Element Title/Name
	Type
	Description

	General Account Information
	Section Title
	Displays general user account information.

	First Name
	Pre-Populated Element
	Displays the user’s first name. 

	Last Name
	Pre-Populated Element
	Displays the user’s last name.

	User Name
	Pre-Populated Element
	Displays the user’s name.

	Email Address
	Pre-Populated Element
	Displays the user’s email address.

	Telephone Number
	Pre-Populated Element
	Displays the user’s telephone number. 

	Organization
	Pre-Populated Element
	Displays the name of the company or organization with which the user is affiliated. 

	Type of User
	Pre-Populated Element
	Displays the type of user.

	Regulatory Authority
	Pre-Populated Element
	Displays the regulatory authority.

	Account Status
	Section Title
	Displays account status.

	Unlock Account
	Pre-Populated Element
	Displays account status.

	Modified Security Questions
	Section Title
	Displays modified security questions.

	Permit Role Changes
	Table Title
	Displays permit role change information.  The user can sort the table columns in ascending or descending order by clicking on the column titles.

	Permit ID
	Table Column Heading
	Displays the permit ID.

	Facility Name
	Table Column Heading
	Displays the facility name.

	Access Rights
	Table Column Heading
	Displays the access rights.

	Current Status
	Table Column Heading
	Displays the current status.

	Action
	Table Column Heading
	Displays the type of action.

	Comment
	Table Column Heading
	Displays the comment associated with the permit role changes.

	Save
	Push Button
	Saves changes and displays the previous page.

	Cancel
	Push Button
	Displays the Edit User Account page without saving changes.


C.11 View Suspect Logs
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Note: The controls shown above each table on this page (e.g., Showing 1-9 of 9 >>) will be replaced with those shown in Figure C‑25 and described in Table C‑41.
Figure C‑19.  View Suspect Logs Page

	Table C‑32.  View Suspect Logs Page Elements and Description

	Element Title/Name
	Type
	Description

	Select a Suspect Analysis Log to View
	Section Title
	Displays suspect analysis log information.

	Suspect Analysis Run
	Selection Box
	User selects the suspect analysis date.

	View
	Push Button
	Refreshes the page and displays the selected Suspect Analysis Log.

	Viewing Suspect Analysis Log
	Section Title
	Displays suspect analysis log information.  The user can sort the table columns in this section in ascending or descending order by clicking on the column titles.

	Suspect Analysis Run Date
	Pre-Populated Element
	Displays the date of the suspect analysis run.

	Log Ranged Analyzed
	Pre-Populated Element
	Displays the range of dates analyzed.

	User Name
	Table Column Heading
	Displays the user name.

	Irregularity Type
	Table Column Heading
	Displays the irregularity type.

	Description
	Table Column Heading
	Displays the description of the irregularity.


	Table C‑33.  View Suspect Logs Page Field Pick Lists

	Element Title/Name
	Description

	Suspect Analysis Run
	The list of suspect analysis dates are specific to the NetDMR instance.


C.12 View Raw Logs
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Note: The controls shown above each table on this page (e.g., Showing 1-9 of 9 >>) will be replaced with those shown in Figure C‑25 and described in Table C‑41.
Figure C‑20.  View Raw Logs Page
	Table C‑34.  View Raw Logs Page Elements and Description

	Element Title/Name
	Type
	Description

	Select a Log to View
	Section Title
	User selects the log type and date range.

	Log
	Selection Box
	User selects the type of log.

	Date Range Start–Month
	Selection Box
	User selects the start month for the date range.

	Date Range Start–Day
	Selection Box
	User selects the start date for the date range.

	Date Range Start–Year
	Selection Box
	User enters the start year for the date range.

	Date Range End–Month
	Selection Box
	User selects the end month for the date range.

	Date Range End–Day
	Selection Box
	User selects the end date for the date range.

	Date Range End–Year
	Selection Box
	User enters the end year for the date range.

	View
	Push Button
	Refreshes the page and displays the selected raw log.

	Viewing Log
	Section Title
	Displays the log information.  The user can sort the table columns in this section in ascending or descending order by clicking on the column titles.

	Log
	Pre-Populated Element
	Displays the type of log selected.

	Date Range
	Pre-Populated Element
	Displays the date range of the log.

	Date
	Table Column Heading
	Displays the date of the log.

	Column 1 - N (this is a placeholder representing the columns that will be displayed based on the user’s log selection)
	Table Column Heading
	-Login logs are expected to display the date that the log was generated, user ID, user name, IP address, and login result.

-Submission logs are expected to display the date that the DMR was submitted, user ID, user name, user’s full name, permit ID, permitted feature, discharge number, monitoring period end date, login result, confirmation number, and a link to View COR details.


	Table C‑35.  View Raw Logs Page Field Pick Lists

	Element Title/Name
	Description

	Log
	· Login
· Submission

	Date Range Start–Month
	· Jan

· Feb

· Mar

· Apr

· May

· Jun
	· Jul

· Aug

· Sep

· Oct

· Nov

· Dec

	Date Range Start–Day
	Select a number between 0 and 31.

	Date Range Start–Year
	Select a year.

	Date Range End–Month
	· Jan

· Feb

· Mar

· Apr

· May

· Jun
	· Jul

· Aug

· Sep

· Oct

· Nov

· Dec

	Date Range End–Day
	Select a number between 0 and 31.

	Date Range End–Year
	Select a year.


C.13 View Exchange Network Activity
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Note: The controls shown above each table on this page (e.g., Showing 1-9 of 9 >>) will be replaced with those shown in Figure C‑25 and described in Table C‑41.
Figure C‑21.  View Exchange Network Activity Page
	Table C‑36.  View Exchange Network Activity Page Elements and Description

	Element Title/Name
	Type
	Description

	Manage Exchange Network Activity
	Table
	Displays the transactions between NetDMR and the Exchange Network Node.  The user can sort the table columns in ascending or descending order by clicking on the column titles.

	NetDMR Information—Activity Type
	Table Column Heading
	Displays the activity type.

	NetDMR Information—ID
	Table Column Heading
	Displays the ID.

	NetDMR Information—Request Date/Time
	Table Column Heading
	Displays the requested date and time.

	NetDMR Information—Status 
	Table Column Heading
	Displays the data flow request status.

	NetDMR Information—Status Update Date
	Table Column Heading
	Displays the date of the status update.

	NetDMR Information—Service
	Table Column Heading
	Displays the data service name.

	NetDMR Information—Requested Information
	Graphic Push Button
	Displays the Request Parameters pop-up window.

	NetDMR Information—Result
	Graphic Push Button
	Downloads the associated XML file.

	NetDMR Information—Log
	Graphic Push Button
	Displays the Network Activity Log page.

	Node Information—Transaction ID
	Table Column Heading
	Displays the transaction ID.

	Node Information—Transaction Status
	Table Column Heading
	Displays the transaction status.

	Node Information—Status Refresh Date
	Table Column Heading
	Displays the date of the status refresh.


C.13.1 Request Parameters Popup

Figure C‑22.  Request Parameters Popup Page[image: image31.jpg]Request Parameters
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	Table C‑37.  Request Parameters Popup Page Elements and Description

	Element Title/Name
	Type
	Description

	Request Parameters
	Pre-populated Element
	Displays the requested parameters.

	Close
	Push Button
	Closes Request Parameters popup.


C.13.2 View Network Activity Log
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Figure C‑23.  View Network Activity Log Page

	Table C‑38.  View Network Activity Log Page Elements and Description

	Element Title/Name
	Type
	Description

	Network Activity Log
	Table
	Displays the network activity log information.  The user can sort the table columns in ascending or descending order by clicking on the column titles.

	NetDMR Information—  Request ID
	Table Column Heading
	Displays the requested ID.

	NetDMR Information—  Request Date/Time
	Table Column Heading
	Displays the date and time of the request.

	NetDMR Information—  Status 
	Table Column Heading
	Displays the status of the request.

	NetDMR Information—  Service
	Table Column Heading
	Displays the service.

	NetDMR Information—  Requested Information
	Graphic Push Button
	Displays the Request Parameters popup.

	NetDMR Information—  Result
	Graphic Push Button
	Downloads the associated XML file.
Note:  Element not shown in Figure C-23.

	Node Information—Transaction ID
	Table Column Heading
	Displays the transaction ID.

	Node Information—Transaction Status
	Table Column Heading
	Displays the transaction status.

	Date/Time
	Table Column Heading
	Displays the date and time.

	Error Code
	Table Column Heading
	Displays the error code.

	Description
	Table Column Heading
	Displays the description.

	Back
	Push Button
	Displays the Manage Exchange Network Activity page.


C.14 Validate COR
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Figure C‑24.  Validate COR Page
	Table C‑39.  Validate COR Page Elements and Description

	Element Title/Name
	Type
	Description

	Select a file to upload
	Text Entry Box
	User enters the file or uses Browse to specify the file.

	Enter digital signature to be used for verification
	Text Entry Box
	User enters the digital signature.

	Submit
	Push Button
	Initiates COR validation process and displays a confirmation or error message.

	Cancel
	Push Button
	Cancels validation and displays the COR Search Results page.


	Table C‑40.  Validate COR Page Field Validations

	Element Title/Name
	Validations
	Error Messages

	Select a file to upload
	Selected file must be a zip file with an extension of .zip. 
	Only .zip files may be selected.  Please try again.

	Enter digital signature to be used for verification
	Cannot contain special characters 
	Digital signature cannot contain special characters.  Please try again. 


C.15 Sample Page Controls 
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Figure C‑25.  Sample Page Control Options

	Table C‑41.  Sample Page Control Options Elements and Description

	Element Title/Name
	Type
	Description

	Double Back Arrow
	Graphic Push Button
	Displays the first page of results.

	Back Arrow
	Graphic Push Button
	Displays the previous page of results.

	Page 
	Selection Box
	User selects a specific page number.

	Go
	Push Button
	Displays the selected page of results.

	Forward Arrow
	Graphic Push Button
	Displays the next page of results.

	Double Forward Arrow
	Graphic Push Button
	Displays the last page of results.

	View All
	Graphic Push Button
	Displays all of the results on one page.


C.16 View COR Details
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Figure C-26.  View COR Details Page

	Table C‑42.  View COR Details Page Elements and Description

	Element Title/Name
	Type
	Description

	Verify Signature
	Push Button
	Verifies the COR signature and displays the Verify COR Signature page with a confirmation message.

	Repudiate
	Push Button
	Initiates the COR Repudiation process and displays the Repudiate COR page.

	Cancel
	Push Button
	Displays the selected page of results.


C.16.1 Verify COR Signature
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Figure C-27.  Verify COR Signature Page

	Table C‑43.  Verify COR Signature Page Elements and Description

	Element Title/Name
	Type
	Description

	Permit ID
	Pre-populated Element
	Displays the permit ID.

	Monitoring Period End Date
	Pre-populated Element
	Displays the monitoring period end date.

	Signatory Name
	Pre-populated Element
	Displays the signatory name.

	Signatory User Name 
	Pre-populated Element
	Displays the signatory user name.

	Signatory Email
	Pre-populated Element
	Displays the signatory email.

	Facility ID
	Pre-populated Element
	Displays the facility ID.

	Facility Name
	Pre-populated Element
	Displays the facility name.

	Permitted Feature Number
	Pre-populated Element
	Displays the permitted feature number.

	Confirmation Number
	Pre-populated Element
	Displays the confirmation number .

	OK
	Push Button
	Verifies COR signature and displays the COR Search Results page.


C.16.2 Repudiate COR
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Figure C-28. Repudiate COR Page 

	Table C‑44.  Repudiate COR Page Elements and Description

	Element Title/Name
	Type
	Description

	Permit ID
	Pre-populated Element
	Displays the permit ID.

	Monitoring Period End Date
	Pre-populated Element
	Displays the monitoring period end date.

	Signatory Name
	Pre-populated Element
	Displays the signatory name.

	Signatory User Name 
	Pre-populated Element
	Displays the signatory user name.

	Signatory Email
	Pre-populated Element
	Displays the signatory email.

	Facility ID
	Pre-populated Element
	Displays the facility ID.

	Facility Name
	Pre-populated Element
	Displays the facility name.

	Permitted Feature Number
	Pre-populated Element
	Displays the permitted feature number.

	Confirmation Number
	Pre-populated Element
	Displays the confirmation number.

	Submit
	Push Button
	Completes the COR repudiation process.

	Cancel
	Push Button
	Displays the COR Search Results without repudiating the COR.
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