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A.1 Introduction

This appendix presents representative NetDMR Common Component prototype pages.  Common functionality includes creating an account, requesting access to a permit and associated DMRs/CORs, editing account information, retrieving a forgotten user name, resetting a forgotten password, and enabling a disabled account.  Common components of NetDMR also include access to frequently asked questions, a getting started guide, and contact information.  Following each screen capture, the page elements, field validations, and pick list options for the page are presented in a series of tables.  For brevity, confirmation message pages and error message pages are omitted; one sample error message page and one sample confirmation message page are described in Section A.15.
The prototype can be reviewed in electronic format at:   http://www2.ergweb.com/projects/netdmr/stakeholder 
 


These prototype pages were developed for illustrative purposes only, and include sample data.  The information displayed may not reflect actual or realistic data.  In addition, the layout, style, and content of the prototype pages may be revised during development to improve consistency and flow or address discrepancies between code requirements and the interface design.  Any significant recommended changes to prototype pages will be forwarded to ECOS for approval prior to being implemented.  
A.2 NetDMR Login Page
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Figure A-1.  NetDMR Login Page

	Table A-1.  NetDMR Login Page Elements and Description

	Element Title/Name
	Type
	Description

	FAQs
	Hot Link
	Displays the Frequently Asked Questions page (see Section A.5).

	Getting Started 
	Hot Link
	Displays the Getting Started page (see Section A.6).

	Contact the NetDMR Team 
	Hot Link
	Displays a page listing contacts for the Regulatory Authority (see Section A.7).

	Welcome
	Pre-populated Element
	Displays a welcome message.

	Register For a New Account
	Hot Link
	Displays the Create a NetDMR Account page (see Section A.3).

	NetDMR-RI@dem.ri.gov (representative example)
	Hot Link
	Provides the Regulatory Authority email address and opens an email in the user’s email program.

	News
	Pre-populated Element
	Displays news and updates.

	User Name
	Text Entry Box
	User enters user name.

	Password
	Text Entry Box
	User enters password.

	Submit
	Hot Link
	Displays:
· NetDMR Home page.

· NetDMR Login page with error message.

	Forgot Username?
	Hot Link
	Displays the Retrieve User Name page (see Section A.9).

	Password?
	Hot Link
	Displays the Forgot Password page (see Section A.10).

	Create a NetDMR Account
	Hot Link
	Displays the Create a NetDMR Account page (see Section A.3).

	Checking Your PermitID
	Hot Link
	Displays the Check Whether a Permit is Available for Reporting in NetDMR page (see Section A.8).


	Table A-2.  NetDMR Login Page Field Validations

	Element Title/Name
	Validations
	Error Messages

	User Name
	Exists in the database
	You have entered an invalid user name. Please try again.

	
	Account is not locked
	(Displays Locked Account page) Your account has been locked. To unlock your account, you must respond correctly to the following security question: 

	Password
	Matches password associated with user name stored in database
	You have entered an invalid password. Please try again.

	
	Is not expired
	(Displays Expired Password page) Your password has expired. To continue using NetDMR, you must create a new password. Please respond to a security question:


A.3 Create a NetDMR Account
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Enter E-mail Address Again®
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Selected Security Questions

Please provide responses for five security questions. Select each question only one time. Note that answers are cass sensitive:
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Figure A-2.  Create a NetDMR Account Page

	Table A-3.  Create a NetDMR Account Page Elements and Description

	Element Title/Name
	Type
	Description

	Login
	Hot Link
	Displays the NetDMR Login page.

	FAQs
	Hot Link
	Displays the Frequently Asked Questions page.

	Getting Started 
	Hot Link
	Displays the Getting Started page.

	Contact the NetDMR Team 
	Hot Link
	Displays a page listing contacts for the Regulatory Authority.

	Email Address
	Text Entry Box
	User enters email address. (Required)

	Enter Email Address Again
	Text Entry Box
	User enters email address again. (Required)

	User Name

-Use my email address as my user name
	Radio Button
	User clicks to select user name option. (Required) 

	User Name

-Create my own user name
	Radio Button
	User clicks to select user name option. (Required)

	User Name

-Create my own user name
	Text entry box
	User enters a user name. (Required)

	First Name
	Text Entry Box
	User enters first name. (Required)

	Last Name
	Text Entry Box
	User enters last name. (Required)

	Telephone number
	Text Entry Box
	User enters telephone number. (Required)

	Organization
	Text Entry Box
	User enters the name of the company or organization with which he/she is affiliated. (Required)

	Type of User
	Selection Box
	User selects the appropriate user type. (Required)

	Regulatory Authority
	Selection Box
	User selects the regulatory authority for which they work or that administers the permit that for which access will be requested. (Required)

	Question 1
	Selection Box
	User selects a security question. (Required)

	Question 1 Response
	Text Entry Box
	User enters a response. (Required)

	Question 2
	Selection Box
	User selects a security question. (Required)

	Question 2 Response
	Text Entry Box
	User enters a response. (Required)

	Question 3
	Selection Box
	User selects a security question. (Required)

	Question 3 Response
	Text Entry Box
	User enters a response. (Required)

	Question 4
	Selection Box
	User selects a security question. (Required)

	Question 4 Response
	Text Entry Box
	User enters a response. (Required)

	Question 5
	Selection Box
	User selects a security question. (Required)

	Question 5 Response
	Text Entry Box
	User enters a response. (Required)

	Submit
	Push Button
	Displays:

· Account Creation Confirmation page 

· Account Creation Error page.

	Reset
	Push Button
	Resets all entries to blank and resets all selections.

	Cancel
	Push Button
	Discards all entries and selections and returns the user to the NetDMR Login page.


	Table A-4.  General Validations

	Element Title/Name
	Validations
	Error Messages

	Required Fields
	Required
	All fields marked with an asterisk must be completed.  Please try again. 

	Security Questions
	A question is never selected more than once
	You may not select the same security question more than once.  Please select a different security question.

	Security Answers
	An answer is never repeated
	You may not provide the same answer to more than one question.  Please try again.


	Table A-5.  Create a NetDMR Account Page Field Validations

	Element Title/Name
	Validations
	Error Messages

	Email Address
	Maximum length
	Not applicable.  NetDMR will not allow entry of characters after the maximum length is reached.

	
	Cannot contain special characters other than “@”, “.”, and “_”
	Only the following special characters are allowed:  “@”, “.”, and “_”.  Please try again.

	
	Must contain “@” symbol
	The email address must include the “@” symbol. Please re-enter your email address.

	
	Must be unique
	This email address is already in use.  Please try again.

	Enter Email Address Again
	Must match first email address entry
	The email address you entered does not match. 

	User Name

-Create my own user name
	Maximum length

	Not applicable.  NetDMR will not allow entry of characters after the maximum length is reached.

	
	Cannot contain special characters other than “@”, “.”, and “_”
	Only the following special characters are allowed:  “@”, “.”, and “_”.  Please try again.

	First Name
	Maximum length

	Not applicable.  NetDMR will not allow entry of characters after the maximum length is reached.

	
	Cannot contain special characters other than “@”, “.” And “_”
	Only the following special characters are allowed:  “@”, “.”, and “_”.  Please try again.

	Last Name
	Maximum length

	Not applicable.  NetDMR will not allow entry of characters after the maximum length is reached.

	
	Cannot contain special characters other than “@”, “.” And “_”
	Only the following special characters are allowed:  “@”, “.”, and “_”.  Please try again.

	Telephone number
	· 10 digit number

· xxx-xxx-xxxx


	You must enter a 10-digit phone number (xxx-xxx-xxxx).  Please try again.

	Organization
	Maximum length

	Not applicable.  NetDMR will not allow entry of characters after the maximum length is reached.

	
	Cannot contain special characters other than “@”, “.”, and “_”.  
	Only the following special characters are allowed:  “@”, “.”, and “_”.  Please try again.

	Question 1 Response
	Maximum length

	Not applicable.  NetDMR will not allow entry of characters after the maximum length is reached.

	
	Cannot contain special characters other than “@”, “.”, and “_”.  
	Only the following special characters are allowed:  “@”, “.”, and “_”.  Please try again.

	Question 2 Response
	Maximum length

	Not applicable.  NetDMR will not allow entry of characters after the maximum length is reached.

	
	Cannot contain special characters other than “@”, “.”, and “_”.  
	Only the following special characters are allowed:  “@”, “.”, and “_”.  Please try again.

	Question 3 Response
	Maximum length

	Not applicable.  NetDMR will not allow entry of characters after the maximum length is reached.

	
	Cannot contain special characters other than “@”, “.” And “_”
	Only the following special characters are allowed:  “@”, “.”, and “_”.  Please try again.

	Question 4 Response
	Maximum length

	Not applicable.  NetDMR will not allow entry of characters after the maximum length is reached.

	
	Cannot contain special characters other than “@”, “.”, and “_”.  
	Only the following special characters are allowed:  “@”, “.”, and “_”.  Please try again.

	Question 5 Response
	Maximum length

	Not applicable.  NetDMR will not allow entry of characters after the maximum length is reached.

	
	Cannot contain special characters other than “@”, “.”, and “_”.  
	Only the following special characters are allowed:  “@”, “.”, and “_”.  Please try again.


	Table A-6.  Create a NetDMR Account Page Field Pick Lists 

	Element Title/Name
	Selection Options

	Type of User
	· Permittee; 
· Internal; or 
· Data Provider.

	Regulatory Authority
	The regulatory authority list options will be specified during instance customization.

	Question 1
	· “What is the name of the street where you grew up?”  

· “What is your favorite color?”  

· “What is your mother’s maiden name?”  

· “What is your father’s middle name?”  

· “What is your favorite vacation destination?”  

· “What is your favorite city?”  

· “What is the name of the high school you attended?”  

· “Who was your childhood hero?”  

· “What was your high school mascot?”

· “What was your first pet’s name?”  

	Question 2
	· “What is the name of the street where you grew up?”  

· “What is your favorite color?”  

· “What is your mother’s maiden name?”  

· “What is your father’s middle name?”  

· “What is your favorite vacation destination?”  

· “What is your favorite city?”  

· “What is the name of the high school you attended?”  

· “Who was your childhood hero?”  

· “What was your high school mascot?”

·  “What was your first pet’s name?”  

	Question 3
	· “What is the name of the street where you grew up?”  

· “What is your favorite color?”  

· “What is your mother’s maiden name?”  

· “What is your father’s middle name?”  

· “What is your favorite vacation destination?”  

· “What is your favorite city?”  

· “What is the name of the high school you attended?”  

· “Who was your childhood hero?”  

· “What was your high school mascot?”

·  “What was your first pet’s name?”  

	Question 4
	· “What is the name of the street where you grew up?”  

· “What is your favorite color?”  

· “What is your mother’s maiden name?”  

· “What is your father’s middle name?”  

· “What is your favorite vacation destination?”  

· “What is your favorite city?”  

· “What is the name of the high school you attended?”  

· “Who was your childhood hero?”  

· “What was your high school mascot?”

·  “What was your first pet’s name?”  

	Question 5
	· “What is the name of the street where you grew up?”  

· “What is your favorite color?”  

· “What is your mother’s maiden name?”  

· “What is your father’s middle name?”  

· “What is your favorite vacation destination?”  

· “What is your favorite city?”  

· “What is the name of the high school you attended?”  

· “Who was your childhood hero?”  

· “What was your high school mascot?”

·  “What was your first pet’s name?”  


A.3.1 Complete the NetDMR Account Creation Process
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Hello john.smith@erg.com. To finish creating your NetDMR account, provide a response to the security question
and enter a password for your account.

What i your father's middle (answers are case-sansiive)

bt ey (case sensitive, 8-20 characters,
include letters and numbers)

Enter Password again:

Cancel

View the Sample Errar Message page
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Figure A-3.  Complete the NetDMR Account Creation Process Page

	Table A-7.  Complete the NetDMR Account Creation Process Page Elements and Description

	Element Title/Name
	Type
	Description

	Login
	Hot Link
	Displays the NetDMR Login page.

	FAQs
	Hot Link
	Displays the Frequently Asked Questions page.

	Getting Started 
	Hot Link
	Displays the Getting Started page.

	Contact the NetDMR Team 
	Hot Link
	Displays a page listing contacts for the Regulatory Authority.

	What is your favorite vacation destination? (Randomly Selected Security Question)
	Text Entry Box
	User enters correct response to security question. (Required)

	Enter Password
	Text Entry Box
	User enters a password. (Required)

	Enter Password Again
	Text Entry Box
	User enters a password again. (Required)

	Submit
	Push Button
	Displays NetDMR Account Created page.

	Cancel
	Push Button
	Ends the process and displays the NetDMR Login page.


	Table A-8.  Complete the NetDMR Account Creation Process Page Field Validations

	Element Title/Name
	Validations
	Error Messages

	What is your favorite vacation destination? (Randomly selected security question)
	Must match user-supplied answer stored in the database
	The information you entered does not match our records.  Please try again.  Note: answers are case-sensitive.

	
	Maximum length
	Not applicable.  NetDMR will not allow entry of characters after the maximum length is reached.

	
	Cannot contain special characters other than “@”, “.”, and “_”.  
	Only the following special characters are allowed:  “@”, “.”, and “_”.  Please try again.

	Enter Password
	· Minimum length = 8

· Maximum length = 20  
	Password must be between 8 and 20 characters.  Please try again.

	
	· Contains numbers, and uppercase or lower case letters

· Cannot contain special characters other than: !@#$^&*+=
	Password must contain at least one letter and one number and cannot contain special characters other than: !@#$^&*+=

	Enter Password Again
	Must match password entered first
	Password does not match.  Please try again.


A.4 Frequently Asked Questions
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Getting Started/General Questions
« What is NetDIR?
+ Hou can I aet acsess to NetDMR?

« Do Thave to use NetDMR?
« Howdo 1 get help?

& Topic 2

General - What is NetDMR?

NetDMR is a secure web application that State XX has deployed for permittees to use to eletranically complete, sign, and submit
DMRs. NetDR maintains a capy of record.

Back to top

General - How can I get access to NetDMR?

Accessing NetDMR requires that you cvreate a NetDMR account. You may want to check to verify that your permit is available
for reporting before you create an account by dlicking *Check my PermitiD" on hte login page. If your permit is not yet
available, check again saon or contact your regualtory autharity.

Back to top

General - Do I have to use NetDMR?

Lorem ipsum dolor sit amet, consectstuer adipiscing elit, Aenean iaculis faucibus velit. Mascenas risus felis, pharetra sit amet,
rutrum sed, fermentum et, orci. Duis pellentesque leo. Etiam quis turpis. Ut pellentesque cursus ligula, Aenean urna
Pellentesque varius, tellus a sadales ullamearper, diam nisi interdum pede, et sodales urna mi quis dalor, Aenean arcu adio,
auctor ut, consequat posuers, convalli at, odio. Nullam risl. Nulla porttitor, augue at gravida semper, nisi felis dignissim tortor,
et rhoncus massa tortor id sapien. Vestibulum placerat tincidunt lacus.

Back to top

General - How do T get help?

Lorem ipsum dolor sit amet, consectetuer adipiscing elit, Acnean iaculis faucibus velit, Mascenas risus felis, pharetra sit amet,
rutrum sed, fermentum et, orci. Duis pellentesque leo. Etiam quis turpis. Ut pellentesque cursus ligula. Aenean urna
Pellentesaue varius, tellus a sodales ullameorper, diam isi interdum pede, et sodales urna mi quis dolor. Aenean arcu odio,
auctor ut, consequat posuere, convallis at, odio. Nullam nisl. Nulla portitor, augue at aravida semper, nis felis dignissim tortor,
et thoncus massa tortor id sapien. Yestibulum placerat tincidunt lacus

Back to top

Topic 2 - Question 17

Lorem ipsum dalor sit amet, consectetuer adipiscing elit, Aenean iaculis faucibus velit. Mascenas risus felis, pharetra sit amet,
rutrum sed, fermentum et, orci. Duis pellentesque leo

Back to top

Topic 2 -Question 27

Lorem ipsum dalor sit amet, consectetuer adipiscing elit, Aenean iaculis faucibus velit. Mascenas risus felis, pharetra sit amet,
rutrum sed, fermentum et, orci. Duis pellentesque leo

Back to top

Topic 2 -Question 37

Lorem ipsum dalor sit amet, consectetuer adipiscing elit, Aenean iaculis faucibus velit. Mascenas risus felis, pharetra sit amet,
rutrum sed, fermentum et, orci. Duis pellentesque leo

Back to top

Topic 2 -Question 47

Lorem ipsum dalor sit amet, consectetuer adipiscing elit, Aenean iaculis faucibus velit. Mascenas risus felis, pharetra sit amet,
rutrum sed, fermentum et, orci. Duis pellentesque leo

Back to top
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Figure A-4.  Frequently Asked Questions Page
	Table A-9.  Frequently Asked Questions Page Elements and Description

	Element Title/Name
	Type
	Description

	Login
	Hot Link
	Displays the NetDMR Login page.

	FAQs
	Hot Link
	Displays the Frequently Asked Questions page.

	Getting Started 
	Hot Link
	Displays the Getting Started page.

	Contact the NetDMR Team 
	Hot Link
	Displays a page listing contacts for the Regulatory Authority.

	Getting Started/General Questions Plus Sign/Minus Sign
	Graphic Push Button
	Expands/collapses the list of Getting Started/General Questions links.

	What is NetDMR?
	Hot Link
	Displays the associated answer located lower on the page.

	How can I get access to NetDMR?
	Hot Link
	Displays the associated answer located lower on the page.

	Do I have to use NetDMR?
	Hot Link
	Displays the associated answer located lower on the page.

	How do I get help?
	Hot Link
	Displays the associated answer located lower on the page.

	Topic 2 Plus Sign/ Minus Sign
	Graphic Push Button
	Expands/collapses list of Topic 2 links.

	Question N?
	Hot Link
	Displays the associated answer located lower on the page.

	Back to Top
	Hot Link
	Displays the top of the FAQ list.


A.5 Getting Started



The Getting Started page is accessible from the NetDMR Login page.  This page will describe the user and system requirements for users new to NetDMR.

A.6 Contact the NetDMR Team

The Contact the NetDMR Team page is accessible from the NetDMR Login page.  This page will display applicable contact information.
A.7 Check Whether A Permit Is Available for Reporting in NetDMR
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Figure A-5.  Check Whether A Permit is Available for Reporting in NetDMR Page
	Table A-10.  Check Whether A Permit is Available for Reporting in NetDMR Page Elements and Description

	Element Title/Name
	Type
	Description

	Login
	Hot Link
	Displays the NetDMR Login page.

	FAQs
	Hot Link
	Displays the Frequently Asked Questions page.

	Getting Started 
	Hot Link
	Displays the Getting Started page.

	Contact the NetDMR Team 
	Hot Link
	Displays a page listing contacts for the Regulatory Authority.

	Enter a Permit ID
	Text Entry Box
	User enters full permit identification number. (Required)

	Check Permit ID
	Push Button
	Displays PermitID Check Results page.


	Table A-11.  Check Whether A Permit is Available for Reporting in NetDMR Page Field Validations

	Element Title/Name
	Validations
	Error Messages

	Enter a Permit ID
	· Required, Permit ID is not blank
	You must enter a Permit ID. Please try again.

	
	· Exists in database for the regulatory authority associated with the instance
	Permit ID xxxxxx is not available.


A.7.1 Permit ID Check Results
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Figure A-6.  PermitID Check Results Page

	Table A-12.  PermitID Check Results NetDMR Page Elements and Description

	Element Title/Name
	Type
	Description

	Login
	Hot Link
	Displays the NetDMR Login page.

	FAQs
	Hot Link
	Displays the Frequently Asked Questions page.

	Getting Started 
	Hot Link
	Displays the Getting Started page.

	Contact the NetDMR Team 
	Hot Link
	Displays a page listing contacts for the Regulatory Authority.

	Creating an Account
	Hot Link
	Displays the Create a NetDMR Account page.

	Login
	Hot Link
	Displays the NetDMR Login page.

	Enter a Permit ID
	Text Entry Box
	User enters full permit identification number. (Required)

	Check Permit ID
	Push Button
	Displays PermitID Check Results page.


	Table A-13.  PermitID Check Results Page Field Validations

	Element Title/Name
	Validations
	Error Messages

	Enter a Permit ID
	· Required, Permit ID is not blank
	You must enter a PermitID. Please try again.

	
	· Exists in database for the regulatory authority associated with the instance
	Permit ID xxxxxx is not available.


A.8 Retrieve User Name 
A.8.1 Retrieve User Name: Step 1  
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Figure A-7.  Retrieve User Name: Step 1 Page
	Table A-14.  Retrieve User Name Page Elements and Description

	Element Title/Name
	Type
	Description

	Login
	Hot Link
	Displays the NetDMR Login page.

	FAQs
	Hot Link
	Displays the Frequently Asked Questions page.

	Getting Started 
	Hot Link
	Displays the Getting Started page.

	Contact the NetDMR Team 
	Hot Link
	Displays a page listing contacts for the Regulatory Authority.

	Email Address
	Text Entry Box
	User enters full email address. (Required)

	Submit
	Push Button
	Displays Retrieve User Name page with Step 2.

	Cancel
	Push Button
	Displays NetDMR Login page.


	Table A-15.  Retrieve User Name Page Field Validations

	Element Title/Name
	Validations
	Error Messages

	Email Address
	Must match user-supplied email address stored in database
	The email address you entered does not match our records. Please try again.


A.8.2 Retrieve User Name: Step 2
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Figure A-8.  Retrieve User Name: Step 2 Page

	Table A-16.  Retrieve User Name: Step 2 Page Elements and Description

	Element Title/Name
	Type
	Description

	Login
	Hot Link
	Displays the NetDMR Login page.

	FAQs
	Hot Link
	Displays the Frequently Asked Questions page.

	Getting Started 
	Hot Link
	Displays the Getting Started page.

	Contact the NetDMR Team 
	Hot Link
	Displays a page listing contacts for the Regulatory Authority.

	Email Address
	Pre-populated Element
	Displays user’s email address.

	What is your favorite vacation destination? (Randomly Selected Security Question)
	Text Entry Box
	User enters correct response. (Required)

	Submit
	Push Button
	Displays Retrieve User Name page with user name displayed.

	Cancel
	Push Button
	Displays NetDMR Login page.


	Table A-17.  Retrieve User Name: Step 2 Page Field Validations

	Element Title/Name
	Validations
	Error Messages

	What is your favorite vacation destination? (Randomly Selected Security Question)
	Must match user-supplied answer stored in database
	The answer you entered does not match our records. Please try again. Note: answers are case-sensitive.


A.8.3 Retrieve User Name Result
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Figure A-9.  Retrieve User Name: Result Page

	Table A-18.  Retrieve User Name: Step 2 Page Elements and Description

	Element Title/Name
	Type
	Description

	Login
	Hot Link
	Displays the NetDMR Login page.

	FAQs
	Hot Link
	Displays the Frequently Asked Questions page.

	Getting Started 
	Hot Link
	Displays the Getting Started page.

	Contact the NetDMR Team 
	Hot Link
	Displays a page listing contacts for the Regulatory Authority.

	User Name
	Pre-populated Element
	Displays forgotten user name.

	Login Page
	Hot Link
	Displays the NetDMR Login page.


A.9 Forgot Password 
A.9.1 Forgot Password: Step1 
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Figure A-10.  Forgot Password: Step 1 Page

	Table A-19.  Forgot Password: Step 1 Page Elements and Description

	Element Title/Name
	Type
	Description

	Login
	Hot Link
	Displays the NetDMR Login page.

	FAQs
	Hot Link
	Displays the Frequently Asked Questions page.

	Getting Started 
	Hot Link
	Displays the Getting Started page.

	Contact the NetDMR Team 
	Hot Link
	Displays a page listing contacts for the Regulatory Authority.

	Email Address
	Text Entry Box
	User enters full email address. (Required)

	Submit
	Push Button
	Displays Forgot Password: Step 2 page.

	Cancel
	Push Button
	Displays NetDMR Login page.


	Table A-20.  Forgot Password: Step 1 Page Field Validations

	Element Title/Name
	Validations
	Error Messages

	Email Address
	Must match user-supplied email address stored in database
	The email address you entered does not match our records. Please try again.


A.9.2 Forgot Password: Step 2 
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Figure A-11.  Forgot Password: Step 2 Page

	Table A-21.  Forgot Password: Step 2 Page Elements and Description

	Element Title/Name
	Type
	Description

	Login
	Hot Link
	Displays the NetDMR Login page.

	FAQs
	Hot Link
	Displays the Frequently Asked Questions page.

	Getting Started 
	Hot Link
	Displays the Getting Started page.

	Contact the NetDMR Team 
	Hot Link
	Displays a page listing contacts for the Regulatory Authority.

	Email Address
	Pre-populated Element
	Displays user’s email address.

	Who was your childhood hero? (Randomly Selected Security Question)
	Text Entry Box
	User enters correct response. (Required)

	Submit
	Push Button
	· Displays Forgot Password Name page and confirmation message.

· Displays Forgot Password: Step 2 page with error message.

	Cancel
	Push Button
	Displays NetDMR Login page.


	Table A-22.  Forgot Password: Step 2 Page Field Validations

	Element Title/Name
	Validations
	Error Messages

	Who was your childhood hero? (Randomly Selected Security Question)
	Must match user-supplied answer stored in database
	The answer you entered does not match our records. Please try again. Note: answers are case-sensitive.


A.9.3 Complete NetDMR Password Reset Request
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Figure A-12.  Complete NetDMR Password Reset Request Page
	Table A-23.  Complete NetDMR Password Reset Request Page Elements and Description

	Element Title/Name
	Type
	Description

	Login
	Hot Link
	Displays the NetDMR Login page.

	FAQs
	Hot Link
	Displays the Frequently Asked Questions page.

	Getting Started 
	Hot Link
	Displays the Getting Started page.

	Contact the NetDMR Team 
	Hot Link
	Displays a page listing contacts for the Regulatory Authority.

	What is your father’s middle name?  (Randomly selected security question)
	Text Entry Box
	User provides correct answer. (Required)

	Enter Password
	Text Entry Box
	User enters a new password. (Required)

	Enter Password Again
	Text Entry Box
	User enters a new password again. (Required)

	Submit
	Push Button
	Displays NetDMR Account Created page.

	Cancel
	Push Button
	Displays NetDMR Login page.


	Table A-24.  Complete NetDMR Password Reset Request Page Field Validations

	Element Title/Name
	Validations
	Error Messages

	What is your father’s middle name?  (Randomly selected security question)
	Must match user-supplied answer stored in the database
	The information you entered does not match our records.  Please try again.  Note: answers are case-sensitive.

	Enter Password
	· Minimum length = 8

· Maximum length = 20  
	Password must be between 8 and 20 characters.  Please try again.

	
	· Contains numbers, and uppercase or lower case letters

· Cannot contain special characters other than: !@#$^&*+=
	Password must contain at least one letter and one number and cannot contain special characters other than: !@#$^&*+=

	Enter Password Again
	Must match password entered first
	Password does not match.  Please try again.


A.10 Expired Password
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Figure A-13.  Expired Password Page
	Table A-25.  Expired Password Page Elements and Description

	Element Title/Name
	Type
	Description

	Login
	Hot Link
	Displays the NetDMR Login page.

	FAQs
	Hot Link
	Displays the Frequently Asked Questions page.

	Getting Started 
	Hot Link
	Displays the Getting Started page.

	Contact the NetDMR Team 
	Hot Link
	Displays a page listing contacts for the Regulatory Authority.

	What is your favorite vacation destination?  (Randomly selected security question)
	Text Entry Box
	User provides correct answer. (Required)

	Enter Current Password
	Text Entry Box
	User enters the current password. (Required)

	Enter New Password
	Text Entry Box
	User enters a new password. (Required)

	Enter New Password Again
	Text Entry Box
	User enters a new password again. (Required)

	Submit
	Push Button
	Displays NetDMR Account Created page.

	Cancel
	Push Button
	Displays NetDMR Login page.


	Table A-26.  Expired Password Page Field Validations

	Element Title/Name
	Validations
	Error Messages

	What is your favorite vacation destination?  (Randomly selected security question)
	Must match user-supplied answer stored in the database
	The information you entered does not match our records.  Note: answers are case-sensitive.  (Note: another randomly selected secret question is displayed.)

	Enter Current Password
	Must match current password stored in database.
	Incorrect password.  Please try again.

	Enter New Password
	· Minimum length = 8

· Maximum length = 20  
	Password must be between 8 and 20 characters.  Please try again.

	
	· Contains numbers, and uppercase or lower case letters

· Cannot contain special characters other than: !@#$^&*+=
	Password must contain at least one letter and one number and cannot contain special characters other than: !@#$^&*+=

	
	· Is not the same as the last 10 passwords used
	You may not use any of the last 10 passwords associated with your account.  Please try again.

	Enter New Password Again
	Must match password entered first
	Password does not match.  Please try again.


A.11 Locked Account
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Figure A-14.  Locked Account Page
	Table A-27.  Locked Account Page Elements and Description

	Element Title/Name
	Type
	Description

	Login
	Hot Link
	Displays the NetDMR Login page.

	FAQs
	Hot Link
	Displays the Frequently Asked Questions page.

	Getting Started 
	Hot Link
	Displays the Getting Started page.

	Contact the NetDMR Team 
	Hot Link
	Displays a page listing contacts for the Regulatory Authority.

	What is the name of the street where you grew up?  (Randomly selected security question)
	Text Entry Box
	User provides correct answer. (Required)

	Submit
	Push Button
	· Displays NetDMR Login page.

· Displays Locked Account page with error message and new security question.

	Cancel
	Push Button
	Refreshes page and displays instructions for contacting regulatory authority.


	Table A-28.  Locked Account Page Field Validations

	Element Title/Name
	Validations
	Error Messages

	What is the name of the street where you grew up?  (Randomly selected security question)
	Must match user-supplied answer stored in the database
	The information you entered does not match our records.  Note: answers are case-sensitive.  (Another randomly selected secret question is displayed.)


A.12 Generic NetDMR Home Page
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Figure A-15.  Generic NetDMR Home Page

	Table A-29.  Generic NetDMR Home Page Elements and Description

	Element Title/Name
	Type
	Description

	Home
	Hot Link
	Displays the NetDMR Home page.

	My Account
	Hot Link
	Displays the My Account page.

	Request Access 
	Hot Link
	Displays the Request Access to a Permit and Associated DMRs page.

	Help 
	Hot Link
	Displays the Help page.

	Logout
	Hot Link
	Ends the session, logs out the user, and displays the NetDMR Login page.

	User
	Pre-populated Element
	Displays the user name and user type for the current user.

	Last 10 Logins
	Table
	Displays the date and time of the last 10 logins.

	Sample Expired Password Page
	Hot Link
	Displays the Expired Password page.

	Sample Locked Account Page
	Hot Link
	Displays the Locked Account page.

	Sample Timeout Message Popup
	Hot Link
	Displays the Timeout Message popup.


A.13 Session Time Out Message
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Figure A-16.  Session Time Out Message Pop up

	Table A-30.  Session Time Out Message Pop up Elements and Description

	Element Title/Name
	Type
	Description

	OK
	Push Button
	Closes pop up window.


A.14 My Account
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Figure A-17.  My Account Page

Note: a column for Request Date has been added to the My Permits table on this page.
	Table A-31.  My Account Page Elements and Description

	Element Title/Name
	Type
	Description

	Home
	Hot Link
	Displays the NetDMR Home page.

	My Account
	Hot Link
	Displays the My Account page.

	Request Access 
	Hot Link
	Displays the Request Access to a Permit and Associated DMRs page.

	Help 
	Hot Link
	Displays the Help page.

	Logout
	Hot Link
	Ends the session, logs out the user, and displays the NetDMR Login page.

	Edit My Account
	Push Button
	Displays the Edit My Account Page.

	Cancel
	Push Button
	Displays the NetDMR Home page.

	General Account Information
	Table
	Displays general account information associated with the user.

	Email Address
	Pre-populated Element
	Displays the user’s email address. 

	User Name
	Pre-populated Element
	Displays the user’s user name.

	First Name
	Pre-populated Element
	Displays the user’s first name. 

	Last Name
	Pre-populated Element
	Displays the user’s last name.

	Telephone number
	Pre-populated Element
	Displays the user’s telephone number. 

	Organization
	Pre-populated Element
	Displays the name of the company or organization with which the user is affiliated. 

	Type of User
	Pre-populated Element
	Displays the user’s user type. 

	Regulatory Authority
	Pre-populated Element
	Displays the regulatory authority that employs the user or administers the permit associated with the account. 

	Selected Security Questions
	Table
	Displays the user’s five selected security questions.

	Five Selected Security Questions
	Pre-populated Element
	Displays the five security questions chosen by the user.

	My Permits
	Table
	Displays the permits, access rights, access status, and subscriber agreements associated with the user.

	Request Another
	Push Button
	Displays the Request Access to a Permit and Associated DMRs Page (see Section A-14).

	Permit ID
	Table Column Heading
	Displays the Permit ID.

	Access Rights
	Table Column Heading
	Displays the type of access rights.

	Request Access Rights Change
	Graphic Push Button
	Displays Request Access Rights Change page.

	Access Status
	Table Column Heading
	Displays the access request status

	Subscriber Agreement
	Graphic Push Button
	Displays subscriber agreement for pending access requests.


A.14.1 Request Access Rights Change

[image: image18.jpg]Home | My Account | Request Access | Help | Logout @User: johnsmith, Permittee

A

NetDMR

Cansectetuer Phasellus Quisque Asnean min
Adipiscing Mauris Aenean

| Menu 1 | Menu 2 | Menu 3 | Menu 4
Vehicula Curae

# Request Access Rights Change
Permit 1D 1234567

Type of Access Select Type of Accass

Save Change Request

Pratoype Notes:

User Logged in as: johnsmith,





Figure A-18.  Request Access Rights Change Page
	Table A-32.  Request Access Rights Change Page Elements and Description

	Element Title/Name
	Type
	Description

	Home
	Hot Link
	Displays the NetDMR Home page.

	My Account
	Hot Link
	Displays the My Account page.

	Request Access 
	Hot Link
	Displays the Request Access to a Permit and Associated DMRs page.

	Help 
	Hot Link
	Displays the Help page.

	Logout
	Hot Link
	Ends the session, logs out the user, and displays the NetDMR Login page.

	Permit ID
	Pre-populated Element
	Displays the Permit ID.

	Type of Access
	Selection Box
	User selects the type of access desired.

	Save Change Request
	Push Button
	Displays the My Account page with confirmation message.

	Cancel
	Push Button
	Displays the My Account page without changes saved.


Table A-33.  Request Access Rights Change Page Field Pick Lists

	Element Title/Name
	Selection Options

	Type of Access
	· Read Only

· Edit 

· Signatory

· Permit Administrator

· Partially Completed Read Only

(Available options customized based on user type)


A.15 Edit My Account
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Figure A-19.  Edit My Account Page

	Table A-34.  Edit My Account Page Elements and Description

	Element Title/Name
	Type
	Description

	Home
	Hot Link
	Displays the NetDMR Home page.

	My Account
	Hot Link
	Displays the My Account page.

	Request Access 
	Hot Link
	Displays the Request Access to a Permit and Associated DMRs page.

	Help 
	Hot Link
	Displays the Help page.

	Logout
	Hot Link
	Ends the session, logs out the user, and displays the NetDMR Login page.

	General Account Information
	Table
	Displays general account information associated with the user.

	Email Address
	Text Entry Box
	User edits email address. (Required)

	User Name

-Use my email address as my user name
	Radio Button
	User clicks to select user name option. (Required)

	User Name

-Create my own user name
	Radio Button
	User clicks to select user name option. (Required)

	User Name

-Create my own user name
	Text entry box
	User enters a user name. (Required)

	First Name
	Text Entry Box
	User edits first name. (Required)

	Last Name
	Text Entry Box
	User edits last name. (Required)

	Telephone number
	Text Entry Box
	User edits telephone number. (Required)

	Organization
	Text Entry Box
	User edits the name of the company or organization with which he/she is affiliated. (Required)

	Type of User
	Pre-populated Element
	Displays the user type.

	Regulatory Authority
	Selection Box
	User selects the regulatory authority that employs the user or administers the permit associated with the account. 

	Security Questions and Answers
	Table
	Displays currently selected security questions.

	Plus Sign/Minus Sign
	Graphic Push Button
	Expands/Collapses the list of selected security questions.

	Question 1
	Selection Box
	User selects a security question. 

	Question 1 Response
	Text Entry Box
	User enters a response. 

	Question 2
	Selection Box
	User selects a security question. 

	Question 2 Response
	Text Entry Box
	User enters a response. 

	Question 3
	Selection Box
	User selects a security question. 

	Question 3 Response
	Text Entry Box
	User enters a response. 

	Question 4
	Selection Box
	User selects a security question. 

	Question 4 Response
	Text Entry Box
	User enters a response. 

	Question 5
	Selection Box
	User selects a security question. 

	Question 5 Response
	Text Entry Box
	User enters a response. 

	Change Your Password
	Table
	Allows user to create a new password for their account.

	Enter a new password
	Text Entry Box
	User enters a new password.

	Re-enter your password
	Text Entry Box
	User enters the new password again.

	Account Verification
	Table
	Requires user to answer a security question and enter their current password to verify the account.

	What is your favorite vacation destination? (Randomly Selected Security Question)
	Text Entry Box
	User enters the answer. (Required)

	Enter current password
	Text Entry Box
	User enters the current password. (Required)

	Save
	Push Button
	Displays Edit My Account page with confirmation or error message.

	Cancel
	Push Button
	Displays My Account page.


Note: a user may lock their account from this page; functionality for locking accounts is not shown in this figure.
	Table A-35.  General Validations

	Element Title/Name
	Validations
	Error Messages

	Required Fields
	Required
	All fields marked with an asterisk must be completed.  Please try again. 

	Security Questions
	A question is never selected more than once
	You may not select the same security question more than once.  Please select a different security question.

	Security Answers
	An answer is never repeated
	You may not provide the same answer to more than one question.  Please try again.


	Table A-36.  Edit My Account Page Field Validations

	Element Title/Name
	Validations
	Error Messages

	Email Address
	Maximum length


	Not applicable.  NetDMR will not allow entry of characters after the maximum length is reached.

	
	Cannot contain special characters other than “@”, “.” And “_”
	Only contain the following special characters are allowed:  “@”, “.” And “_”.  Please try again.

	
	Must contain “@” symbol


	The email address must include the “@” symbol. Please re-enter your email address.

	
	Must be unique
	This email address is already in use.  Please try again.

	User Name

-Create my own user name
	Maximum length
	Not applicable.  NetDMR will not allow entry of characters after the maximum length is reached.

	
	Cannot contain special characters other than “@”, “.” And “_”
	Only contain the following special characters are allowed:  “@”, “.” And “_”.  Please try again.

	First Name
	Maximum length

	Not applicable.  NetDMR will not allow entry of characters after the maximum length is reached.

	
	Cannot contain special characters other than “@”, “.” And “_”
	Only contain the following special characters are allowed:  “@”, “.” And “_”.  Please try again.

	Last Name
	Maximum length

	Not applicable.  NetDMR will not allow entry of characters after the maximum length is reached.

	
	Cannot contain special characters other than “@”, “.” And “_”
	Only contain the following special characters are allowed:  “@”, “.” And “_”.  Please try again.

	Telephone number
	· 10 digit number

· xxx-xxx-xxxx


	You must enter a 10-digit phone number.  Please try again.

	Organization
	Maximum length

	Not applicable.  NetDMR will not allow entry of characters after the maximum length is reached.

	
	Cannot contain special characters other than “@”, “.” And “_”
	Only contain the following special characters are allowed:  “@”, “.” And “_”.  Please try again.

	Enter a New Password
	· Minimum length = 8

· Maximum length = 20  
	Password must be between 8 and 20 characters.  Please try again.

	
	· Contains numbers, and uppercase or lower case letters

· Cannot contain special characters other than: !@#$^&*+=
	Password must contain at least one letter and one number and cannot contain special characters other than: !@#$^&*+=

	Re-enter New Password
	Must match password entered first
	Password does not match.  Please try again.

	What Is Your Favorite Vacation Destination? (Randomly Selected Security Question)
	Must match user-supplied answer stored in the database
	The information you entered does not match our records.  Note: answers are case-sensitive.  (Another randomly selected secret question is displayed.)

	
	Maximum length
	Not applicable.  NetDMR will not allow entry of characters after the maximum length is reached.

	
	Cannot contain special characters other than “@”, “.”, and “_”.  
	Only the following special characters are allowed:  “@”, “.”, and “_”.  Please try again.

	Enter Current Password
	Must match password stored in the database
	You have entered an incorrect password. Please try again.


	Table A-37.  Edit My Account Page Field Pick Lists 

	Element Title/Name
	Selection Options

	Regulatory Authority
	The regulatory authority list options will be specified during instance customization.

	Question 1
	· “What is the name of the street where you grew up?”  

· “What is your favorite color?”  

· “What is your mother’s maiden name?”  

· “What is your father’s middle name?”  

· “What is your favorite vacation destination?”  

· “What is your favorite city?”  

· “What is the name of the high school you attended?”  

· “Who was your childhood hero?”  

· “What was your high school mascot?”

· “What was your first pet’s name?”  

	Question 2
	· “What is the name of the street where you grew up?”  

· “What is your favorite color?”  

· “What is your mother’s maiden name?”  

· “What is your father’s middle name?”  

· “What is your favorite vacation destination?”  

· “What is your favorite city?”  

· “What is the name of the high school you attended?”  

· “Who was your childhood hero?”  

· “What was your high school mascot?”

·  “What was your first pet’s name?”  

	Question 3
	· “What is the name of the street where you grew up?”  

· “What is your favorite color?”  

· “What is your mother’s maiden name?”  

· “What is your father’s middle name?”  

· “What is your favorite vacation destination?”  

· “What is your favorite city?”  

· “What is the name of the high school you attended?”  

· “Who was your childhood hero?”  

· “What was your high school mascot?”

·  “What was your first pet’s name?”  

	Question 4
	· “What is the name of the street where you grew up?”  

· “What is your favorite color?”  

· “What is your mother’s maiden name?”  

· “What is your father’s middle name?”  

· “What is your favorite vacation destination?”  

· “What is your favorite city?”  

· “What is the name of the high school you attended?”  

· “Who was your childhood hero?”  

· “What was your high school mascot?”

·  “What was your first pet’s name?”  

	Question 5
	· “What is the name of the street where you grew up?”  

· “What is your favorite color?”  

· “What is your mother’s maiden name?”  

· “What is your father’s middle name?”  

· “What is your favorite vacation destination?”  

· “What is your favorite city?”  

· “What is the name of the high school you attended?”  

· “Who was your childhood hero?”  

· “What was your high school mascot?”

·  “What was your first pet’s name?”  


A.15.1 Edit My Account Sample Error Message
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Figure A-20.  Edit My Account Sample Error Message Page

	Table A-38.  Edit My Account Sample Error Message Page Elements and Description

	Element Title/Name
	Type
	Description

	Home
	Hot Link
	Displays the NetDMR Home page.

	My Account
	Hot Link
	Displays the My Account page.

	Request Access 
	Hot Link
	Displays the Request Access to a Permit and Associated DMRs page.

	Help 
	Hot Link
	Displays the Help page.

	Logout
	Hot Link
	Ends the session, logs out the user, and displays the NetDMR Login page.

	General Account Information
	Table
	Displays general account information associated with the user.

	Email Address
	Text Entry Box
	User edits the email address. (Required)

	User Name

-Create my own user name
	Text entry box
	User edits the user name. (Required)

	First Name
	Text Entry Box
	User edits the first name. (Required)

	Last Name
	Text Entry Box
	User edits the last name. (Required)

	Telephone number
	Text Entry Box
	User edits the telephone number. (Required)

	Organization
	Text Entry Box
	User edits the name of the company or organization with which the user is affiliated. (Required)

	Type of User
	Pre-populated Element
	User edits the user type. (Required)

	Regulatory Authority
	Selection Box
	Displays the regulatory authority that employs the user or administers the permit associated with the account.

	Security Questions and Answers
	Table
	Displays currently selected security questions.

	Plus Sign/Minus Sign
	Graphic Push Button
	Expands/collapses the list of selected security questions.

	Question 1
	Selection Box
	User selects a security question. (Required)

	Question 1 Response
	Text Entry Box
	User enters a response. (Required)

	Question 2
	Selection Box
	User selects a security question. (Required)

	Question 2 Response
	Text Entry Box
	User enters a response. (Required)

	Question 3
	Selection Box
	User selects a security question. (Required)

	Question 3 Response
	Text Entry Box
	User enters a response. (Required)

	Question 4
	Selection Box
	User selects a security question. 

	Question 4 Response
	Text Entry Box
	User enters a response. 

	Question 5
	Selection Box
	User selects a security question. 

	Question 5 Response
	Text Entry Box
	User enters a response. 

	Change Your Password
	Table
	Allows user to create a new password for their account. 

	Enter a new password
	Text Entry Box
	User enters a new password. (Required)

	Re-enter your password
	Text Entry Box
	User enters the new password again. (Required)

	Account Verification
	Table
	Requires user to answer a security question and enter their current password to verify the account.

	What is your favorite vacation destination? (Randomly Selected Security Question)
	Text Entry Box
	User enters the answer. (Required)

	Enter current password
	Text Entry Box
	User enters the current password. (Required)

	Save
	Push Button
	Displays Edit My Account page with confirmation message or error message.

	Cancel
	Push Button
	Displays My Account page.


	Table A-39.  Edit My Account Sample Error Message Page Field Validations

	Element Title/Name
	Validations
	Error Messages

	Email Address
	Maximum length


	Not applicable.  NetDMR will not allow entry of characters after the maximum length is reached.

	
	Cannot contain special characters other than “@”, “.” And “_”
	Only contain the following special characters are allowed:  “@”, “.” And “_”.  Please try again.

	
	Must contain “@” symbol
	The email address must include the “@” symbol. Please re-enter your email address.

	
	Must be unique
	This email address is already in use.  Please try again.

	User Name

-Create my own user name
	Maximum length

	Not applicable.  NetDMR will not allow entry of characters after the maximum length is reached.

	
	Cannot contain special characters other than “@”, “.” And “_”
	Only contain the following special characters are allowed:  “@”, “.” And “_”.  Please try again.

	First Name
	Maximum length

	Not applicable.  NetDMR will not allow entry of characters after the maximum length is reached.

	
	Cannot contain special characters other than “@”, “.” And “_”
	Only contain the following special characters are allowed:  “@”, “.” And “_”.  Please try again.

	Last Name
	Maximum length

	Not applicable.  NetDMR will not allow entry of characters after the maximum length is reached.

	
	Cannot contain special characters other than “@”, “.” And “_”
	Only contain the following special characters are allowed:  “@”, “.” And “_”.  Please try again.

	Telephone number
	· 10 digit number

· xxx-xxx-xxxx


	You must enter a 10-digit phone number (xxx-xxx-xxxx).  Please try again.

	Organization
	Maximum length

	Not applicable.  NetDMR will not allow entry of characters after the maximum length is reached.

	
	Cannot contain special characters other than “@”, “.” And “_”
	Only contain the following special characters are allowed:  “@”, “.” And “_”.  Please try again.

	Enter a New Password
	· Minimum length = 8

· Maximum length = 20  
	Password must be between 8 and 20 characters.  Please try again.

	
	· Contains numbers, and uppercase or lower case letters

· Cannot contain special characters other than: !@#$^&*+=
	Password must contain at least one letter and one number and cannot contain special characters other than: !@#$^&*+=

	Re-enter New Password
	Must match password entered first
	Password does not match.  Please try again.

	What Is Your Favorite Vacation Destination? (Randomly Selected Security Question)
	Must match user-supplied answer stored in the database
	The information you entered does not match our records.  Note: answers are case-sensitive.  (Another randomly selected secret question is displayed.)

	
	Maximum length
	Not applicable.  NetDMR will not allow entry of characters after the maximum length is reached.

	
	Cannot contain special characters other than “@”, “.”, and “_”.  
	Only the following special characters are allowed:  “@”, “.”, and “_”.  Please try again.

	Enter Current Password
	Must match password stored in the database
	You have entered an incorrect password. Please try again.


	Table A-40.  Edit My Account Sample Error Message Page Field Pick Lists 

	Element Title/Name
	Selection Options

	Regulatory Authority
	The regulatory authority list options will be specified during instance customization


A.15.2 Edit My Account Sample Confirmation Message
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Figure A-21.  Edit My Account Sample Confirmation Message Page

	Table A-41.  Edit My Account Sample Confirmation Message Page Elements and Description

	Element Title/Name
	Type
	Description

	Home
	Hot Link
	Displays the NetDMR Home page.

	My Account
	Hot Link
	Displays the My Account page.

	Request Access 
	Hot Link
	Displays the Request Access to a Permit and Associated DMRs page.

	Help 
	Hot Link
	Displays the Help page.

	Logout
	Hot Link
	Ends the session, logs out the user, and displays the NetDMR Login page.

	OK
	Push Button
	Displays My Account page.


A.16 Request Access to a Permit and Associated DMRs
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Figure A-22.  Request Access to a Permit and Associated DMRs Page

	Table A-42.  Request Access to a Permit and Associated DMRs Page Elements and Description

	Element Title/Name
	Type
	Description

	Home
	Hot Link
	Displays the NetDMR Home page.

	My Account
	Hot Link
	Displays the My Account page.

	Request Access 
	Hot Link
	Displays the Request Access to a Permit and Associated DMRs page.

	Help 
	Hot Link
	Displays the Help page.

	Logout
	Hot Link
	Ends the session, logs out the user, and displays the NetDMR Login page.

	Enter a Permit ID
	Text Entry Box
	User enters full permit identification number. (Required)

	Check Permit ID
	Push Button
	Displays the Request Access to a Permit and Associated DMRs page with results.

	My Permits
	Table
	Displays the permits, access rights, access status, and subscriber agreements associated with the user.

	Permit ID
	Table Column Heading
	Displays the Permit ID.

	Access Rights
	Table Column Heading
	Displays the type of access rights.

	Request Access Rights Change
	Graphic Push Button
	Displays Request Access Rights Change page.

	Access Status
	Table Column Heading
	Displays the access request status

	Subscriber Agreement
	Graphic Push Button
	Displays subscriber agreement for pending access requests.

	Sample Request Access Error page
	Hot Link
	Displays the Request Access to a Permit and Associated DMRs page with error message.


	Table A-43.  Request Access to a Permit and Associated DMRs Page Field Validations

	Element Title/Name
	Validations
	Error Messages

	Enter a permit ID
	Permit ID matches ID in database
	Permit ID not found.  Please try again.


A.16.1 Request Access to a Permit and Associated DMRs: Select Access Type
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Figure A-23.  Request Access to a Permit and Associated DMRs: Type of Access Page
	Table A-44.  Request Access to a Permit and Associated DMRs: Type of Access Page Elements and Description

	Element Title/Name
	Type
	Description

	Home
	Hot Link
	Displays the NetDMR Home page.

	My Account
	Hot Link
	Displays the My Account page.

	Request Access 
	Hot Link
	Displays the Request Access to a Permit and Associated DMRs page.

	Help 
	Hot Link
	Displays the Help page.

	Logout
	Hot Link
	Ends the session, logs out the user, and displays the NetDMR Login page.

	Type of Access
	Selection Box
	User selects the type of access desired.

	Save Request
	Push Button
	Saves access request and updates the Access Requests Made During This Session table.

	Access Requests Made During This Session
	Table
	Displays information associated with the access requests made by the user during this session.

	Permit ID


	Table Column Heading
	Displays the Permit ID.

	Valid Permit
	Table Column Heading
	Displays the result of the permit ID check.

	Access Rights
	Table Column Heading
	Displays the user’s access rights for the permit.

	Change Access Rights
	Graphic Push Button
	Displays the Request Access Rights Change page.

	Add Another
	Push Button
	Saves request and refreshes the Request Access to a Permit and Associated DMRs page.

	Send
	Push Button
	Sends access request and displays the Confirm Access Requests Made During This Session page.

	Cancel
	Push Button
	Displays the Request Access to a Permit and Associated DMRs page without sending request.


Table A-45.  Request Access to a Permit and Associated DMRs: Type of Access Page Field Pick Lists

	Element Title/Name
	Selection Options

	Type of Access
	· Read Only

· Edit 

· Signatory

· Permit Administrator

· Partially Completed Read Only

(Available options customized based on user type)


A.16.2 Request Signatory Access Rights to a Permit and Associated DMRs: Provide Information Required to Complete Signatory Access Request 
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Figure A-24.  Proivde Information Required to Complete Signatory Access Request Page

	Table A-46.  Information Required to Complete Signatory Access Request Page Elements and Description

	Element Title/Name
	Type
	Description

	Home
	Hot Link
	Displays the NetDMR Home page.

	My Account
	Hot Link
	Displays the My Account page.

	Request Access 
	Hot Link
	Displays the Request Access to a Permit and Associated DMRs page.

	Help 
	Hot Link
	Displays the Help page.

	Logout
	Hot Link
	Ends the session, logs out the user, and displays the NetDMR Login page.

	Permit ID
	Table Column Heading
	Displays the Permit ID.

	Valid Permit
	Table Column Heading
	Displays the result of the permit ID check.

	Delegating Authority - I Have the Authority
	Radio Button
	User clicks to select self as delegating authority.

	Delegating Authority - I Am Authorized by the Person Below
	Radio Button
	User clicks to select authorization by the delegating authority.

	Enter Delegating Authority Name
	Text Entry Box
	User edits the delegating authority name.

	Enter Delegating Authority Affiliation
	Text Entry Box
	User edits the delegating authority affiliation. 

	Enter Delegating Authority Phone Number
	Text Entry Box
	User edits the delegating authority phone number.

	Send
	Push Button
	Displays the Confirm Access Requests Made During This Session page.

	Cancel
	Push Button
	Displays the Request Access to a Permit and Associated DMRs page.


	Table A-47.  Information Required to Complete Signatory Access Request Page Field Validations 

	Element Title/Name
	Validations
	Error Messages

	Delegating Authority Name
	Maximum length
	Not applicable.  NetDMR will not allow entry of characters after the maximum length is reached.

	
	Cannot contain special characters other than “@”, “.”, and “_”.  
	Only the following special characters are allowed:  “@”, “.”, and “_”.  Please try again.

	Enter Delegating Authority Affiliation
	Maximum length
	Not applicable.  NetDMR will not allow entry of characters after the maximum length is reached.

	
	Cannot contain special characters other than “@”, “.”, and “_”.  
	Only the following special characters are allowed:  “@”, “.”, and “_”.  Please try again.

	Enter Delegating Authority Phone Number
	· 10 digit number

· xxx-xxx-xxxx


	You must enter a 10-digit phone number (xxx-xxx-xxxx).  Please try again.


A.16.3 Confirm Access Requests Made During This Session
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Figure A-25.  Review Access Requests Page
	Table A-48.  Review Access Requests Page Elements and Description

	Element Title/Name
	Type
	Description

	Home
	Hot Link
	Displays the NetDMR Home page.

	My Account
	Hot Link
	Displays the My Account page.

	Request Access 
	Hot Link
	Displays the Request Access to a Permit and Associated DMRs page.

	Help 
	Hot Link
	Displays the Help page.

	Logout
	Hot Link
	Ends the session, logs out the user, and displays the NetDMR Login page.

	Permit ID
	Table Column Heading
	Displays the Permit ID.

	Valid Permit
	Table Column Heading
	Displays the result of the permit ID check.

	Access Rights
	Table Column Heading
	Displays the type of access rights requested.

	Change Access Rights
	Graphic Push Button
	Displays the Request Access Rights Change page.

	Signatory Requests Made During This Session
	Table
	Displays the signatory requests the user made during the session.

	Permit ID
	Table Column Heading
	Displays the permit ID associated with the signatory request.

	Valid Permit
	Table Column Heading
	Displays the result of the permit ID check.

	Delegating Authority - I have the authority
	Radio Button
	User clicks to select self as delegating authority.

	Delegating Authority - I am authorized by the person below
	Radio Button
	User clicks to select authorization by the delegating authority.

	Enter Delegating Authority Name
	Text Entry Box
	User edits delegating authority name.

	Enter Delegating Authority Affiliation
	Text Entry Box
	User edits delegating authority affiliation. 

	Enter Delegating Authority Phone Number
	Text Entry Box
	User edits the delegating authority phone number.

	Confirm
	Push Button
	Displays the Request Access to a Permit and Associated DMRs page with confirmation message and subscriber agreement for signatory requests made during the session.

	Cancel
	Push Button
	Displays the Request Access to a Permit and Associated DMRs page without confirming the access requests.


	Table A-49.  Review Access Requests Page Field Validations 

	Element Title/Name
	Validations
	Error Messages

	Delegating Authority Name
	Maximum length
	Not applicable.  NetDMR will not allow entry of characters after the maximum length is reached.

	
	Cannot contain special characters other than “@”, “.”, and “_”.  
	Only the following special characters are allowed:  “@”, “.”, and “_”.  Please try again.

	Enter Delegating Authority Affiliation
	Maximum length
	Not applicable.  NetDMR will not allow entry of characters after the maximum length is reached.

	
	Cannot contain special characters other than “@”, “.”, and “_”.  
	Only the following special characters are allowed:  “@”, “.”, and “_”.  Please try again.

	Delegating Authority Phone Number
	· 10 digit number

· xxx-xxx-xxxx


	You must enter a 10-digit phone number (xxx-xxx-xxxx).  Please try again.
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