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Introduction
1.1 Document Purpose
Many states are beginning to develop web-enabled information systems that allow public water systems and laboratories send electronic Drinking Water Reports (e-DWRs) to the State agencies.  These systems are designed to provide an alternative to submitting handwritten or paper-based drinking water reports that are faster, more efficient, and require less processing for both regulated facilities and the agencies. States are interested in designing electronic drinking water submission systems for the following reasons:
· Improvements in data quality
· Reduces the water system’s compliance costs by offering a streamlined reporting method using readily available computer tools
· On-line availability of reporting requirements and processing status
· Gives the laboratory or water system greater control over data quality
· Saves the Department implementation costs by reducing, and eventually better utilizing, resources required for managing paper-based drinking water reports
· Improves the overall effectiveness of the States drinking water programs with faster response for data analyses, compliance assessment, and decision-making
States faced with developing a fully operational electronic reporting system have many decisions to make during the system design and implementation process. This includes the selection of the necessary legal, security, and electronic signature functionality, data validation and error handling, as well as conventional software design decisions. In addition, States may need to negotiate and facilitate the interaction between water systems and laboratories, as an automated electronic data exchange mechanism may raise issues related to the availability of data and authority to submit it.

This best practices document is intended to serve as a guide for states wishing to implement an electronic drinking water submission system. By providing recommended business rules for a variety of commonly-encountered design issues, it is intended that this document helps to shorten the design and development lifecycle states must face when developing this type of system.

As a Best Practices document, it is intended that this document only provide recommendations to States and it is recognized that each State, with its unique business needs, the best practice recommendation outlined in this document may not be the best solution for a particular state.

1.2 Document Background

A 5-state team (Project Team), consisting of New Hampshire, Maine, New Jersey, Rhode Island, and Vermont, received a grant award to develop and implement a process of electronic data flow from laboratories to the State Drinking Water Programs.  The shared products resulting from the project, keeping with the National Environmental Information Exchange Network (Network) data exchange guidelines and applicable regulatory requirements, will ultimately help other states advance their capacity to implement a lab to State electronic data submission and a States ability to participate in the Network. 

While the grant monies ultimately enable individual Project Team members to implement lab to State electronic drinking water data submission systems, the process of documenting system design implications, architecture, and business processes is inherently benefited by a group process that includes not only the Project Team members but all stakeholders.  This document is a result of the group processes and contains a list of best practice recommendations.  Collectively, the common group products can and should significantly contribute to the process of streamlining the process of submission of drinking water lab data to States.  

1.3 Typical Components in an Electronic Drinking Water Submission System

Although each State will likely take a different approach in implementing an electronic Drinking Water submission system, most systems will consist of several broad components. These typical components include:

1. Implementation Strategy

2. Registration / Account Management

3. Submission Process

4. Validation Process

5. Feedback Process

6. Security

These components are summarized in the diagram below:
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Figure 1: Typical Components in an Electronic Drinking Water Submission System
2 Implementation Strategy

2.1 Pre-Implementation Tasks
2.1.1 Issue

As with any large-scale implementation, before a State can begin implementing an Electronic Drinking Water Submission System, it will need to develop an implementation strategy and plan. This section contains a list of generic tasks that should be performed by the agency during the initial stages of an electronic drinking water submission system implementation project. Because these tasks are common to most IT implementations, this document does not go into great detail in explaining these tasks.
2.1.2 Best Practice Recommendation

2.1.2.1 Step 1: Develop Project Team & Roles
Identify project team members and their roles.

2.1.2.2 Step 2: Develop Project Plan

This document should list the project team, identify the project objectives, outline the project strategy, and include a draft project timeline.

2.1.2.3 Step 3: Identify Business Requirements

Interview individuals who will be involved with or affected by this project. This will include Laboratories, Water Systems, Agency Staff, IT Staff, and Agency Management. Identify their requirements and desires for an Electronic Drinking Water Submission System.
At this stage, the State should investigate whether it has the legal authority to accept electronic submissions. 

2.1.2.4 Step 4: Develop System Design Document

This document should outline the design for the system. The subsequent sections of this document outline items that should be addressed in the system design document.

This System Design Document should include an overview of the System Security Plan. Some recommendations for the system security are discussed in further detail in section 3.
2.1.2.5 Step 5: Submit Application to EPA OEI for CROMERR Compliance

The security model that the system employs will need to be accepted by EPA’s Office of Environmental Information (OEI) to ensure that it is compliant with the CROMERR security requirements. Security approaches are discussed in further detail in Section 3.
2.1.2.6 Step 6: Begin System Development
At this point, system developers can be informed enough to begin development. 

3 Develop System Security Plan

3.1 Issue

The system should have a security plan prior to system development that will ensure that the system meets the State’s and EPA electronic reporting requirements. Since State electronic reporting requirements may vary from state to state, this section focuses on satisfying the proposed CROMERR rule from EPA.
3.2 Best Practice Recommendation
The following best practice recommendations cover security needs as they relate to the exchange of data between labs/water systems and the State. This section does not describe the physical infrastructure security requirements of the state.

3.2.1 Considerations

When developing a security plan for a drinking water submission system, the largest driving force is CROMERR. Specifically, the system must have the following attributes:

· EPA must accept the reporting system as satisfying all security requirements.

· Any electronic document must bear valid electronic signatures if the paper document it is replacing required a handwritten signature.

· The system must provide sufficient functionality such that it can be proven (in court) that:

· The electronic documents were not altered without detection.

· The electronic documents were submitted knowingly.

· Any alterations to the electronic document are fully documented.

· The person identified in the electronic document as a submitter or signatory had an opportunity to review the copy of record in a human-readable format

· Each electronic signature attached to a document (if applicable) was valid at the time of signing

· Each signatory has signed an electronic signature agreement with respect to the electronic signature device used to create his or her electronic signature on the electronic document.

· Prevent an electronic signature that has been affixed to an electronic record or electronic document from being detached, copied, or otherwise compromised

· Use secure, computer-generated, time-stamped audit trails that automatically record the date and time of operator entries and actions that create, modify, or delete electronic records or documents

· Have strong and effective protections against any other foreseeable corruption or compromise of the system. 

· Have strong and effective protections against the unauthorized use of any electronic signature on electronic documents submitted or received

There is currently some uncertainty as to how the EPA and courts will interpret the non-repudiation requirements of CROMERR. The following subsections provide two potential scenarios, and a proposed solution for each scenario. Furthermore, the scenarios listed below have not been backed by case law, which adds to the uncertainty.

Although everyone would like to implement the most secure solution possible, real-world implementations are a trade-off of requirements and resources. States will find that they must trade off between their ideal security approach and the resources they have available.

3.2.2 Scenario 1: Non-Repudiation – PKI Approach

PKI (Public Key Infrastructure) is a security technology infrastructure that provides the basis for securing Internet data exchange through the use of public key cryptography, digital certificates, digital signature, certificate management system, Registration Authorities (RA) that support the ongoing registration administration of users, and Certification Authorities (CA) that verify and authenticate the validity of each party involved in the Internet data exchange process
.

EPA and the courts may only be comfortable with reporting systems that assure client identity and non-repudiation through a PKI technology.  In this case, States may be forced to implement client certificates as part of a PKI implementation. In order to provide a strong assurance of non-repudiation, the PKI implementation will need to not only require client certificates, but require an in-person registration for certificate issuance and secure certificate management practices. If this is the case, a State has two primary options: 

· A State can host their own Public Key Infrastructure and issue their own certificates: What some States have done to overcome the high costs of outsourcing their certificate issuance duties is to host their own Public Key Infrastructure. While this assumes a very high level of initial start-up costs, and is most likely only feasible if it is a solution is rolled out across the entire range of State Departments, it can be a cheaper solution when considering that clients don’t have to pay for each certificate issuance. Some States (notably IL) have begun such initiatives.

· A State can hire a vendor to help manage their Public Key Infrastructure. As mentioned earlier in the document, this solution can be expensive, as each client (i.e. regulated entity) will need to pay for a certificate. Detailed pricing for this service-oriented approach is provided in section 6.

Regardless of the PKI implementation option chosen, the state would need to develop the policies (Certification Policy, Audit Policy) to support the PKI implementation.

3.2.3 Scenario 2: Non-Repudiation - Non-PKI Approach

Several states have developed security processes to support their Internet submission systems that aim to provide the security assurances that a PKI-type implementation has, without the reliance on a 3rd party CA or client certificates. Depending on the strength of this implementation, this may provide security that rivals or exceeds the security provided by PKI. Depending on EPA’s and the court’s interpretation of the CROMERR, alternatives to a PKI implementation may be acceptable.

If this is the case, States will still need to prove to the EPA that their submission tool is sufficient to meet CROMERR. The best strategy in this case is to apply a multi-layered security approach, just as PKI as a whole provides a multi-layer security solution. This means a combination of application, programmatic, auditing, and identity-proofing techniques to provide to ensure the fundamental security services of authentication, authorization, integrity, confidentiality, and non-repudiation.

Below are some examples of what States are using to build their case. Each of these techniques is not required; rather, they are potential techniques that can be used by a State to help strengthen the overall security of their system. (Please note the similarities between the techniques below and those found in a PKI implementation):

· When a facility applies to join an e-DWR program, they are required to fill out an application, sign the application and have the application (potentially) notarized by a Notary. This in-person identity verification helps ensure at the outset the identity of the signatory who is joining the e-DWR program, thus building the case for non-repudiation. 

· The facility then submits an application to join the e-DWR program. If the application is approved, then a unique username, password, and PIN combination is sent out to the user. The username and password are used to ensure a unique system login, and the PIN is used as an indicator of an electronic signature. 

· Anytime a facility logs into the system, their connection to the system is established using SSL. This combines with the username/password to help to provide confidentiality of message transmittal. A State can setup a server certificate to establish an SSL connection (128-bit encryption recommended).
· Once the signatory logs into the system for the first time, they are forced to change the password and PIN. This helps build the case that only the signatory knows the login information.

· Anytime a signatory loses a PIN and/or Password, they must call the State to get a new PIN or password. The first time the user logs in with the new PIN and/or password, they are forced to change the PIN and/or password.

· Additionally, every time a report is successfully submitted, an email is sent to the signatory’s email address, which helps detect unauthorized submissions. 

· Track each logon attempt (both successful and failed) to the system.

· When a facility logs into the system, display a listing of all previous logon attempts under that username. This way, a user can see if someone has been logging into their system without their knowledge. 

· Provide system authorization so all users of the system don’t have access rights to the same machine. This could be controlled at the application level.

· Create a non-keyed message digest (MIC) of the electronic submission, to help assure message integrity, which directly applied towards non-repudiation.

· For audit trail purposes, anytime a submission is made, store a copy of that submission - including failed submissions. 

· Password should be requested during session sign-on, and PIN should be requested during submittal confirmation. This way, the two forms of credentials are separated, adding additional security protection. It also prevents unauthorized submissions under a lingering online session.
· Credentials should be attached to each submission.

As with any security solution, these techniques individually do not ensure total security, but taken together they may prove to be an adequate alternative.
4 Registration and Account Management 

4.1 Registration Process

4.1.1 Issues
Any electronic submission system will need to have some kind of registration process. How in-depth this registration should be will be determined by the level of security required by EPA, the State/Agency and the program area. 

A registration process will need to address the following questions:

· What does a partner interested in electronically submitting drinking water information need to do to enroll in the process? 
· How should the system handle the relationship between water systems and the laboratories submitting on their behalf?

· How can this registration process be designed so that it is secure and comprehensive without being burdensome to laboratories, water systems, or agency staff?  
· How should sub-contracted labs be handled? Should accounts be issued to individuals or entities?
4.1.2 Best Practice Recommendation

4.1.2.1 Step 1: Determine Access Roles
Before a registration process can be implemented, roles should be defined that will help distinguish different access rights that potential users of the submission system will have. These roles should include at a minimum: 
	Role
	Description

	Data Viewer
	User is allowed to view drinking water reports, including current reports and past submissions.

	Data Entry
	User is allowed to, download, upload, and fill out drinking water reports and view reports and past submissions, but not certify any submissions.

	Report Certifier 

	User is allowed to download, fill out, upload, review, and certify the accuracy of reports and submit them to the state agency. Facilities may need more than one individual with a Report Certifier user access.

	Authorized Representative
	This is the water system representative who has the authority to manage user access to the water system’s information. This person will grant or revoke access to both report certifiers and data entry personnel. An authorized representative should also have the ability to download, fill out, upload, review, and certify applications and reports. 


4.1.2.2 Step 2: Develop Registration Form
A registration form template should be created that is to be filled out by an authorized representative from the Water System
. This form will provide Water Systems with an opportunity to identify the individuals that would view, enter, and/or certify drinking water reports for the Water System. In order to provide a system that is flexible for Water Systems (as well as laboratories), the registration form should allow water systems to select from 1 of 2 possible registration options:

Registration Options:
· Option 1: Water System Restricts data certifiers: The Water System would choose this option if they would like to control which individuals can submit/certify reports on their behalf. 
· Option 2: Water System Allows Open Certifier Registration Process: The Water System would choose this option if they are OK with having any laboratory to be able to submit reports on their behalf, as long as that laboratory is recognized by that state as a certified laboratory. 
Selecting a registration option will be important because it will affect how the system is to handle submissions for a water system.

Once this Registration Form template is complete, States may wish to make this registration form available to their Water Systems in paper or electronic format. 

· Paper Registration Form: For paper forms, the Water System would be instructed to mail in the form to the agency when completed. 

· Electronic Registration Forms: The State could make the forms available as web pages. Once completed, these forms could automatically make available the users registration information to the Drinking Water System.

An example Registration form is provided in Appendix A.

4.1.2.3 Step 3: Develop Electronic Signature Agreement
An electronic signature agreement should be created that will act as a contract between the State agency and those individuals wishing to be able to submit drinking water reports electronically to the agency. It is important that this form be signed by the individual who will be submitting reports. This may be a water system representative, or a laboratory representative, depending on how a water system does business.

A State agency may wish to tie a certain level of “identity verification” to this document. For example, some agencies may require that this form be notarized before it is sent to the agency, in order to provide a high level of identity verification of the drinking water report submitter. 
An example Electronic Signature Agreement is provided in Appendix B.

4.1.2.4 Step 4: Have Water Systems Fill out Registration Forms

An authorized representative from the water system should fill out the registration form. The Water System will first select the Registration Option that they prefer (See step 2 above). 

Option 1: Water System Restricts data certifiers: If the Water System selects this option, they will need to identify all the individuals who wish to view, modify, or submit reports for the water system. This may include Laboratory account information if laboratories submit on the water system’s behalf. If multiple laboratories can submit on the water system’s behalf, then the water system will need to identify all of these laboratories.  This option provides the greatest amount of control for the water system, but also places more burden on them to identify the labs who will be submitting data for them, and will require the water system to submit revised registration forms if any laboratories are added or removed from the list.

Scenario 1: Laboratory Submitting to State on Water System’s Behalf


For this scenario, the water system would define the lab representative as a certifier and potentially setup water system as data viewer role.
Scenario 2: Water System Submitting their data (received from laboratory) to State

For this scenario, the water system could set themselves as a certifier and set up a laboratory representative as a data entry role.

Scenario 3: Laboratory works with Sub-contracted lab to analyze data for a water system

For this scenario, the water system could set themselves up as data viewer, set up a primary laboratory as a data certifier, and set up the sub-contracted lab as a data entry role.
Option 2: Water System Allows Open Certifier Registration Process: The Water System would choose this option if they are OK with having any laboratory to be able to submit reports on their behalf, as long as that laboratory is recognized by that state as a certified laboratory. In this case, the Water System will only need to identify the Water System personnel that wish to access their data on the registration form. The Water System would not need to identify any laboratories on their registration form. Instead, the laboratories would sign up to use the system independently. 

4.1.2.5 Step 5: Have Person(s) Designated at Certifier for Water System Fill Out Electronic Signature Agreement

An electronic signature agreement should be filled out by any person that wishes to submit reports. This could be a laboratory or a water system representative.
4.1.2.6 Step 6: Agency reviews documents and sets up user accounts according to water user-defined roles

Although this will vary from state to state, the user account setup process will include the following components:

· Establish UserID, password, and PIN for system users

· UserID is user’s account login name

· Password allows user to log into system

· PIN acts as electronic signature and will only be required for individuals that will be submitting reports to the agency
4.1.2.7 Step 7: Agency issues usernames, passwords, and PINS to all authorized users

Preference: mail out account info using snail mail to verify user’s location and confirm the account information is issued to the correct person.
4.1.2.8 Step 8: (optional) User required to modify their passwords / PINS upon first log into the system.

Preference: State staff do not have access to the user’s password and PINS. This can be accomplished by storing these values electronically in an encrypted format. 

4.2 Extension to State’s Laboratory Certification Process

4.2.1 Issue

Agencies would like to be able to reject electronic submissions from laboratories that are for analytes and analytical methods for which the laboratory is not certified.

4.2.2 Best Practice

If not already established, an Agency should establish a “Lab Certification Database”
. This database will track the following:

· Laboratories that are certified at a State

· State Laboratory Certification ID

· Indicate the analytical methods and parameters that the laboratory is permitted to report. 

By establishing this database, an Agency will be able to enhance their submission system to identify or potentially reject submissions from laboratories that are not certified to report for a particular analyte / analytical method combination.

When laboratories are certified as part of the state’s existing certification process, the agency would then enter in the laboratory into the “Lab Certification Database”. The Electronic Drinking Water Submission System will then be able to link to the “Lab Certification Database” when performing data validation
.

4.3 e-Reporting User Account Management 
4.3.1 Issue

Agencies will need to create and enforce a system usage policy. This policy should address the following topics: 

· Trial Period Requirements

· Account Suspension Guidelines

· Account Deactivation Guidelines

4.3.2 Best Practice Recommendation

4.3.2.1 Trial Period Requirements

A State may wish to implement a trial period for new user accounts. The purpose of establishing a trial period for new user accounts is to help to ensure the integrity of the state’s drinking water database. Electronic submissions from trial users should be accepted and validated by the state, but not automatically brought in to the state’s drinking water database. 

During the trial period, the State may require the user to send both paper and electronic reports to the State.  The State staff will verify that the paper and electronic report data are identical.  In case of a discrepancy, the user will be notified so they can correct any deficiencies in the report generation or submittal process.

After a certain number of consecutive successful transmissions, the State can then accept the user as a “Full” user. At this point, the State can notify the user that they have successfully completed the required trial submissions and can begin submitting electronic reports in lieu of the paper submissions.  

It will ultimately be up to the State to determine the preferred trial period length.

4.3.2.2 Account Suspension Guidelines

The State should reserve the right to suspend or revoke a System user’s privilege in using the Electronic Drinking Water Submission System.  Reasons for suspending a user’s privileges include, but are not limited to:

· Repeated failure to submit data in the correct format 

· Failure to meet record keeping requirements

· Submitting data files infected with a computer virus or otherwise threatening the integrity of the reporting system

If the Agency determines that a user’s account should be suspended, then they should notify the user by mail that they have been suspended, the reason for the suspension, the period of suspension (if not indefinitely) and what actions are required from the user to be reinstated.  During the period of suspension, the laboratory (or water system) must submit all required laboratory data through paper submissions.

4.3.2.3 Account Deactivation Guidelines

A user may choose, at any time, to no longer participate in the Electronic Submission Program.  If a user so chooses, they should notify the State and agree upon a deactivation date, using the following process:

1. Submit Deactivation Request Form to request deactivation of their electronic reporting privileges. (See Appendix C)
2. The facility may change to paper submission of reports after the agreed upon date.  During the transition interim, all reporting requirements of the permit remain in effect and must be met.

5 Submission Process

5.1 General Data Format

5.1.1 Issue

States will need to define a preferred data format for electronic submissions. This will enable the state to process and validate the drinking water submissions in an automated manner. 
5.1.2 Best Practice Recommendation

In the past, States have either developed their own data format or have relied on their contractors or software developer to dictate a data format for electronic data reporting. EPA and States, recognizing the key benefits to data receivers and data reporters, have increasingly begun developing and using standards for data exchange formats. 

In this spirit, EPA and states have worked together to develop a national data standard for the exchange of laboratory sampling and analysis results, called the ESAR Data Standard (Environmental Sampling, Analysis, and Results). States can use this data standard to help provide standard data element names, groupings, and definitions.

An XML schema has been developed based on the ESAR data standard, tailored with an emphasis on the submission of drinking water information from laboratories and water systems. This data format is the e-DWR XML schema, the latest version of which is available at EPA’s Exchange Network website at: http://www.statesdx.net. Several States have worked to develop this format to ensure that it is comprehensive enough to contain the data elements required by various State Drinking Water programs. 
States are encouraged to use this data format as their preferred submission format. A State may choose to adopt the e-DWR XML schema in one of the following ways:

1. Adopt the e-DWR XML schema without any modifications

2. Extend the e-DWR XML schema to include additional “State-specific “ reporting requirements

3. Use data elements from the e-DWR XML schema or Environmental Sampling, Analysis, and Results (ESAR) data standard, as a starting point for a State-specific data format.

5.2 Chemical ID
5.2.1 Issue

Integral to efficient use of drinking water laboratory information is the ability to identify the chemical constituent.  However, there are several widely accepted chemical naming standards.  To assure broad applicability of collected drinking water information, it is important to define the appropriate use of a chemical ID standard.

5.2.2 Best Practice Recommendation

5.2.2.1 Background

The Laboratory Data section of the e-DWR XML schema contains the following fields to track the chemicals that are submitted:

· AnalyteName: Identifies the name of the analyte.

· AnalyteNameContext: Identifies the code system or reference list (STORET name, CAS Name) used to populate the AnalyteName field.

· AnalyteIdentifier: Identifies the unique ID code to represent the analyte.

· AnalyteIdentifierContext: Identifies the code system or reference list (EPA Chemical ID, STORET number, SDWIS ID,  etc.) used to populate the AnalyteIdentifier field.

This potentially provides labs with two options for submitting analyte information: 

· Labs can either submit an analyte ID (and identify the code list they are using to obtain the AnalyteIdentifier)

· Labs can submit an analyte name (and identify the code list they are using to obtain the AnalyteName) 

5.2.2.2 Restricting Code Systems (i.e. Reference Analyte Code Lists)

Providing the four fields above is only the framework for data submission. States will need to define the analyte code lists that labs will be able to use when submitting data. This should be handled in their Participation Agreement (Appendix B).

For the purposes of the Drinking Water Challenge Grant, in an effort to provide consistency for labs submitting to New England states, the only chemical identifications participants will allow are SDWIS Codes and CAS numbers. This way, labs submitting to the Challenge Grant participants will know that they have the option of reporting the CAS ID or SDWIS ID. 

Some states may opt to allow an additional chemical identification, such as common name, and use a crosswalk table to convert information into the appropriate format.  The decision of which chemical identification format to allow should take into account the relative burden of the submitter to produce the data format with the burden of the data processor to convert the data into a useable value.  It is likely that early implementers will create reusable components.
5.3 How can the drinking water reports be prepared and submitted?
5.3.1 Issue

States have several options in defining the preparation and submission process of their drinking water reports. 
5.3.2 Best Practice Recommendation

5.3.2.1 Generation of Data in Required Format 

A data submitter will need the ability to generate submission files in the format that is required by the State. In general, the following options will enable a user to generate these files:

· Option 1 - Web Interface: The State can create a Web page or series of Web pages for the laboratories and water systems to use. These pages would be designed to assist labs and water systems in the preparation of electronic Drinking Water Reports for regulatory submission by either filling out a web form that looks similar to the paper drinking water form, or in some cases, by converting the facility’s raw drinking water reporting requirements created in a spreadsheet program format, and copying that data into the space available on the web form. The State can then use the data from those Web pages to convert to the data format required by the State.
· Option 2 – Link to Existing Database Applications: A laboratory may want to modify their existing database applications or report generating software to generate compatible files as an alternative to a written or printed file output.  Such an approach may involve reprogramming existing systems or developing a template that will translate information into the necessary format.  

· Option 3 – Customized Solution: A laboratory may purchase a vendor-provided software product that has the ability to generate files compatible with the required format. Software vendors and environmental and engineering consulting firms may be interested in developing enhancements or software, which will provide compatible reporting features.

To assist laboratories in generating the submission files, the State should make the required data format readily available to program participants.

5.3.2.2 Submission of Data to State
There are several different options for submitting data once it has been generated in the required format.
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· Option 1 - Web Interface: If the laboratory has used a Web interface for filling out drinking water reports, they should be able to use the same Web pages to submit the data to the State.

The Web interface can also be used by laboratories that have prepared their data locally and wish to upload their reports. The State would simply need to provide a Web page with upload capabilities. 
· Option 2 – Automated Machine - to - Machine Transfer: A State may wish to allow laboratories to submit data in an automated machine-to-machine fashion. This process is further enabled through the use of Web services - a technology that allows remote interactions with systems. If a State has an Exchange Network Node, they can potentially use this Node to accept submissions. The laboratory be required to develop an application that can call the State’s Node and use the Node to submit drinking water reports. Once this process is setup, it will allow the laboratory to submit the data to the remote State Node without any human intervention.   

5.4 Multiple submissions on one analysis

5.4.1 Issue

It is expected that occasionally, two sets of information will be received for one analysis.  Also, if there is some type of error on the receiving end, it is likely that resubmission of data must occur.  In the former occurs, a state must have a standard policy for duplicate record submission.  In the case of an error the data supplier must have a set of instructions and a predictable response message.
5.4.2 Best Practice Recommendation

5.4.2.1 How to determine if data is a resubmission

There are two options for determining if a submission is an original or resubmission:

Option #1: Use “OriginalOrRevision” field: The e-DWR XML schema has a field called “OriginalOrRevision” that can be used by the Laboratory to indicate if a submission is an original or resubmission.
Option #2: Use Combination of Key Fields: First, the State may opt to use a combination of key fields that will uniquely identify an analytical result. This will help them be able to identify anytime results for the same analysis are being sent twice. This listing of key fields may vary from State-to-State.
The Challenge Grant States identified the following fields as constituting a unique analysis result:
· LaboratoryID 
· SampleID

· AnalyteID (or AnalyteName)

· CollectionDate & CollectionTime

States using SDWIS-State may wish to duplicate the procedure used by the existing “Sampling Via EDI” process, which is summarized in the diagram below:
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5.4.2.2 How to handle resubmissions

Option 1: If a submission is determined to be a resubmission (using either of the two options listed above), then these reports will not automatically be brought into the State’s Drinking Water Submission System. These revised reports will be placed in a holding area that must be reviewed by State staff before they can be imported into the DW data management system.
Option 2: Have concept of a “Cutoff Date”. The Laboratory or Water System can continue to submit revised reports as long as the cutoff date has not been passed. If the “Cutoff” date has passed, then Option 1 will apply. The cutoff date could potentially coincide with date/time of upload. 

State may also want to provide the option of allowing Lab or Water System to “rescind” a submission. This would be similar to a resubmission in that the previous submission will be inactivated, except that a new submission would not be made to replace the inactivated submission.
5.4.2.3 Limit Number of Resubmissions
States may wish to consider placing a limit on the number of resubmissions (e.g. 3) that are allowed per data submitter. If a data submitter has hit this limit, the State may wish to develop a corrective action process. If the State would like to implement this, it should be included in the language of the Participation Agreement Template (Appendix B). 
5.5 Partial Submissions

A partial submission could either be a submission that does not include reporting for all expected analytes, or does not include values for all expected fields. A State will need to decide how to handle these partial submissions. The current SDWIS/STATE Sampling Via EDI process allows partial submissions as long as they pass the other validation edit checks.
5.6 Submission of Late Data

5.6.1 Issue

As part of the administrative policy, each data receiver must identify an explicit policy for submission of late data.  This issue is directly tied existing state business practice.  An opportunity exists to leverage technology.
5.6.2 Best Practice Recommendation

Whether a State can provide a validation check on late submittals will largely depend on the capabilities of their Drinking Water System. SDWIS/STATE does not currently provide a validation check on late submissions. States will need to track the compliance period, sample date, and a grace period for each report type. If these fields are tracked, then the State may wish to provide validation and feedback to laboratories of late submittals. 
6 Validation Process

6.1 Data Validation Strategy

6.1.1 Issue

One of the most important benefits of electronic data submission is the ability to data type the incoming information.  The data receiver must make decisions about when to accept information, what method to use to validate the information, and what to do if the data does not validate.  Section 3.2 contains what the Project Team considers necessary decisions all data receivers must make to establish a data validation strategy
6.1.2 Best Practice Recommendation

6.1.2.1 Data Validation Overview

A generic validation procedure will contain several edit checks. This validation routine will likely flag records into one of the three following categories:

· Accepted (Passed condition): Records that meet all edit checks.  

· Accepted But Flagged (Warning Condition): Records that meet all mandatory edit checks but do not meet all optional edit checks. States will need to decide if they would like to have these records be automatically imported into the drinking water database, or require a manual review before data import. 
· Rejected (Error Condition): Records that do not meet one or more of the mandatory edit checks. 
States will likely want to perform this data validation down to the individual result (analyte) level, and reject records at this detailed level, similar to SDWIS/STATE’s Sampling Via EDI validation process. 
6.1.2.2 Potential Areas of Data Validation:

This section lists some potential areas for data validation:

Standard Data Validation:

· Data Type & Field Length Validation: Each field that is being reported from the laboratory will need to be validated against a datatype (e.g. “string” or “date”, etc.) and field length (for strings). The State will need to tailor these data validations to match with their Drinking Water System’s datatype and field length requirements. If the State is using XML as the data exchange format, then his validation can be performed by the XML schema. EPA is currently developing an XML schema that will contain the datatype and field length validations for SDWIS/STATE. 
· Invalid Field Values Not in Drinking Water Database: There are several fields submitted by the laboratory that will need to either be directly imported or translated into the target Drinking Water database. Some commonly used fields include:

· Site ID/Water System validation

· Laboratory ID validation

· Analyte Code validation

· Sample Location validation
· Analysis Method validation
· Sample Type Code validation

The State can create an Enumeration list in the XML schema to provide laboratories with a list to pick from.
· Mandatory Fields: Although each State will need to decide their mandatory fields, the suggested mandatory fields in the default e-DWR XML schema include: 
· Water System ID
· Sample StartDate/Time

· Laboratory ID
· Analyte Code/Name

Advanced (Business Process-Related) Data Validation:

· Certified Laboratory Validation:If the State has a database to track laboratory certification information, the system could validate that the laboratory submitting the data is certified by the State to submit data for the particular analyte and analytical method. However, since this information can change frequently at times, States may find maintaining this database updated to be difficult.
· Holding Time Validation: If the State is currently tracking a database listing of acceptable hold times for analysis methods and constituents, they may wish to perform a compliance check by comparing the sample collection date against the analysis date to indicate those records that have exceeded their allowable holding times. The State could then provide feedback to laboratories of these exceptions. 
· Results whose concentration exceeds the Maximum Contaminant Level

· Laboratory Detection Limits: As part of the data validation strategy, States may have the ability to apply lab detection limits to data validation.  A value added opportunity exists to add a processing layer to the data validation layer where during the validation of incoming information, lab detection limits are cross-referenced with allowable and expected data values, the constituent being tested, and the lab detection limits.

7  Submission Feedback

7.1 Submission Feedback

7.1.1 Issue 

The data receiver must determine what the expected return and process of receipt must be for validated submissions. Some questions raised related to the feedbackprocess include: Should water systems be required to get feedback on data submitted on their behalf? If so, how will this feedback occur.
7.1.2 Best Practice Recommendation

7.1.2.1 Feedback Overview

A question has arisen about who should get feedback for report submission and validation status. As a best practice, the person who submitted the report should get some feedback regarding the status of submissions. In addition, if, when the Water System went through the initial registration process to join the electronic submission process (see Section 4 above), they indicated that they would also like to receive an email notification of any report submissions, then emails should be sent to the water system representative as well. If a Water System is not reachable via email and they would like their laboratories to be able to submit reports electronically on their behalf, they may need to work out an arrangement with the laboratory for the lab to mail submissions to the water system each time a submission is made. 

7.1.2.2 Feedback Using Email

Several states have used email to provide feedback to report submitters at various times. Potential times to send an email to a report submitter include:

· Confirmation of report submission

· Confirmation of report acceptance / rejection at the State

· Confirmation of PIN/password change

· Confirmation of new account setup

7.1.2.3 Feedback Using the e-DWR XML Files
The e-DWR XML schema provides several optional fields which can be used to provide feedback to laboratories (and water systems) after data has been reviewed and validated by the State. The data block is outlined below:
· SampleCollectionSatisfactory

· SampleAnalysisSatisfactory

· Reviewer: DEP or DOH reviewing official

· ReviewerTitle

· ReviewDate

· Remarks: Review remarks (i.e. Satisfactory, Incomplete Collection Information, Collect Repeat Samples, Collect Replacement Samples)

The advantage of using the XML instance files is that a State can include the original submission information with feedback information including remarks, all within the same file. 

A Appendix A: Registration Form

INSTRUCTIONS:  Complete this form to register a Water System for electronic reporting, including any changes to requirements that may be necessary to allow the identified Water System to submit Drinking Water Reports electronically.  This form should also be used to identify or change authorized representatives who may be assigned an electronic signature for the Reporting System. Please check the appropriate boxes on the form below.

Part A. Water System Information

	Water System ID: 
	

	Water System Name:
	

	Water System Authorized Representative:
	

	Mailing Address:
	Street:  ________________________________________________________

City, State, Zip:   ________________________________________________
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       New Application          Revised WS or Account information                   Request for Reactivation

	*Registration Option:               Restrict who can submit                Allow any certified lab to submit


Part B.  User Account Information   (* indicates required information)

	Account Action:           Add       Update        Delete
	Access Type:          Viewer         Certifier

	General Information

	*Last Name:
	
	Suffix:
	

	*First Name:
	
	Middle Name/Initial:
	

	Title:
	      Mr.         Ms.        Dr.   

	*Last 4 SSN#:
	(Note: An alternate 4-digit number may be provided. 

Please retain for future reference.) 

	Job Title:
	

	Employer’s Name:
	
	         Laboratory                Water System

	Contact Information

	*e-mail:
	

	*Mailing Address (street) :

(city, state, zip):
	_________________________________________________________________ 

_________________________________________________________________



	*Phone Number(s):
	


	Account Action:           Add       Update        Delete
	Access Type:            Viewer         Certifier

	General Information

	*Last Name:
	
	Suffix:
	

	*First Name:
	
	Middle Name/Initial:
	

	Title:
	      Mr.         Ms.        Dr.   

	*Last 4 SSN#:
	(Note: An alternate 4-digit number may be provided. 

Please retain for future reference.)

	Job Title:
	

	Employer’s Name:
	
	        Laboratory              Water System

	Contact Information

	*e-mail:
	

	*Mailing Address (street) :

(city, state, zip):
	_________________________________________________________________ 

_________________________________________________________________



	*Phone Number(s):
	


Part B (continued)

	Account Action:           Add       Update        Delete
	Access Type:          Viewer         Certifier

	General Information

	*Last Name:
	
	Sufx:
	

	*First Name:
	
	Middle Name/Initial:
	

	Title:
	      Mr.         Ms.        Dr.   

	*Last 4 SSN#:
	(Note: An alternate 4-digit number may be provided. 

Please retain for future reference.)

	Job Title:
	

	Employer’s Name:
	
	        Laboratory                Water System

	Contact Information

	*e-mail:
	

	*Mailing Address (street) :

(city, state, zip):
	_________________________________________________________________ 

_________________________________________________________________



	*Phone Number(s):
	


Part C. Water System Registration 

	I request that the above identified water system be registered for electronic reporting and request any Department initiated minor permit revisions (where no fee is required) that may be necessary to allow use of the _____ Reporting System.  As an authorized representative of the water system, I agree that authorized representatives for this water system will follow all requirements and the procedures for the electronic submission of drinking water forms, as described in the Facility Participation Package.

Please establish or revise the above user accounts in accordance with the information provided for each identified User Account.  That person’s who are indicated to receive Certifier accounts are hereby designated as Authorized Representatives for this water system for all reporting purposes.  I understand that each person to receive a Certifier account on this system must submit a completed Electronic Signature Application Agreement.

I certify under penalty of law that I have personally examined and am familiar with the information submitted in this application and all attachments and that, based on my inquiry of those persons immediately responsible for obtaining the information contained in the application, I believe that the information is true, accurate and complete.  I am aware that there are significant penalties for submitting false information, including the possibility of fine and imprisonment.

_____________________________
_____________________________
         ________

Permittee Name (type or print)

Permittee Signature                              

Date

_____________________________



Official Title (type or print)




	
	Date

	Trial Start:
	

	Full Start:
	

	
	Name
	Date

	Received by: 
	
	

	Approved by:
	
	

	Agency updated:
	
	


For Office Use Only:

Part B (continued – supplemental page)

	Account Action:           Add       Update        Delete
	Access Type:         Viewer         Certifier

	General Information

	*Last Name:
	
	Suffix:
	

	*First Name:
	
	Middle Name/Initial:
	

	Title:
	      Mr.         Ms.        Dr.   

	*Last 4 SSN#:
	(Note: An alternate 4 digit number may be provided. 

Please retain for future reference.)

	Job Title:
	

	Employer’s Name:
	
	        Laboratory                Water System

	Contact Information

	*e-mail:
	

	*Mailing Address (street) :

(city, state, zip):
	_________________________________________________________________ 

_________________________________________________________________



	*Phone Number(s):
	


	Account Action:           Add       Update        Delete
	Access Type:         Viewer           Certifier

	General Information

	*Last Name:
	
	Suffix:
	

	*First Name:
	
	Middle Name/Initial:
	

	Title:
	      Mr.         Ms.        Dr.   

	*Last 4 SSN#:
	(Note: An alternate 4 digit number may be provided. 

Please retain for future reference.)

	Job Title:
	

	Employer’s Name:
	
	        Laboratory                Water System

	Contact Information

	*e-mail:
	

	*Mailing Address (street) :

(city, state, zip):
	_________________________________________________________________ 

_________________________________________________________________



	*Phone Number(s):
	


	Account Action:           Add       Update        Delete
	Access Type:         Viewer         Certifier

	General Information

	*Last Name:
	
	Suffix:
	

	*First Name:
	
	Middle Name/Initial:
	

	Title:
	      Mr.         Ms.        Dr.   

	*Last 4 SSN#:
	(Note: An alternate 4-digit number may be provided. 

Please retain for future reference.)

	Job Title:
	

	Employer’s Name:
	
	        Laboratory                Water System

	Contact Information

	*e-mail:
	

	*Mailing Address (street) :

(city, state, zip):
	_________________________________________________________________ 

_________________________________________________________________



	*Phone Number(s):
	


B Appendix B: Electronic Signature Application and Participation Agreement Template
NOTE: THIS DOCUMENT WILL NEED TO BE MODIFIED TO SUIT EACH STATE’S SPECIFIC NEEDS
Terms and Conditions Agreement for reporting regulatory data (Drinking Water Reports) using Electronic Data Interchange to STATE AGENCY using ELECTRONIC Reporting System (the “Agreement”), by and between the AGENCY, a State governmental agency, and reporting party (“Certifier”) who has signed and returned the Terms and Conditions Agreement (TCA) Memorandum, included in today's notice referenced above, is effective on the date on which AGENCY issues the initial PIN(s), in response to receipt and acceptance of Certifier's signed TCA Memorandum.

1. RECITALS. The intent of this agreement is to create legally binding obligations upon the parties using Reporting System, to ensure that (a) use of any electronic functional equivalent of documents referenced or exchanged under this agreement shall be deemed an acceptable practice in the ordinary course of Certifier-to-Agency environmental reporting and (b) such electronic records shall be admissible as evidence on the same basis as paper documents. The parties intend to be legally bound by them.

2. VALIDITY AND ENFORCEABILITY

2.1 This Agreement has been executed by the parties to evidence their mutual intent to create binding regulatory reporting documents using electronic transmission and receipt of such records.

2.2 Any records properly communicated pursuant to this Agreement shall be considered to be a “writing” or “in writing”; and any such records which contain or to which there is affixed, a Signature, as defined by paragraph 8 of this Agreement, (“Signed Documents”) shall be deemed for all purposes (a) to have been “signed” and (b) to constitute an “original” when printed from electronic files or records established and maintained in the normal course of business.

2.3 The conduct of the parties pursuant to this Agreement, including the use of Signed Records properly communicated pursuant to the Agreement, shall, for all legal purposes, evidence a course of dealing and a course of performance accepted by the parties in furtherance of this Agreement.

2.4 The Certifier agrees not to contest the validity or enforceability of Signed Documents under the provisions of any applicable law relating to whether certain agreements are to be in writing or signed by the party to be bound thereby. Signed Documents, if introduced as evidence on paper in any judicial, arbitration, mediation or administrative proceedings, will be admissible as between the parties to the same extent and under the same conditions as other business records originated and maintained in documentary form. Neither party shall contest the admissibility of copies of the Signed Documents under the Federal Rules of Evidence as inadmissible or in violation of either the business records exception of the rule on hearsay, or the best evidence rule, or on the basis that the Signed Documents were not originated or maintained in documentary (paper) form.

3. RECEIPT. A Document shall be deemed to have been properly received by Agency when it is accessible by Agency, can be fully processed by the Agency, and is syntactically correct to the XML protocol as modified by Agency. No Document shall satisfy any reporting requirement or be of any legal effect until it is received.

4. VERIFICATION. Upon receipt of a Document, the System server shall process the Document to make it accessible to Agency.  The status of each submission is available for review by the Certifier on the System website.  If the submission has been rejected, the Certifier is responsible for resending the Document

5. DATE OF RECEIPT. Agency will consider an electronically filed report received when it can be fully processed by the translator at the Agency server, i.e., when the document is retrievable from the electronic mailbox by Agency, syntactically conforms to applicable XML protocol as modified by Agency, and is able to be successfully translated by the System server. 

6. RE-TRANSMISSION. If the Document is rejected by the System server, then the Certifier must re-send the document and follow any recovery procedures stated in the applicable Facility Participation Package.  If the System website does not indicate that the Document has been Received within 48 hours, the Certifier should re-transmit the Document.

7. INABILITY TO TRANSMIT. Circumstances, both foreseeable and unforeseeable, may prevent a reporting party from conducting EDI. Nevertheless, no Certifier will be excused from the requirement to file reports with the Agency by the appropriate regulatory deadline. If a party is unable to electronically file a required report by such deadline, it must notify the Agency of the situation and proceed as outlined in the Facility Participation Package.  

8. SIGNATURE. The Certifier shall adopt as its signature an electronic identification consisting of symbols (i.e., the Personal Identification Number [PIN] that is affixed to or contained in each Document transmitted by the Certifier (“Signature”). The Certifier agrees that any such Signature affixed to or contained in any transmitted Document shall be sufficient to verify such party originated and possessed the requisite authority both to originate the transaction and to verify the accuracy of the content of the document at the time of transmittal. Unless otherwise specified in the TCA, affixing the Personal Identification Number (PIN) issued to the Certifier by Agency to any transmitted Document constitutes a valid Signature. The Certifier expressly agrees that it will sign each and every report it submits by using its PIN, and that the use of the PIN(s) constitutes certification of the truth and accuracy, upon penalty of perjury, of the information contained in each such report.  The Certifier also expressly agrees that each report it submits by using its PIN constitutes their agreement with the certification statement.

9. DEFINITIONS. Whenever used in this Agreement or any documents incorporated into this Agreement by reference, the following terms shall be defined as follows:

9.1  Compromise. When the PIN is intentionally or unintentionally disclosed to individuals and organizations that are not authorized to know or use the PIN.

9.2  Data. Facts or descriptions of facts.

9.3  Document/Record. Information that is inscribed on a tangible medium or that is stored in an electronic or other medium and is retrievable in perceivable form.

9.4  Electronic Agent. A computer program designed, selected or programmed by a party to initiate or respond to electronic messages or performances without review by an individual. An electronic agent acts within the scope of its agency if its performance is consistent with the functions intended by the party who utilizes the electronic agent.

9.5  Electronic Message/Transaction. A record generated or communicated by electronic, optical or other analogous means for transmission from one information system to another. The term includes electronic data interchange and electronic mail.

9.6  Message. Data structured in accordance with the protocol specified in the Guidelines and transmitted electronically between the parties and relating to a Transaction.

9.7  Personal Identification Number (PIN). Assigned by Agency, each PIN will consist of a sequence of alpha-numeric characters.

9.8.  Receive/Receipt. To take delivery of a record or information. An electronic record or information is received when it enters an information processing system in a form capable of being processed by that system if the recipient has designated that information system for the purpose of receiving such records or information.

9.9 Date of Receipt. Agency will consider an electronically filed report received when it is accessible to the receiver (i.e. Agency) at its System server. Upon the processing of any report, the System will post on the website indication that Agency has properly received a report and the established “Received Date”. No document shall satisfy any reporting requirement until it is received and processed.

9.10 Report. The DW Report required by the Agency Division of Drinking Water Quality.

9.13 Signed. For the purposes of EDI, a transaction is “signed” if it includes a symbol and/or action that is adopted or performed by a party or its electronic agent with the present intent to authenticate or manifest assent to a record, a performance, or a message. Actions or symbols adopted or performed by an electronic agent serve to authenticate with present intent a record or message on behalf of a party if the party designed, programmed or selected the electronic agent with an intent that the agent produce the result and the electronic agent performs in a manner consistent with its intended programming. That a record or message is signed is conclusively presumed as a matter of law if the parties agreed to an authentication procedure and the symbol or action taken complies with that procedure. Otherwise, that a document is signed may be proved in any manner including by a showing that a procedure existed by which a party must of necessity have taken an action or executed a symbol in order to have proceeded further in the use or processing of the information.

9.14 Transaction. Any communication made or transaction carried out and identified as the communication or transaction to which a Message refers including but not limited to the filing of a specific report.

9.15 Transmission Log. Must be retained by all parties using System for reporting purposes. The Transmission Log includes the date, time, and location of the file transmitted; it also documents the person who made the transmission. The Certifier shall insure that an official Transmission Log of all transactions and is maintained without any modifications, as described in the System Guidance Document.  The System server will maintain a complete and unalterable record of all submissions made, submission date, and Certifier name and PIN.

9.16 Transaction set. Agency Electronic DWR Transmission Protocol.  Available at the System website.

9.17 User Manual. Facility Participation Package

9.18 Writing. Any document properly transmitted pursuant to this Agreement shall be considered to be a “writing” or “in writing”. (Note:  “For the purpose of interpreting federal statutes, “writing” is defined to include `printing and typewriting and reproductions of visual symbols by photographing, multi graphing, mimeographing, mani-folding, or otherwise.' Although the terms of contracts formed using EDI are stored in a different manner than those of paper and ink contracts, they ultimately take the form of visual symbols. . . .it is sensible to interpret federal law in a manner to accommodate technological advancements. . . .It is evident that EDI technology had not been conceived nor, probably, was even anticipated at the times section 1501 and the statutory definition of “writing” were enacted. Nevertheless, we conclude that, given the legislative history of section 1501 and the expansive definition of writing, section 1501 and 1 U.S.C. Section 1 encompass EDI technology.” U.S. Comptroller General decision, “Use of Electronic Data Interchange Technology to Create Valid Obligations,” File: B-245714 (13 December 1991).

10. EDI TRANSACTION PARAMETERS. Each party may electronically transmit to or receive from the other party using the XML format explained in the document “Electronic DWR Transmission Protocol” and transaction sets which by agreement are added to this agreement (collectively referred to as “Documents” or “Reports”). All Documents/Reports shall be transmitted in accordance with the standards set forth herein and in the Facility Participation Package. The Agency Electronic DWR Transmission Protocol and the Facility Participation Package are hereby incorporated herein by reference. Any transmission of data that is not a Document/Report (i.e., that is not one of the specified transaction sets) shall have no force or effect between the parties.

10.1 Implementation Guidelines. All Documents/Reports transmitted between the parties shall adhere to the Protocol established in the Facility Participation Package, the Agency Electronic Data Transmission Protocol, and all modifications of these documents.

10.2 Modifications of Standards. Whenever Agency intends to upgrade to a new version and release of the XML standard or modify the Guidelines, Agency shall give notice of its intent and shall establish a conversion date. The Certifier shall have a minimum of sixty (60) days from the conversion date to upgrade to the new standard. Agency can discontinue support of the previous standard no sooner than ninety (90) days after the conversion date. 
11. SYSTEM AND OPERATION EXPENSES. Each party, at its own expense, shall provide and maintain the equipment, software, services and testing necessary to effectively and reliably transmit and receive Documents.

12. SECURITY. The parties shall take reasonable actions to implement and maintain security procedures necessary to ensure the protection of transmissions against the risk of unauthorized access, alteration, loss or destruction including, but not limited to: protecting the secrecy of passwords and PINs and transmitting only XML protocol text files. 

12.1 Creation of PIN. Where Agency requires certification to insure the authenticity of electronically submitted documents, Agency will require the Certifier to use a PIN assigned by Agency. If Agency agrees to enter into a trading partner relationship with a Certifier, Agency will assign a PIN upon receipt by Agency of the Certifier's signed TCA. Agency will mail the PIN directly to each authorized representative identified in the PIN request. The Agency will issue a new PIN at the written request, on company letterhead, of the PIN holder. If a PIN has been compromised, it will be suspended upon notification (by telephone or otherwise) from the PIN holder.  In addition, Agency will change PINs if the Certifier is no longer an authorized representative, or where there is evidence of compromise. Depending on the reporting cycle, Agency will then cancel such authorized representative's individual PIN before the next reporting cycle to which the PIN applies, or no later than fourteen (14) business days of receiving such notice, whichever comes first.  Newly authorized representatives are required to sign and have notarized a copy of this TCA.

12.2 Protection of PIN. Each party must protect the security of its PIN from compromise and shall take all necessary steps to prevent its loss, disclosure, modification, or unauthorized use. The Certifier shall notify Agency immediately if it has reason to believe the security of any PIN has been compromised and must request a change. If Agency has reason to believe that PIN security has been compromised, the Agency will consult with the Certifier and initiate PIN changes where necessary. Also, the Certifier is responsible for immediately notifying Agency (in writing and on company letterhead and signed by an authorized corporate officer) of termination of employment, or reassignment, of any authorized representative, and of any new or newly assigned employee(s) who will act as authorized representative(s).  Newly authorized representatives must sign and have notarized a copy of this TCA.

12.3 Confidentiality. (If Applicable, program-specific clause.) The Certifier may claim as confidential information submitted to Agency pursuant to this agreement. In order to assert a claim of confidentiality, the Certifier must mark the response CONFIDENTIAL BUSINESS INFORMATION or with a similar designation, and must clearly specify which information in the Document is so claimed. [The program may wish to insert here specific instructions for asserting confidentiality claims for electronic submissions.] Information so designated will be disclosed by Agency only to the extent allowed by, and by means of, the procedures set forth in, 40 CFR Part 2. If the Certifier fails to claim the information as confidential in accordance with the provisions of this paragraph, 10.4, the information may be available to the public without further notice.

13. MISDIRECTED AND CORRUPTED TRANSMISSIONS. If Agency has reason to believe that a Message is not intended for Agency or is corrupted, Agency shall notify the Certifier and shall delete from Agency’s system the information contained in such Message (where allowed by applicable law) but not the record of its receipt. Where there is evidence that a Message has been corrupted or if any Message is identified or capable of being identified as incorrect, Agency shall notify the Certifier and it shall be retransmitted by the Certifier as soon as practicable with a clear indication that it is a corrected Message.

14. COMMUNICATIONS CONNECTIONS. Unless otherwise stipulated in program-specific notice, documents shall be transmitted electronically to each party through a third party service provider (“Provider”) via the Internet.  The Certifier assumes all risks associated with their interaction with third party service providers.

14.1 Third-Party Service Provider Liability Apportionment. Each party shall be responsible for ensuring the correctness of its transmission except as otherwise provided in this Agreement.

14.2 Records Transmitted Through Provider. The parties agree that either of them may have access to Providers' copies of the records, at the expense of the requesting party.

15. RECORD RETENTION AND STORAGE.

15.1 Transmission Log. The Certifier shall maintain the Transmission Log without any modification for as long as required for the paper record.  Specific guidelines for this log are included in the Facility Participation Package.

15.2 Record Retention. Nothing herein is intended to release the Certifier from or waive any requirement of law applicable to the Certifier pertaining to record or document retention, or to create new or additional requirements for retention of records or documents except as specifically noted herein or in the supporting documents.  Sender shall retain all records, regardless of the medium on which they are recorded, used in the derivation of the Documents/Reports or information therein transmitted pursuant to this Agreement for the period, which would be required for functionally equivalent paper records.

16. CONFLICTING TERMS AND CONDITIONS. This Agreement, the Facility Application Package, and the Agency Electronic Data Transmission Protocol constitute the entire agreement between the parties. As the parties develop additional capabilities respecting EDI, additional addenda may be added to this Agreement. Upon the effective date, each Addendum shall be appended to this Agreement. If the Certifier does not agree to specified changes in the terms and conditions of this Agreement, as provided in the newly published Addenda, the Certifier must notify Agency in accordance with paragraph 17 below. In the absence of such notification, each addendum shall be appended to this Agreement and the date published in the Federal Register notice shall be the effective date.

17. TERMINATION. This Agreement shall remain in effect until terminated by either party with not less than 30 days prior written notice, which notice shall specify the effective date of termination; provided, however, that any termination shall not affect the respective obligations or rights of the parties arising under any Documents or otherwise under this Agreement prior to the effective date of termination. The process for Termination of the Agreement is detailed in the Facility Participation Package. Termination of this Agreement shall not affect any action required to complete or implement Messages that are sent prior to such termination. Emergency temporary termination of computer connections may be made to protect data from illegal access or other incidental damage.

18. SURVIVABILITY. Notwithstanding termination for any reason, Clauses #2 (Validity and Enforceability), #12 (Security), #15 (Record Retention and Storage), #23 (Governing Law), #24 (Choice of Language), and #25 (Dispute Resolution) shall survive termination of this Agreement.

19. ASSIGNABILITY. This Agreement is for the benefit of, and shall be binding upon, the Certifier and their respective successors and assigns.

20. SEVERABILITY. Any provision of this Agreement, which is determined to be invalid or unenforceable, will be ineffective to the extent of such determination without invalidating the remaining provisions of this Agreement or affecting the validity or enforceability of such remaining provisions.

21. NOTICE.  All notices or other forms of notification, request or instruction required to be given by a party to any other party under paragraphs 12, 16, and 17 of this Agreement shall be delivered by hand, or sent by first class post or other recognized carrier to the address of the addressee as set out in this Agreement or to such other address as the addressee may from time to time have notified for the purpose of this clause, or sent by electronic means of message transmission producing hard copy read-out including telex and facsimile, and shall be deemed to have been received:

if sent by electronic means: at the time of transmission if transmitted during business hours of the receiving instrument and if not during business hours, one hour after the commencement of the next working day following the day transmission

if sent by first-class post or recognized carrier: 3 business days after posting exclusive of the day of posting

if delivered by hand: on the day of delivery


Notice address for Agency follows: ________.
22. INABILITY TO FILE REPORTS VIA EDI. No party shall be liable for any failure to perform its obligations in connection with any EDI Transaction or any EDI Document, where such failure results from any act or cause beyond such party's control which prevents such party from transmitting or receiving any Documents via EDI, except that the Certifier is nonetheless required to submit records or information required by law via other means, as provided by applicable law and within the time period provided by such law.

23. GOVERNING LAW. This Agreement shall be governed by and interpreted in accordance with the State laws and the Federal laws of the United States.

24. CHOICE OF LANGUAGE.  The parties have requested that this Agreement and all Documents and other communications transmitted via the System server or otherwise delivered with respect to this Agreement be expressed in the English language. 

25. DISPUTE RESOLUTION. All disputes, differences, disagreements, and/or claims between the parties arising under or relating to this agreement that are not resolved by negotiation and that the parties cannot agree to submit for arbitration or other procedure for the resolution of disputes, shall be subject to the jurisdiction of State Courts.

26. ENTIRE AGREEMENT. This Agreement and the Facility Participation Package constitute the complete agreement of the parties relating to the matters specified in this Agreement and supersede all prior representations or agreements, whether oral or written, with respect to such matters. No oral modification or waiver of any of the provisions of this Agreement shall be binding on either party. As the Partners develop additional capabilities respecting EDI, additional Addenda may be added to this Agreement. Agency does not intend to change guidelines without just cause or without consulting industry, however, as a practical matter it is too cumbersome to obtain formal agreements from each Certifier when technical or procedural changes are required, particularly to the Implementation Guidelines. Therefore, Agency will publish notice of new Addenda appending this Agreement and their effective date. Upon the effective date, each Addendum shall be appended to this Agreement.

This Agreement is for the benefit of, and shall be binding upon, the parties and their respective successors and assigns.

The Agency and the Certifier have caused this Agreement to be properly executed on their behalf, as of the date the Certifier receives their PIN.

Certifier:
Signature:______________________
Date:___________



Name:_________________________



Title:__________________________

If the Certifier is an authorized agent other than the Permittee, the Permittee must sign below.

Permittee:
Signature:______________________
Date:___________



Name:_________________________



Title:__________________________

Agency
Signature:______________________
Date:___________



Name:_________________________



Title:__________________________

	Subscribed and sworn to before me this ______________ day of ____________,  ______

________________________________

Notary Public

My Commission Expires: ___________


C Appendix C:  Deactivation Request Form

This form is to be used if a Water System is no longer able or does not desire to continue to participate in the electronic submission program.
	Water System ID: 
	

	Water System Name:
	

	Mailing Address:
	Street:  ________________________________________________________

City, State, Zip:__________________________________________________

	e-mail Address:
	

	Requested Deactivation Date:
	


If not pre-arranged with the System Coordinator, please allow at least 30 days for processing.

	I request that the above identified water system be inactivated for electronic reporting and request any State initiated minor permit revisions (no fee required) that may be necessary to allow this reporting change.  

I understand that I am obligated to continue to use the System to conclude any unfinished business that involves reporting requirements that are during the time this facility was an active Electronic Submission System user.

This request in no way changes the reporting requirements of this water system, all reports must continue to be submitted.  This request is only an indication that the water system will no longer submit electronically.

I certify under penalty of law that I have personally examined and am familiar with the information submitted in this application and all attachments and that, based on my inquiry of those persons immediately responsible for obtaining the information contained in the application, I believe that the information is true, accurate and complete.  I am aware that there are significant penalties for submitting false information, including the possibility of fine and imprisonment.

_____________________________
__________________________        

________

Representative Name (type or print)
Representative Signature              

Date

_____________________________



Official Title (type or print)




	
	Date

	Deactivation Date:
	

	
	Name
	Date

	Received by: 
	
	

	Approved by:
	
	

	State DB updated:
	
	

	Reporting System updated: 
	
	


For Office Use Only:













































� Adapted from Technical Assessment of Security Technologies for e-DMR Challenge Grant, EDMR-CGP-PP-004. This document can be found at � HYPERLINK "http://www.statesdx.net" ��http://www.statesdx.net� . Included in this document is a comprehensive analysis of security issues related to the exchange of data, both from facilities-to-States, and from States-to-EPA. Included in the analysis is a rough pricing analysis of PKI-based solutions versus non-PKI-based solutions.


� Adams, Carlisle and Steve Lloyd, Understanding PKI,  2nd Edition, Addison Wesley, 2003


� Although the term “certifier” is used, this is not to be confused with a Lab that is certified by a State to perform a particular set of analyses. Instead, a “report certifier” is the individual who signs a drinking water report and guarantees that, to the best of his/her knowledge, the reported results are accurate. 


� Because Water Systems are ultimately responsible for the data being generated on their behalf, they should start the registration process.


� This database may already be included in the State’s Drinking Water system, or it may need to be created separately.


� Refer to Chapter 5 for more details on how this Lab Certification Database can be used during the Data Validation process.
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