The EPA and the State of Michigan TRI Node Pilot
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Purpose of the Document
This document summarizes the actions taken by the State of Michigan, enfoTech, and its partners to carry out the TRI Node Pilot Project. The State of Michigan is one of four states involved in the pilot for testing outbound TRI data exchange from EPA’s Central Data Exchange. The EPA and State of Michigan successfully exchanged TRI data on December 14, 2004. This document details the data exchange process and lessons learned.
1 Summary of Pilot Process 

1.1 Steps Involved in the Pilot Process
The purpose of this data flow project was to streamline the TRI reporting process by eliminating redundancies in the submission of electronic reports.  The EPA and the State of Michigan piloted a new mechanism where EPA sends TRI data to the state via their Network Node, and then the state transforms the TRI data into its existing TRI program database. This mechanism was implemented with the following steps:

1) The EPA transformed the TRI submissions made from facilities to CDX into the TRI XML schema format. 

2) The State set the Network Authentication and Authorization Service (NAAS) policy rights to the CDX user allowing them to invoke Michigan’s Submit method.

3) The EPA uses a Node client portion of their Central Data Exchange (CDX) infrastructure to submit TRI data to the State’s node through CDX. This data is in XML format.

4) enfoTech configured the State’s Node to forward TRI submissions to the TRI Data Converter

5) enfoTech developed a TRI Data Converter that reads the data in XML and populates it into the data exchange tables stored in a SQL Server database.

6) The State developed a series of SQL Server stored procedures to retrieve data from the TRI data exchange tables and populate the data to the State’s existing TRI data store.
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Figure 1.1‑1 Michigan TRI Node Pilot – Responsibilities
Figure 1.1‑1 identifies the responsibilities of EPA, enfoTech, and Michigan during each step of the pilot process. The responsibilities involved are summarized in the following table.
	Steps
	Responsible

	1) Transform a reporting facility’s TRI submissions to CDX into the TRI XML schema format. 
	EPA

	2) Set the NAAS policy rights to the CDX user to be allowed to invoke the State node’ Submit method.
	Michigan

	3) Use a CDX Node Client application to invoke the Submit Web Method on the State’s Node.
	EPA

	4) Configure the State’s Node to pass on TRI submissions to the TRI converter
	enfoTech

	5) Develop a TRI converter to convert TRI XML submission to populate TRI data exchange tables
	enfoTech

	6) Develop stored procedure(s) that take data from the TRI data exchange tables and populate the State’s existing TRI database.
	Michigan


These steps were then tested in a 2 phase approach:

· Stage 1: EPA/CDX submits existing TRI data to Michigan’s Node.

· Stage 2: Michigan submits test TRI data (TRIFIDS) to EPA/CDX using TRI-ME tool. EPA/CDX then submits these submissions to Michigan’s Node.
1.2 Michigan Existing Infrastructure 
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Figure 1.2‑1 Michigan’s Existing Infrastructure

Node Application Servers (Deqw1dmz and Deqw2dmz):

· Operating System: Windows Server 2000

· Web Server: IIS 5

· Node.WebServices (Node application) is installed on two separate servers to facilitate load balancing if required. The two servers currently have manual fail over but Michigan is planning to apply load balancing in 1Q-2005.
Node Database (Deqsqldmz):  
· Located in the DMZ zone and is used by the State Node for Node logging purposes.

· SQL server 2000 

· Initially the State of Michigan’s TRI database had been MS Access XP. It has since been converted to SQL Server.
· Port 1433 is used for communication of SQL server to the DMZ
TRI Database (Deqsqlprd):  

· The TRI database and TRI data exchange tables are stored on this server.

· Located in the inner zone. 
Node Administration:

· Node.Administration (deqinet) is in the inner network. 

1.3 Pilot Summary 

This section lists testing dates for Stage 1 and Stage 2 of the State Data Exchange Pilot in Michigan:

· December 14: Stage 1 testing completed with successful submission of TRI files to Michigan Node and confirmation of acceptance by Michigan.

· December 22: Stage 2 testing completed with successful submission of TRI-ME from Michigan to EPA/CDX, then successful submission of TRI XML to Michigan Node. Michigan confirmed receipt of TRI files. The entire Cycle Time from original TRI-ME submission to receipt of data by Michigan is noted below.
Following Stage 1 and Stage 2, Michigan submitted additional tests to the CDX Test Node.  These additional tests were run to determine whether the converter was accurate and transmission from CDX was complete.  The additional tests also determined whether XML data was mapped correctly to Michigan’s database.  All major problems relative to the TRI data exchange are resolved and the EPA and Michigan are actively exchanging data.  The submissions and results are noted below.  

· January 12:  Five submissions sent to CDX Test Node.  Michigan used actual facility submissions for Report Year 2003.  
· January 24:  One submission sent to CDX Test Node.  Michigan used actual facility submission for Report Year 2003.  
Results:  Test results showed incomplete and missing data that required corrections to the converter.  CSC implemented changes to the XML schema. 

· Facility name missing data;

· Section 8 data mapped incorrectly;

· SIC Code:  multiple codes incorrectly translated through CDX and XML;

· WaterStream block missing sequence number;

· Offsite_Transfers: TransferLocation block being duplicated.

· March 3: Michigan files sent to CSC to run internal test of TRI outnode after schema changes.  

Results:  XML data received with correct facility name and section 8 data.
· March 9:  Five submissions sent to CDX Test Node to test the data quality and dioxin fixes, and to test reports with multiple stream release data and Form A.  Michigan used Zebra TRIFIDS provided by the EPA. 

Results:  No dioxin data being sent; CSC to correct.  
· March 16:  Two submissions sent to CDX Test Node.  Testing for SIC codes (multiple SIC codes per chemical report) and dioxin submission.  

Results:  SIC code fix still being tested.  WaterStream block sequence number transmitted correctly. 
· March 23:  One submission sent to CDX Test Node.  Testing multiple stream codes and off-site transfers.  

Results:  Duplicate stream and transfer data.    

· May 10:  One submission sent to CDX Test Node.  Testing changes migrated to CDX Converter to handle multiple SIC Codes.  

Results:  Submission successfully received in Michigan but XML file missing report block data for Form A and missing SIC codes for Form R reports.   Michigan will resubmit to see whether the files will come through properly.  
· May 23:  Resubmission of May 10 file to see whether problems are duplicated.   

Results:  Failed test submission.  Reported to CDX Node Help Desk to research.
· June 10:  Resubmission of May 23 to test XML transmission.
Results:  Failed test submission.  According to CDX Node Help Desk, test failed because EPA Test Node using Test NAAS could not transmit to Michigan Node using Production NAAS.  Michigan will consider setting up separate Test NAAS for future.  

Michigan went into production on March 30 and started receiving TRI facility submissions that day.  Michigan was able to continue sending test submissions through the Internet via CDX using Zebra TRIFIDS.  

	TRIFIDs
	Submitted using TRI-ME
	Received at Michigan Node
	Cycle Time

	49508CPCGR30036     
	12/21/2004 4:07:27 PM
	12/21/2004 4:09:02 PM
	1 minute

35 seconds

	49735RPTRN1746O     
	12/21/2004 4:02:27 PM
	12/21/2004 4:04:01 PM
	1 minute

34 seconds

	48661TYLRB631NF      
	12/21/2004 3:49:44 PM
	12/21/2004 3:54:05 PM
	4 minutes

21 seconds

	
	
	
	

	
	
	
	

	48667THDWCMICHI
	1/24/2005 3:56:12 PM
	1/24/2005 4:02:10 PM
	5 minutes

58 seconds

	
	
	
	

	Z48212GMCSG1840
	Files sent to CSC to submit 
	3/9/2005 3:38:47 PM
	

	Z49460JHCMP1700
	Files sent to CSC to submit 
	3/9/2005 3:43:25 PM
	

	Z48667THDWCMICH
	Files sent to CSC to submit 
	3/9/2005 3:58:53 PM
	

	Z48220GGPRD625W
	Files sent to CSC to submit
	3/9/2005 4:08:25 PM
	

	Z49634PCKGN2245
	Files sent to CSC to submit
	3/9/2005 4:13:22 PM
	

	
	
	
	

	24201SNDVKZEBRA
	3/9/2005 3:37:02 PM
	3/9/2005 3:38:47 PM
	1 minute

45 seconds

	24201VSBRSZEBRA
	3/9/2005 3:42:26 PM
	3/9/2005 3:43:25 PM
	59 seconds

	24203MRRSNZEBRA
	3/9/2005 3:55:13 PM
	3/9/2005 3:58:53 PM
	3 minutes

40 seconds

	24201JYMNNZEBRA
	3/9/2005 4:04:32 PM
	3/9/2005 4:08:25 PM
	3 minutes

53 seconds

	24210LYNCHZEBRA
	3/9/2005 4:12:04 PM
	3/9/2005 4:13:22 PM
	1 minute

18 seconds

	
	
	
	

	24230STRNGZEBRA
	3/16/2005 8:02:43 AM
	3/16/2005 8:03:39 AM
	55 seconds

	24230TMSCRZEBRA
	3/16/2005 8:15:37 AM
	3/16/2005 8:18:00 AM
	2 minutes

23 seconds

	
	
	
	

	24236CLMBSZEBRA
	3/23/2005 3:14:07 AM
	3/23/2005 3:16:50 AM
	2 minutes

43 seconds

	
	
	
	

	24236CLMBSZEBRA
	5/10/2005 8:23:36 AM
	5/10/2005 8:26:00 AM
	2 minutes

44 seconds

	
	
	
	

	24236CLMBSZEBRA
	5/23/2005 9:41:34 AM
	Failed test submission.  

Conclusion:  Michigan production node must use test NAAS to receive test submissions.  

Resubmitted on 6/10/05
	

	
	
	
	

	24236CLMBSZEBRA
	6/10/2005 9:13:21 AM
	6/10/2005 2:12:03 PM

Note:  Michigan Node database timed out and CDX node continued to submit until Transaction ID was returned. 
	4 hours

58 minutes

42 seconds


2 Issues Encountered During TRI Node Pilot

1) Node Administration

During the initial stages of the project, the State of Michigan did not have a designated Node Administrator. Because of this, no one was responsible for the maintenance of the Node; as a result, there was initially some uncertainty as to Node operation.

Corrective Action:

· The State has now designated its Departments of Information Technology and Environmental Quality resources for Node Administration.

2) Failure of Initial Node Test 

The Node could not pass the initial test because of firewall rule issues. The Node database rested on the QA database server. But the QA database was not accessible by the Node application resulting in an initial failure while Node testing. This was because the QA database was not accessible from the DMZ.
Corrective Action:

· Short Term: The State moved their node database to a server that is accessible from the Node application server.

· Long Term: The State will continue the above short-term configuration as their production version.  

3) XML Instance File Data Issues:
Issue A: There was initially no clear indication of how the TRISubmissionIdentifier element would be used. Initially, this element was not being populated by EPA, and no clear indication of how this element should be populated. 

Issue B: The primary keys for a few data exchange tables were required to be changed during the project. For example, enfoTech had assigned Facility_ID [TRI Facility ID] as a primary key for the Facility table. But later it was brought to enfoTech’s notice that this approach would overwrite the data when a new submission comes in with the same Facility_ID.
Corrective Action:

· For the TRISubmissionsIdentifier it was determined that EPA would populate this element using a unique submission identifier from CDX. 

· The data exchange tables were examined and primary keys were modified wherever required. For tables with issues similar to the one cited in the example, a sequencing primary key was assigned.

· Enhancements could be made to the Flow Configuration Document to further describe the behavior of the data, such as indicating which fields for a particular data block uniquely identify the data.
Issue C:  XML files received from CDX were not being saved once the files were converted and the data moved to Michigan’s data exchange tables.  The XML files are the original submission and need to be kept as part of the permanent record.  
Corrective Action:

· A node patch was applied on 1/18/2005 to save the xml files in the DMZ server and also to handle multiple SIC codes for the facility.

4) Production and Testing environments:
Initially, the State has a testing environment setup for one-way Node application traffic. This formed the basis for migrating all testing to the production environment for bi-directional traffic. This was deemed sufficient for the current pilot since this also made resolution of Issue 2) a problem. Since there was no testing environment, the node database was moved to the production environment. 

Corrective Action:

· The State will maintain both production and testing Node environments due to network security concerns in the QA environment.
After moving to production, the existing test data flow was modified with production NAAS User to receive the production submissions. The modification of the NAAS resulted in problems in receiving test submissions after May 23 using the same data flow. 
Corrective Action:

· In the future, Michigan is planning to create a separate dataflow for handling TRI test submissions to segregate production and test data.
 

5) Submissions timing out:
Submissions began timing out on June 8 while receiving and processing the reports from CDX. The files were received and processed, but timed out before the Transaction ID was  returned back to CDX. The timing out was due to one of these suspected reasons - not enough resources on the application server, not enough resources on the database server, slow networking connections, or a variation in the submission file size. CDX resubmits the file every hour until they successfully receive a Transaction ID and this created resubmissions of the same TRI reports again and again. 
Corrective Action:

· To avoid the CDX Node's request from timing out, a patch was applied to the node. When a TRI Submit request comes in to the Node, a new Thread is spawned to carry out the TRI data parsing into the TRI Exchange Tables and the response (the Transaction ID) is returned to the CDX Node immediately. In this way, the CDX Node receives the expected response and does not attempt to resubmit the same file, but the TRI data parsing can take as long as it needs to correctly populate the TRI Exchange Tables.
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