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- peratlonal layer between a Partner’s information
— g stem and the reguesting exchange Partner.
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_'573: Nede S operation Is guided by the Exchange
Protocol Functional Specification, and other
Network Guidance Documents.
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Deiial or

getiient wor Kk is focusing on existing regulatory
HOWS, (.9 NEI ERS etc.)
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2 dfs,‘-: re already expanding beyond these to
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Ierer Eklnds of information, from other



-Net-\_%.l%en efi
HOre; cUlfrent Information

Set: MJ,, G)r the Broader exchange of information te include
fof)- reJ Jrnror/-e-

Proviclas ro,r jore timely, reliable, standardized and consistent data
e/mrlngew iween Rartners
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ESETOVIOk rv-ﬂu ‘opportunity to reduce current reporting burden
_F*:@rr S potential for data integration

-—_,-"'"

%vesragenues more control over their own data, and ability to tailor
~ other’s data to their use.

‘= Trading Partners select and maintain their own web service
Infrastructure

= Platform independent
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- Adiligs LEring: Housekeeping.
, QU Jer/ m Querymg a partner for some data.
J Se rh g Send a set of data to a partner.

rieving : Retrieving from a partner a
;;_;:;f 3 ndard set of data.
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. T OIE “on” the: \etwork you are either a Service
Provielegie ma Service Consumer

— l\/loJr L\J@ eS will be both

— *ﬁerwce Consumers will only use a client

= WLy <ch nges will be:
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= —— Nede Node (routine, large, secured communications)
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T Consumer Node (ad-hoc, smaller communications)
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— GEI ther INOG@ES: support aggregation of data from
I\Joe ‘that can then be displayed on a website.

Ilents submit retrieval data from a Node using a

” —
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- = Int rate Appllcations where a local application
-;.,- (Webpage model or report) retrieves information from one
-’_; ~ or more Nodes as needed.

- — Provide Node Services: use a “hosted” Node, that interacts
with; other Nodes as a client, but puts data on the
Network.

" Two documents describe/define how this works
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Thie Zre ,_:ga the set of rules that goVverns
tWEROENENation and use of valid service requests
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... 0 build a Node
e Hr( eol and Specification define the expected
OO'—‘ch[ 1 of all Network Nodes.

= - f - étwork WSDL file exactly defines the Protocol
and: SpeC|f|cat|on for Node building.
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-- you want to send data to a Node

:_-'-""—'g

-~ — The Protocol defines the expected format of all
-~ requests and responses from Nodes.

— The Network WSDL file could assist you in building a
client.
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SMlINVaNnt to retrieve data from a Node

— [re Hrure defines the expected format of all

fee IJG:‘Sf ~and responses from Nodes.

— The _é twork WSDL file could assist you in building a
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= ré?uz‘ man v users will not need to interact with
- these directly—they will not care, they just want
thelr gata.
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The RIoLOCO] anc Specification have an expected
el JJP J ‘between 12 and 24 months.

[e]e ments are forward- -looking.

':-'l-r :l

@iocol and Specification generically
r1be Network operations.
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:'-_‘”"',Euture work and experience will define very
_ speclific flow business processes.
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Discovery UDDI

Description WSDL
A SOAP, XML
Messaging

-~ Transport HTTP/HTTPS
= 5

Security



Descrlptlow
:ULYQ,DL

IMENVSDIL filerista'machine readable escrlptlon Which

BIOVIGES & {:entral place where the parties to a trading

PEINEITagrieement can store new service descriptions for

subsaq er .-retrleval

rJf 2 gih 2 web service, its WSDL file describes four key
e _of data:

hterface — information describing all available
‘funcuons/methods

‘ — Data type — information for all message requests and
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&
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~ message responses.

- — Binding — information about the transport protocol to be
used.

— Address — information for locating the specified service.
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IWSDIE Ep esents the contract between the
SEIVICE! | uester andl the service provider.

J \_z.\ DL a consumer can locate a web
WIC *’and Invoke any ofi its available functions.

aware tools enable the consumer to



B, e
e
[DISCOVENY
BBD)* .

e
—— T

=

-

ik

— e p— i ——

==

gisiiayer ;"-. e for centralizing services
e =l (ogp registry and providing
OLg]] s'r /flndlng functionality.

" T h f'ange Network will create and operate
] ;V' te UDDI registry shared by all Network
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* Currently under development by EPA/CDX
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Administration ~ NodePing, GetServices

* Currently under development by EPA/CDX
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QueryReponse(ResultSets)

securityToken
_______________________________________________________________________________ 1
H
etSerwces (securityToken, ServiceType) !
g
E——— GetServicesResponse |
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=TT = list of available queries | !
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Business Need

Periodic/ Occasional
Information sharing
with a Peer

e
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Current Network Node Operation
Approach Options P

E-mail NA, unless volume

Attachments, or frequency NA

FTP, Website increases (see )
posting below) PR L et

Routine Information
Sharing with a Peer

-

Batch uploads,

Solicit/Download

Node to Node, or /Query (Pull)

use of a hosted

~ -~ (especially secured or email, FTP node
~— confirmed) ' Submit (Push)
adthoc mformaton | Custom Node to Node, or )1 oy
software client to Node y
Automated collection of  Multiple Node to Node

data from multiple peers

Telephone Calls

interactions Solicit/Query (Pull)
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Implementation
Guide

April 2003
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= e Demonstrated Node Se_cu:_ity

Middleware Configuration (DNC) Gl\l/f |de2(|3rc1)§s
= May 2003 <Y/
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Database
State :
Environment

DE SQL Server 2000

ME Oracle 9.2
MS Oracle 8i
NH Oracle 8.0
- NM TEMPO
——= NE DB/2

e UT Oracle 9i

CDX Oracle 9i

Hardware

Dell PowerEdge Dual
Pentium

Sun E6500

Dell PowerEdge 2650
Compaq Proliant ML370
Sun SunFire 280R

Gateway 2000 server
Compag Proliant server

Dell PowerEdge Dual
Pentium

-

[renmEntsy
r .
Middleware "-‘-""f_ff*-
NET 1.0
Oracle 9IAS
NET 1.0

BizTalk Server 2000
WebSphere v4.05
XAware XA-Suite
Sybase EASserver

BEA WebLogic
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EEBIRI0C0] and Specification develepment focused
siRGIEaling a hasic, extensible, and flexible
SECUITLY 00ell

- r rrﬁ' rrent protocol and specification places the
;r;den ef security on Network Partners.

e _.__... ._._,_--. S

3-. 'f PA CDX will drive the security in the first generation
o the Network.

— ":" ® Most initial flows will be Partner to CDX.

e ' CDX will provide authentication and authorization for all
Network Partners through the Network Authentication
and Authorization Services (NAAS).



Secury™
AlEentiicatenrane

_SeVICESINAAS)-

NEtWerk Authentication andf Authorization Services
( NN\S) arel centralized security services.

CUlE "’e’ns and assertions issued by NAAS are
| ruyzefw d accepted by all' Network Nodes.

-—

=" _\L mwdes a set of standard web services across the
_L—;: = e ork accessed by network users and services
_.-r-—,;::ptgwders.

= ‘Operations defined in NAAS must be conducted over a
_secure SSL channel using 128 bit encryption.

" CROMERR Security



NAAS
Web Service
Interface

Network
Authentication
Service

Network
Authorization
Service

Network
Identity
Management
Service

Integrated Security

Managements

User
Management

Policy
Management

Intrusion
Management

Vulnerability
Management

R

.

User Identity
Store

Security Policy
Store

Intrusion Detection
Rules
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Increased Overhead

Sirnplifigel] _ mentation

NAAS Dependency.

ﬂ-l _ghly EXxtensible

Supports Single Sign-On
(SSO)

Security Menitoring
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Product Date of Completion
S| S W e T L H e SR

Exchange Protocol March 14, 2003

Functional Specification 4 March 14, 2003
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March 14, 2003

.
— i

- Network WSDL

~  Implementation guide
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SnmEtirity Web Services Standards and Network Tools:
SR detined in Protecol andi Specification but no Network
DI infrastructure exists

e

= Hmitationsiin message encoding
— DY _ﬂinplementations differ by platform
= [imited functionality of WSDL Tools

B e —

- " ap_?ping"the ‘back-end’ systems to the Schema is one of the

~  most challenging and time intensive tasks.

pE— —

- = Difficult to provide accurate cost estimates — too many

- variables.

= Node builders should be able to use Node code from similar
Nodes. The Node 1.0 team is creating Demonstrated Node
Configurations.
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RECONMMENdations to the NSE

BIERNGEETL .0 Grouf '-rrfn(J J DPOrtT
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L ihE FollOWINGYACHVItIESE

Flow Management . Protocol and Specification Assist and Support a
Guidance Support and Guidance Network Help Desk
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‘_E’;flihe Node 1.0 Group has proposed the creation of a Network

o

Operatlons Group (NOG) that will oversee the staffing and organization
———— of these activities.
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* Currently under development


http://www.exchangenetwork.net/
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